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About the Author

Mitesh Soni is an avid learner with 10 years' experience in the IT industry. He is an SCJP,
SCWCD, VCP, IBM Urbancode, and IBM Bluemix certified professional. He loves DevOps
and cloud computing and also has an interest in programming in Java. He finds design
patterns fascinating. He believes "a picture is worth a thousand words."

He occasionally contributes to http://etutorialsworld.com. He loves to play with kids,
fiddle with his camera, and take photographs at Indroda Park. He is addicted to taking
pictures without knowing many technical details. He lives in the capital of Mahatma
Gandhi's home state.
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I"ve missed more than 9,000 shots in my career. I've lost almost 300 games. 26 times, I've
been trusted to take the game-winning shot and missed. I've failed over and over and over
again in my life. And that is why I succeed.

— Michael Jordan
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Preface

DevOps is not just a buzzword now — it is a doctrine or a school of thought to improve
application life cycle management processes to make applications effective by utilizing
disruptive innovations. It has become a part of a serious discussion in organizations. Hence,
a change is required. A change in the culture.

Change is no threat to culture. It only improves the culture using disruptive innovations in
recent times.

Often, we make mistakes by focusing too much on the technology or tools, but with
DevOps this can be a blunder. This book emphasizes not only the technology but also the
organization-specific culture that is more important in cultivating the DevOps culture.
DevOps is in an early stage. It is changing the existing culture that invites resistance. It is
wise to follow what Socrates said:

"The secret of change is to focus all your energy, not on fighting the old, but on building
the new.”

In this book, we will cover all the key components of DevOps, such as continuous
integration, cloud computing — PaaS (Azure App Service or Azure Web Apps and Azure
SQL Database), continuous delivery, and continuous deployment; how to automate build
integration, provision resources in Microsoft cloud environment; deploying web application
into Microsoft Azure Web Apps / App Service Environments; application monitoring
available in Microsoft Azure; and load testing available in VSTS and Apache JMeter. The
main objective is to manage frequent releases effectively. By automating repetitive
processes, we standardized the management of the application life cycle and avoided error-
prone manual processes. We also provided governance to application life cycle
management by providing approval-based application deployment to different
environments.

For continuous integration and continuous release (continuous delivery and continuous
deployment), we have used Visual Studio Team Services (VSTS). The orchestration of end-
to-end automation and approval-based workflows is managed by VSTS too.

Let's begin our cultural journey in the land of DevOps using people (development team, QA
team, operations team, cloud team, build engineers, and so on), processes (continuous
integration, continuous delivery and continuous deployment, continuous testing, and
continuous monitoring), and tools (Microsoft stack)!
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What this book covers

Chapter 1, Microsoft Azure — Cloud Platform and Services, is all about learning the benefits of
Paa$S in the DevOps culture, and Microsoft Azure — cloud platform and services. It will
cover all the PaaS offerings from Microsoft that are required for deploying a web
application. This chapter also covers the basic concepts of Microsoft Cloud that are
important for creating, using, and managing platform services effectively for deploying
applications.

Chapter 2, Getting Started with Visual Studio Team Services (VSTS), introduces the VSTS and
the sample application structure that is necessary to understand before automating the
process of building and deploying an application in a desired environment. It also explains
how to use VSTS to manage versions of code and integrate VSTS with Eclipse IDE so the
check-in process can be managed directly from the IDE.

Chapter 3, Continuous Integration with VSTS, explains how to configure the application code
for automated compilation, unit test case execution, and notifying important stakeholders
of the status of the build execution in case of failures and success. It also creates a package
file and stores it in a shared folder. After this chapter, we will be ready for deployment if
the build execution is successful.

Chapter 4, Continuous Development with Microsoft Azure Web Apps, covers App Service
(Microsoft Azure Web Apps) in detail. Web Apps is used to deploy an application in the
process of continuous delivery and continuous development. It covers how we can create
different environments that can be used to deploy web applications. It also covers a brief
description of database services and providing secure access to all resources using role-
based access, which is significant from the security and governance perspective.

Chapter 5, Azure App Service Environments, is bit more theoretical, but covers a premium
service of Microsoft Azure platform that can be used for specific use cases that Azure Web
Apps may not be able to handle effectively. It not only covers creating ASEs but also
provides a detailed comparison of Azure Web Apps and ASE to enhance security. Security
is one of the most important parts of application life cycle management, and hence this
service increases the value in the context of DevOps.

Chapter 6, Continuous Delivery to Azure Web Apps and ASE Using VSTS, presents how to
deploy an application in Azure Web Apps and App Service Environment using VSTS. It
also includes the security and governance aspect while deploying is different environments
to ensure that only authorized persons can perform the deployment operation, and the
process has to be verified. This chapter will cover end-to-end automation visualization for
deploying an application in the PaaS offering of Microsoft Azure.

[2]
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Chapter 7, Continuous Monitoring in Cloud Platform, covers another stepping stone in
achieving end-to-end automation, and that is continuous monitoring. We cover the
importance of it in different ways to monitor and troubleshoot Azure Web Apps and ASE
so we can ensure that the application remains issue-free and highly available.

What you need for this book

This book assumes that you are familiar with at least the Java programming language.
Knowledge of core Java and JEE is essential if you want to gain better insights from this
book. Having a strong understanding of the deployment of a web application in application
servers such as Tomcat will help you to understand the flow quickly.

As the application development life cycle will cover a lot of tools in general, it is essential to
have some knowledge of repositories, as well as IDE tools such as Eclipse, and build tools
such as Ant and Maven. Knowledge of code analysis tools will make your job easier in
configuration and integration; however, it is not vital to perform the exercises given in the
book. Most of the configuration steps are mentioned clearly.

You will be walked through the steps required to get familiar with VSTS, Microsoft Azure
Web Apps, Microsoft Azure App Service Environments, and Microsoft Azure SQL
Database.

For Microsoft Azure, you can use a one month trial access. VSTS also comes with a trial
account with some restrictions.

Who this book is for

This book is specially aimed at developers, technical leads, testers, and operational
professionals, who are the target readers and will want to jump start Microsoft Azure PaaS
offerings such as App Services and SQL Database to host applications. Readers are aware of
the issues faced by development and operations teams as they are stakeholders in the
application life cycle management process. The reasons to jump start Microsoft Azure PaaS
and VSTS are to understand the importance of their contribution to continuous integration,
automated test case execution, and continuous delivery for effective application life cycle
management.

[3]
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No prior experience with continuous integration, cloud computing, continuous delivery,
and continuous deployment is assumed. You may be a novice or be experienced with
continuous integration tools such as Jenkins and Atlassian Bamboo.

This book covers continuous integration, cloud computing, continuous delivery, and
continuous deployment for a sample Spring-based application. The main objective is to see
end-to-end automation and implement it on the Microsoft technology stack that can be
extended further based on the understanding gained from this book.

Conventions

In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows: "We can
achieve this using the <ipSecurity> element."

A block of code is set as follows:

<configuration>
<system.webServer>
<security>
<ipSecurity allowUnlisted="true" denyAction="NotFound">
<add allowed="true" ipAddress="xXX.xXXX.XXX.xxx"
subnetMask="255.xxx.xxXx.xxx" />
</ipSecurity>
</security>
</system.webServer>
</configuration>

When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold:

<configuration>
<system.webServer>
<security>
<ipSecurity allowUnlisted="true" denyAction="NotFound">
<add allowed="true" ipAddress="xxx.XXX.XXX.XXx"
subnetMask="255.xxx .xxx.xxx" />
</ipSecurity>
</security>
</system.webServer>
</configuration>

[4]
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New terms and important words are shown in bold. Words that you see on the screen, for
example, in menus or dialog boxes, appear in the text like this: "To create a resource group,
click on Resource groups in the left-hand sidebar menu."

0 Warnings or important notes appear in a box like this.
8 Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or disliked. Reader feedback is important for us as it helps us
develop titles that you will really get the most out of.

To send us general feedback, simply e-mail feedback@packtpub.com, and mention the
book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

[5]
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Downloading the example code

You can download the example code files for this book from your account at http://www.p
acktpub.com. If you purchased this book elsewhere, you can visit http://www.packtpub.c
om/supportand register to have the files e-mailed directly to you.

You can download the code files by following these steps:

Log in or register to our website using your e-mail address and password.
Hover the mouse pointer on the SUPPORT tab at the top.

Click on Code Downloads & Errata.

Enter the name of the book in the Search box.

Select the book for which you're looking to download the code files.
Choose from the drop-down menu where you purchased this book from.
Click on Code Download.

NSk

Once the file is downloaded, please make sure that you unzip or extract the folder using the
latest version of:

e WinRAR /7-Zip for Windows
e Zipeg /iZip / UnRarX for Mac
e 7-Zip [/ PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https://github.com/PacktPubl
ishing/Implementing-DevOps-with-Microsoft-Azure. We also have other code bundles
from our rich catalog of books and videos available at https://github.com/PacktPublish
ing/. Check them out!

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.
You can download this file from https://www.packtpub.com/sites/default/files/down
loads/ImplementingDevOpswithMicrosoftAzure_ColorImages.pdf.

[6]
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Preface

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting http://www.packtpub.com/submit-errata, selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded to our website or added to any list of existing errata under the Errata section of
that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/conten
t/supportand enter the name of the book in the search field. The required information will
appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions

If you have a problem with any aspect of this book, you can contact us
at questions@packtpub.com, and we will do our best to address the problem.
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Microsoft Azure — Cloud
Platform and Services

I believe that if you show people the problems and you show them the solutions they will be
moved to act.

-Bill Gates

This chapter covers details about the basics of cloud computing, a DevOps overview, the
benefits of PaaS in the DevOps culture, and Microsoft Azure — cloud platform and services.

It will cover the required PaaS offering from Microsoft that is necessary for deploying a web
application. This chapter also covers basic concepts of Microsoft Cloud that are important to
create, use, and manage platform services effectively for deploying applications.

In this chapter, we are going to cover the following topics:

e Overview of PaaS and Application PaaS
Role and benefits of PaaS and aPaaS in DevOps
e Overview of Microsoft Azure Services

e Overview of concepts related to Microsoft Azure

First, let's see what we will cover in this book and then go ahead with the plan step by step.
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What we will cover in this book

The overall vision of the book is to use one sample application and perform the following:

e Automated build: Using build tools such as Ant or Maven

Continuous Integration (CI): CI using Visual Studio Team Services (VSTS):
e Compilation

¢ Unit test execution: JUnit test cases
¢ Code analysis: Using SonarQube

Cloud platform resources
CD using VSTS: Utility tasks for WAR deployment

Continuous deployment using VSTS: Utility tasks for WAR deployment with
governance and an approval workflow for the deployment

Continuous monitoring and security: By configuring notifications in the Azure
portal and using role-based access

‘ From Month(s) to DAYs using Cloud Resources and Automated Approach of

Py Application Lifecycle Management

'ontinuous

Innovations - " -
! Continuous

Continuous Cloud Continuous Continuous m Continuous
Integration Computing Delivery Deployment / an—gd Securi Feedback
. Compl]a?tion + Platformas a + Deployment * Production + Failure + Feedback from
+ Unit Test Service into Multiple Deployment Notifications on Customer
Execution + Azure App Environments with Approval Build
+ Static Code Services Workflow for Execution,
Analysis » Azure Web Governance Failed

App Deployment,
. unavailability of
t an application l

We will integrate Eclipse IDE with the VSTS for repository-related tasks and perform all
end-to-end automation operations as described in the preceding diagram. Every chapter is a
building block for the next chapter and at the end of the book, we will be able to visualize
the technical implementation and high level design in line.

[9]
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Overview of PaaS and Application Paa$S

Evolution is the step-by-step process to reach better alternatives of something that already
exists and is adopted. If we observe closely, then evolution is a driving force behind path
breaking innovations. And what is the core of any process of evolution? Change! With this
background, if we consider evolution in infrastructure in information technology, then
cloud computing is the most talked about in recent times and it has opened doors for many
path-breaking solutions and innovations.

Charles Darwin was wise enough to say this:

It is not the strongest of the species that survives, nor the most intelligent that survives. It
is the one that is most adaptable to change.

This is very apt for cloud computing and its adoption. Let's understand what cloud
computing is! There are many good definitions available in the market, but I will discuss
here what I understand and what I have experienced.

Cloud computing and its basics

Cloud computing is a type of computing that provides multitenant or dedicated computing
resources such as compute, storage, and network to cloud consumers on demand. It comes
in different flavors that includes cloud deployment models and cloud service models.

Cloud deployment models describe the way cloud resources are deployed, such as behind
the firewall and on-premise exclusively for a specific organization, and this is called the
private cloud; or cloud resources that are available to all organizations and individuals, and
this is called the public cloud; or cloud resources that are available to a specific set of
organizations that share similar types of interests or similar types of requirements, and this
is called the community cloud; or cloud resources that combine two or more deployment
models, and this is known as the hybrid cloud.

[10]
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Cloud service models describe the way cloud resources are made available to cloud
consumers. It can be in the form of a pure infrastructure, where virtual machines are
accessible and controlled by a cloud consumer or end user, and this is called Infrastructure
as a Service (IaaS); or a platform where runtime environments are provided so installation
and configuration of all software needed to run application are already available and
managed by a cloud service provider, and this is called Platform as a Service (PaaS); or
Software as a Service (SaaS), where a whole application is made available by a cloud
service provider with the responsibility of infrastructure and platform remaining with the
cloud service provider.

)

) )
- |
a On Demand Self Service j Private

Cloud

0 Broad Network Access B

I
L e rr—

N e r—
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Cloud computing has a few characteristics which are significant such as multitenancy, pay-
as-you-use (similar to electricity or gas connection), on-demand self-service, resource
pooling for better utilization of compute, storage; network resources, rapid elasticity for
scaling up and scaling down resources based on needs in an automated fashion, and
measured service for billing.

Over the years, usage of different cloud deployment models has varied based on use cases.
Initially, the public cloud was used for applications that were considered non-critical while
private cloud was used for critical applications where security was a major concern. Hybrid
cloud usage evolved over time with experience and confidence in the services provided by
cloud service providers.

[11]
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In a similar way, there was a usage pattern for cloud service models too. As we usually do
in a normal traditional environment, it was easier to adopt IaaS as there is complete control.
Over time, organizations realized the cost of managing resources in the cloud as the efforts
are the same in managing resources, considering security configurations, and other
configurations. Hence, IaaS was becoming difficult day by day with the evolution of PaaS.
PaaS has evolved over the years and its approach is much wider, and its services include
multiple programming languages such as .NET, Java, PHP, Python, and Ruby.
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Cloud Deployment Models

In simple English, PaaS provides infrastructure as well as a runtime environment to deploy
an application. The difference is the end user doesn't have control on infrastructure while
we can configure a runtime environment and debug an application remotely and
troubleshoot issues to some extent. There are Paa$S offerings where you can have dedicated
infrastructure resources for application deployment, but even in that case, control of
infrastructure is in the hands of cloud service providers. In short, we as cloud users need
not to worry about downloading different web servers, database servers, and other
required software and install them on a machine and maintain them. We don't even need to
worry about updating them to newer versions. Cloud service providers are responsible for
maintaining availability of the application and its resources. However, as users, we need to
follow best practices to configure applications to have a highly available application
considering different services provided by the cloud service provider.

[12]
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Comparison — PaaS and laaS

Let's visualize how the process workflow is executed in terms of a traditional model or in
laaS, and then we will compare it with PaaS. In a traditional environment, the infrastructure
provisioning process takes place in a different manner than the acquisition of a virtual
machine in a cloud subscription.

Download all
Acquisition Process required software
of Infrastructure with proper
versions

Request to
Provision
Infrastructure

Deployan Install Runtime Maintain repository
Application Environment to store all software

Maintain
Infrastructure
Resources

Update Software
versions

While in the case of PaaS, the flow has less complications than the traditional or IaaS
process.

Request to Programming
Provision PaaS language based
offering Configuration

Configure High Deployan
Availability Application

However, the approval process in the cloud environment too has costs associated with it, so
organizations keep their own sets of e-mail approval processes to create a virtual machine
or to provision any PaaS offering.

[13]
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Over the years, PaaS has gained its momentum and many organizations have realized that
there are less complexities and less management overhead involved in it. Hence, many
customers are leaning towards the PaaS offering, as they don't wish to manage virtual
machines and apply security policies in the cloud and maintain all of them. In IaaS, as users,
we need to configure high availability and scalability, and it is more complicated compared
with PaaS.

Paa$ offerings manage load balancers and high availability with little configuration and
hence save a lot of time, and the architecture is more clear. We need to remember that most
of the control is available with cloud service providers and hence we have less things to
manage. Cloud service providers have more control and they implement all the best
practices and a standard pattern to fulfill the SLAs attached with PaaS

offerings. Governance wise, PaaS is less flexible in terms of applying policies as it is a
shared environment and is standardized as well. Managing PaaS is also less costly
compared with IaaS. In the case of [aaS, we need to manage everything the way we manage
on-premise.

In short, those who know better about infrastructures and platforms manage them with
efficiency so we have less overhead.

An Application Platform as a Service (aPaaS) provides features to design, develop, deploy,
and manage an application life cycle, enabling effective resource utilization, agility, and
faster time to market. It is getting popular now-a-days as it has less overhead and less
complexities of managing resources for the application life cycle management. Usage of
thick clients is an old story now and PaaS providers have realized the trend. Developers
want offerings all in once place where they can develop, compile, package, and deploy at
them. Paa$ is accessed through web browsers such as Firefox, Chrome, or Internet Explorer.
Most PaaS providers have come up with offerings to support developers within

browser IDEs to develop applications. In recent times, DevOps has also gained momentum
and Paa$ along with the DevOps culture is breaking a lot of barriers in the traditional
culture of IT. In the next section, we will discuss DevOps and then we will see benefits of
PaaS in DevOps.

Overview of DevOps

DevOps is more about the culture of an organization, processes, and technology to develop
communication and collaboration between Development and IT Operations teams so as to
manage the application life cycle more effectively than the existing ways of doing it. We
often tend to work based on patterns to find reusable solutions from similar kind of
problems or challenges.

[14]
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Over the years, achievements and failed experiments, best practices, automation scripts,
configuration management tools, and methodologies became an integral part of the culture.
This helps to define practices for ways of designing, developing, testing, setting up
resources, managing environments, managing configuration, deploying an application,
gathering feedback, performing code improvements, and doing innovations. It helps to
train people to think that drive the DevOps culture at every stage.

Operations

People + Processes + Technology
erns + Reusable Components + Automation To
Effective Communicationand Collaboration
Standardized Practicesacross Teams

The DevOps culture is considered to be an innovative package to integrate the Dev and Ops
teams in an effective manner that includes components, such as continuous build
Integration, continuous testing, cloud resource provisioning, CD, continuous deployment,
continuous monitoring, continuous feedback, continuous improvement, and continuous
innovation, to make application delivery faster as per the demands of the agile
methodology.

Considering the way we have been doing things to manage applications over the years, it is
a challenge to change the culture. Mr. David Gleicher created the formula for change, and
later it was refined by Kathie Dannemiller. This formula is still relevant as it provides a
model to assess the relative strengths affecting the success possibilities of organizational
change initiatives.

[15]
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As per the formula, three factors must be available for a meaningful organizational change
to take place. I just tried to classify different things in these three factors:

e D = Dissatisfaction with how things are and how cumbersome they are! (Manual
Processes + Repetitive work + Rigidness of processes + No flexibility + Huge CapEx + No
visibility)

o V= Vision of what is possible and what is the opportunity available with disruptive
innovation in recent times (Cost benefits -> Pay as you Use + Automation + Agility +
Scalability + Increased efficiency and productivity + Continuous improvements +
Continuous innovations)

e F = First concrete steps to achieve the vision (Continuous Integration + Continuous
Testing + Cloud Provisioning + Configuration Management + Continuous Delivery +
Continuous Deployment + Orchestration + Continuous Monitoring + Continuous
Feedback);

If the product of these three factors is greater than R = Resistance, then change is possible. If
any one factor is absent (zero) or low while D, V, and F are multiplied, then the
multiplication will be zero or low and therefore it may not overcome the resistance. Even
without numerical values, the outcome of this formula is very much in the favor of change
considering the values.

To bring an organization-wide change, we must consider the possibility of dissatisfaction in
people and try to bring the change in mindsets by sharing industry trends, leadership ideas,
best practices, and competitor analysis to identify the necessity for change. Hence, to ensure
a successful change, it is the need of the hour to use influence and think strategically to
create a vision and identify the basic steps toward it. To change the culture of an
organization effectively, we the people need to bring in an agile, standardized environment,
uniform automation processes orchestration, and DevOps enablers. Essentially, it means the
combination of people, processes, and tools to achieve efficiency.

In other words, the DevOps culture is not much different than the organization culture,
which has shared values and behavioral aspects. It needs adjustments in mindsets and
processes to align with the new technology and tools.

At the end of the day, the ball is in our court and we should remember that we can't make
an omelette without breaking a few eggs. To be more precise, the early bird catches the
worm.

In the next section, we will describe in detail about the role and benefits of PaaS and aPaaS
in DevOps.

[16]
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Role and benefits of PaaS and aPaaS in
DevOps

We saw in the earlier section that PaaS provides flexibility to deploy an application without
an overhead of management of resources. As users, we can deploy an application and
control its configuration to some extent. Resource management is the responsibility of cloud
service providers. Cloud service providers manage servers, operating systems, networks, or
storage. They also manage load balancing, scalability, and monitoring of resources. Users
only need to configure them properly.

Cloud has a shared responsibility model and that changes based on the cloud service model
we use. Paa$ is just a perfect mix of flexibility and less overhead.

Now let's understand the difference between using DevOps with IaaS and DevOps with
PaaS.

One of the main factor is the speed with which resources are available in PaaS compared
with IaaS. Within minutes, we have the environment ready to deploy an application. The
reason is simple, we need not to install and configure a runtime environment. It is already
available. As a user, we only need to configure it based on the suitability of our application.
Consider these examples:

¢ Programming language
e Web or application server

Stateless or stateful application

Application settings as environment variables

Connection strings as environment variables that can be utilized to facilitate
backup

e Virtual directories

Because the deployment environment is available in minutes and we can automate the
creation of that environment using commands or scripts, it is very flexible to integrate it in
the automation process. Even if the resource provisioning process is not automated, it
becomes very easy to integrate the platform into automated deployment scenarios.

The recent trend in the market is Application Platform as a Service (aPaaS). This is a
service offering that provides development and deployment environments for application
life cycle management.

[17]
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The aPaaS service model offerings generally provide the following services:

¢ Agile scrum user stories management

e Code editors in a browser

e Repository as a Service

e Build as a Service

e Testing as a Service

¢ Release Management as a Service

e Cloud platforms to deploy an application
¢ Monitoring as a Service

e Security as a Service

e Identity Management as a Service

Softwareas a
- - Service (SaaS)
\_/Application

Platformas a
Service (aPaaS)

Platformasa
Service (PaaS)

Infrastructure
asa Service
(TaaS)

The question is, how are PaaS and aPaa$S different from each other?
The following are the important points that bring out the difference and make aPaaS more
suitable to manage the application life cycle:

e Agile scrum user stories management
Code editors in a browser

Repository as a Service
Build as a Service

Testing as a Service

[18]
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In today's age, aPaaS is driving toward continuous improvements and continuous
innovations. It drives for rapid application development and rapid application delivery.
The Microsoft Azure application platform services provide application development,
repository services, application deployment services, performance testing, security, and
governance. The Microsoft Azure App Service is a PaaS used to rapidly build an application
that may be web- or mobile-based that can be highly available, scalable, and flexible.
Microsoft Azure provides other PaaS offerings—DBMS, App Insights (preview), and so on.

In the next section, we will cover all Microsoft Azure Paa$S offerings that we will discuss in
this book.

Overview of Microsoft Azure Service

In this book, we will use PaaS offerings of Microsoft Azure such as App Service, database
services, and storage services. We will also utilize other services such as Azure Active
Directory, App Insights, and Traffic Manager. We will use all these services for managing
the application life cycle for tasks such as application deployment, databases authentication,
monitoring, and high availability.

App Service — Microsoft Azure Web Apps

App Service is one of the most popular offering from Microsoft Azure. It is a PaaS. There
are four kinds of applications that are created in App Service:

Web Apps Mobile Apps

ApP

Services

Logic Apps

[19]
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In this book, our focus is on Web Apps. Web Apps are a Paa$S offering that have computing
resources and runtime environments managed by Microsoft Azure while the user is only
responsible for the application and configurations related to Web Apps and high

availability.

The following are some quick points about Azure Web Apps:

e Web Apps runs on virtual machines — virtual machines are managed by

Microsoft Azure

e Five pricing tiers are available — Free, Shared, Basic, Standard, and Premium

e Web Apps support applications written in Java, ASP.NET, PHP, Node.js, and

Python

e We can integrate Web Apps with Visual Studio or GitHub

e We can create Web Apps from the Azure portal and also from the command line
using PowerShell commands; thus it is easier to automate the creation process

e We can set CI and CD or deployment using Build and Release of VSTS

e We can configure autoscaling and make it available across the regions; we can set
high availability as well

Let's see some basic difference between Azure Virtual Machines and Azure Web Apps:

Microsoft Azure virtual
machines

Microsoft Azure Web Apps

Offering laaS PaaS
Support Support for Linux, Windows | Linux (in preview), Windows
Server, SQL Server, Oracle,
IBM, and SAP
Categories General purpose Free
Compute optimized Share
Memory optimized Basic
Gru Standard
High performance compute |Premium
Cost Per-minute billing Per-minute billing
Virtual infrastructure User Microsoft Azure
responsibility
Out-of-the-Box support for [No Yes
VSTS
Management overhead Yes No

[20]
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Installation and Yes, the customer is Web Apps come with a
configuration are required |responsible for managing the |platform that supports different
resources programming languages; we

only need to configure the
application settings

To have a quick hands on, follow these steps:

1. Gotohttps://tryappservice.azure.com. Select Web App:

MY ACCOUNT

Features  Pricing Documentation Downloads Marketplace Blog Community  Support

Select app type

Select app type

1 E KBl E

Web App Mobile App Function App APl App Logic App

Azure Web Apps enable developers to easily deploy and scale enterprise grade web applications written in a variety
of languages and integrated with a multitude of services without ever worrying about infrastructure management.

[21]
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2. Select a template, in our case it is a Java template. Click on Create:

MY ACCOUNT

Features  Pricing Documentation Downloads Marketplace Blog Community  Support

Select template

Select a template and create your Web App

Change language:  Default

ASP.NET Core 1.0 ASP.INET with Empty Site Expressls Java Coffee Shop MVC 5 With Entity
Azure Search Site Framework

[22]
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3. The web app is ready. Note the URL given to access it:

MY ACCOUNT LoGoUT

Features  Pricing Documentation Downloads Marketplace Blog Community Support

Work with your app

Your web app has been created!

Work with your web app at https://lcdeddc8-(

hitps://51cdeddcE-Oee0-4-!

[23]
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4. Visit the web app at a given URL:

@ httpsy//lededde8-0ea0-4-231-b%ee azurewsbsites.nat

Home  About Us

S
COEEEESESE

Espresso
$3.75

Espresso

This is how we can create a sample Azure web app.

Data and storage

The Microsoft Azure SQL Database is a RDBMS in the cloud. It supports the SQL Server
engine and hence we can use existing SQL Server tools, libraries, and APIs to manage the
SQL Database in the cloud. It comes in different pricing tiers such as Basic, Standard, and
Premium service tiers that have different capacities for different workloads.

[24]
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Microsoft Azure Storage is a cloud storage offering that is highly available, scalable, and
durable. Microsoft Azure Storage services provide Blob storage, Table storage, Queue
storage, and File storage:

 Blob storage (Object storage): This is used to store unstructured object data such
as documents, media files, and binary data

e Table storage: This is used to store structured data such as NoSQL key-attribute
data

* Queue storage: This is for reliable messaging

e File storage: This is used to store file data that can be used by Azure virtual
machines and cloud services

Azure Active Directory (Azure AD) is a cloud-based, multitenanted, and highly available
identity management service from Microsoft. It can manage users, groups, and multi-factor
authentication; add an application organization that is developing for authentication; add
an application from the gallery for authentication; add a custom domain; add role-based
access control; and so on.

To access Azure AD from the Azure portal, go to https://portal.azure.com and click on
Azure Active Directory.

Verify the Overview details with Users and groups, App registrations, and Azure AD
Connect.

[25]
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The application Gallery supports 2,771 applications for Azure AD integration at the time of
writing this chapter. Categories include Business Management, Collaboration, Construction,
Content management, CRM, Data Services, Developer Services, E-commerce, Education,
ERP, Finance, Health, Human resources, IT infrastructure, Mail, Marketing, Media, Mobile
Device Management, Productivity, Project Management, Security, Social, Supply
Management, Telecommunications, Travel, and Web Design and Hosting.

“— outlook (Default Directory) /O @ i:é'g @ @ _ &

(e—— outlook (Default Directory)

y - PREVIEW

& Classic portal

R Search (Ctri+/) o The Azure AD management experience is in preview. Learn more =

Resource groups

Users and groups Quick tasks

App Services @ overview

Quick start

SQL databases B .
DI Ms
- Service ; MANAGE -
fipp Senice Endronme ﬂ &

9 Traffic Manager profiles ' Users and groups

@ ~zure Active Direct HE  Enterprise applications
ure Active Directol - L
v Enterprise applications Azure AD Connect

b App registrations USERS SIGN INS

More services »
Sync enabled

Azure AD Connect
= Domain names Azure AD application access management App registrations
=
Password rest 10 i

05:30

Tl Company branding
Recommended Other capabilities

User settings

Properties . @ Sync with Windows Server AD dentity P
your on-premises P
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Major applications supported are Office365, Salesforce, ServiceNow, Google Apps, and so
on.
Go to https://manage.windowsazure.com to access Azure AD from the classic portal:

Check out the new portal CREDIT STATUS @ I o outicok.com &

active directory
DIRECTORY ACCESS CONTROL NAMESPACES MULTI-FACTOR AUTH PROVIDERS RIGHTS MANAGEMENT
NAME STATUS ROLE SUBSCRIPTION DATACENTER REGION COUNTRY ORREGION O

Default Directory > o Acdive User Shared by all Default Direct... Asiz, Europe, United States  India

TRAFFIC MANAGER Default Directory ' Active Global Administrator Shared by all Default Direct... Asia, Europe, United States India
0

Default Directory W Active Global Administrator Shared by all Default Direct... Asia, Europe, United States India
MANAGEMENT SERVICES

ACTIVE DIRECTORY

One of the biggest benefits that we will utilize in this book is the way we can provide
authentication to access Azure Web Apps. We can configure Azure Web Apps with
Directory so only specific users can access the application hosted on Azure Web Apps.

Application Insights

Visual Studio Application Insights is a flexible analytics service. It helps us to get the
insights of performance and usage of an application. It can be used for .NET- or J2EE-based
applications that are hosted on-premise or in the cloud. We will cover only a few important
features that come with this service in this book.
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Create a sample application and go to its MONITORING section. Click on Application
Insights. Select Create new and click on OK:

“  elutorialTestApp - Application Insights

rialTestApp - Application Insights

L Search (Ctrl+/)
w
) pplication Insigh
' MONITORING Application Insights
- | @ Application Insights
Application Insights helps you detect and diagnose performance issues, and understand what
) Alerts users actually do with your app. Learn more
[ e
@ Diagnostics logs This App Service is associated with the Application Insights resource: etutorialtestapp
‘ Log stream Slowest Requests (past 24 hours)
REQUEST NAME DURATION (95TH)
M Process explorer
i
¥ Metrics per instance (Apps) Collecting statistically significant data set...
>

Live Stream

X Live HTTP traffic

We can create a web test for testing the availability of applications from multiple regions.
We can select a ping test or multi-step test to check the availability. The alert criteria can
also be configured.

Performance testing is also a very interesting feature available in App Insights. It is more of
a load testing based on the number of users for a specific duration.

We will see the how to of both in this book where we intend to cover monitoring.

Traffic Manager

Microsoft Azure Traffic Manager provides a feature to distribute user traffic to different
endpoints. These endpoints can be Azure App Service (Azure Web Apps), cloud services,
Azure Virtual Machines, and external endpoints. It is a DNS-based traffic routing. Azure
Traffic Manager supports three traffic routing methods to decide how traffic can be routed
to different endpoints. In simple terms, it is a way to decide which endpoint should serve
the DNS request.
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There are two different deployment models in Microsoft Azure—the classic deployment
and Resource Manager deployment models. Microsoft Azure Traffic Manager uses different
terminology for traffic routing methods (known as the load-balancing method in the classic
deployment model):

e Priority method (Failover method): Select the Priority or Failover method for
traffic routing when you need resources in a specific region to serve all the traffic
and only use other endpoints if the main endpoint is unavailable.

Azure Web Apps
Region: East US

&

Priority 1

." ‘
‘ Checks
User Traffic Priority 2
Manager @

Azure Web Apps
Region: West US

Often this method is cost-optimized and the usage of the application is very well
known and specific to a region.

¢ Weighted method (Round-robin method): Select the Weighted or Round-robin
method for traffic routing when you need resources to serve in a different region
or across a set of different endpoints.

Azure Web Apps
Region: East US
—>
‘ Weight50%
-
WV | O —— il
‘ Checks
User Traffic Weight50%
Manager
Azure Web Apps
Region: West US
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Let's say we know that our application hosted in Azure Web Apps is going to be
equal or in a specific ratio, then the Weighted method can be more appropriate.

e Performance method: Select Performance for the traffic routing method when we
want to provide equal performance to the user of the resources hosted in Azure.

Azure Web Apps
Region: East US

@
___Health |
‘ Checks
User Traffic
In Manager
West US

Azure Web Apps
Region: West US

So, in simple terms, users will be redirected to the nearest endpoint to serve the response.
Some benefits of Microsoft Azure Traffic Manager are as follows:

e Easy to use and configure

¢ Easy learning curve

¢ Configuration is available from Azure Portal as well as Azure PowerShell
* DNS level traffic routing

e Helps in high availability of the business critical application

e Provides automatic failover

¢ Supports multiple endpoints: Microsoft Azure and external endpoints

e Helps to support the scenario of planned maintenance

e We can combine hybrid applications as it supports multiple endpoints
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Overview of concepts related to Microsoft
Azure

Microsoft Azure comes up with some core concepts that are important to understand before
we go ahead and work with it. These core concepts help to manage resources and help to
understand the pricing structure as well.

Regions

Microsoft Azure services are available in 34 regions around the globe and more regions are
continuously planned to be supported. The more regions, the more it allows customers to
achieve better performance with cost optimization. It also helps in scenarios where data
location is legally restricted.

Canada East --- T UK South - H
Canada Centra orth EUrope ...... ' West Europe
Canadz/{ientral UK West - e gelmanycl\lcrlhlesst
US Gov | [ ] ermany Centra
. Central US. .. France Central ' @ e
West US 2 - FO R North Central US France South - . B orea South
West US ... . r . US DoD East China Narth Japan East
weeeee East US : Japan West
H i EastUs2 China East
West Central US o L US Gov Virginia E—
South Central US - = US DoD Central West India i@ . @z ast Asia
Central India
South India -~
Generally available
@ Comingsoon o e Southeast Asia
------ Brazil South
Australia East
--------- Australia Southeast
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To get the latest details on Microsoft Azure regions, visit https://azure.

microsoft.com/en-in/regions/.

To verify WEB + MOBILE products available by region go to https://azure.microsoft.c
om/en-in/regions/services/ and check the WEB + MOBILE section:

SALEE(KJUVBCK'.LWDO'}?ZE'| MY ACCOUNT ‘ PORTAL _

FREE ACCOUNT

Why Azure  Solutions Products Documentation Pricing Partners Blog Resources Support

NORTH SOUTH WEST

ANADA BRAZ
PRODUCTS GLOBA EASTUS  EASTUS2 NTRAL US STUs
Fopuers GLoBAL BeTu Ty CENTRALUS | CentRALUS CENTRALUS CENTRALUS ¢ VIRGINIA TRAL SOUTH
WEB + MOBILE
App Service
Web Apps
Mobile Apps

API Apps

API Management

Mediz Services

Encoding

Live and On-Demand Streaming

Notification Hubs

Search

Mobile Engagement

Azure is generally available in 34 regions and 12 geos around the globe. It has already
announced plans for six additional regions and two additional geos. For customers, it is
extremely important to have legal compliance in the context of a storage location of their
data. There are two different possibilities/authorities in this scenario:

¢ The customer may copy, move, or access data from any location
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e Microsoft may replicate data in other regions of the same geo for high

availability:
j Regions
o=
(e NORTH DAKOTA
R OHTAN Blrarck . Central US (lowa)
Helena MINNESOTA.
Portland S
) East US (Virginia)
= SOUTH'DAKOTA WISCON EIN
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\ gl icago North Central US
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o s B [ - oo - gl Sy i OHIO PENNSYLVANIA
Salt Lake City Lincgln ILLINGIS INDIANA Columbus Tranton's.
Denver e : e ]
e, NEVADA J s i i " West Central US
i i Topiska M= polls Wishingtan = Baltimor
UTAH COLORADO KANSAS J PR v |
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= Wichita ViRG R
= KENTUCKY (Texas)
CALIFORNIA Las Megas ! 5 2 Nashville - g ket
e Santafe | OKLAHOMA + NORTH CAROLINA
2 ¥ Memiph TENNESSEE e
Oklahorma ity s . West US (California)
Los Angeles ARIZONA NEW MEXICO ARKANSAS |
9 Phoenix i Birmingham A GOUTH CARBLINA
San Diego, Mexicali y L Ballas 3 w=slod
s Ciudad i ALABAMA ', GEORGIA
Juérez =
1P M = 3 MISSISSIPPI
AU e SR Austin LOUISIANA Tallahassee - acksonville
1> bing CALIFORHIA GNoRA :  Houston
Harmansilln J qu Ao 8 -
= _
) Available Announced

To get more details, gotohttp://azuredatacentermap.azurewebsites.net
/.

Resource groups

Resource groups in Microsoft Azure is nothing but a logical container. It can be used to
group all different resources such as App Service, SQL Databases, and Storage Accounts,
available in Microsoft Azure. We are going to consider services that we will use in this
chapter for most of the examples. Resource groups provide a simple way to manage
resources together. One of the biggest advantages is to manage the role-based access on the
resources in an easy manner.

For example, we need to create resources such as Azure Web Apps, SQL Database, and
Storage Account in the West US and provide access to all of them to some users. It is painful
to assign a user to individual resources. Rather, it is more manageable if we can provide
group access to all resources. This way resources can be managed in a better way.
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To create a resource group, click on Resource groups in the left-hand sidebar menu. Click
on the +Add button to create a resource group. Provide the Resource group name, select
Subscription, select Resource group location, and click on Create:

~

Resource groups
Recent
App Services
Virtual machines (classic)
Virtual machines
SQL databases
Subscriptions

] App Service Environme...
Security Center

Virtual networks (classic)

Resource groups » Resource group

Resource groups #» - @#@ X

t Di..
= Add C) Refresh

Subscriptions: Visual Studio Enterprize with
MSDN — Don't see a subscription? Switch

directories

Columns

Filter items...

NAME

[*] Default-Storage-CentralUs

(&) Imeterazes

Resource group

* Resource group name

eTutorialsWorld

* Subscription

Visual Studio Enterprise with MSDN

* Resource group location

East Asia

Pin to dashboard

Create

Wait until the resource group is created.

== Add

Resource groups

Columns

Filter items...

NAME

[’] Default-Storage-CentralUS
[‘J eTutorialsWorld

(&) Jmetersss3

O Refresh

LOCATION LOCATION 1D
Central US centralus
East Asia eastasia
Central US centralus

RESOURCE GROUF ID STATUS

[subscriptions/b88f4... 0 Succeeded

[subscriptions/b88f4... 0 Succeeded

/subscriptions/b8&f4... 0 Succeeded
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Once the eTutorialsWorld resource group is created, click on it and verify the Overview
section.

As of now, there are no resources in the resource group; hence there are No deployments in
the Overview section—No resources to display:

5] ETutoriaIsWorId

ok Add  EZ Columns [ Delete L) Refresh = Move

L Search (Ctri+/) Essentials ~

Resource groups
~ Subscription name Subscription ID
Recent ) Overview Visual Studio Enterprise with MSDN ' |
Last deployment Location
. | Activity lo No deployment: East Asia
App Services = vied ;
-
. X M Access control (IAM) ‘ Lﬁftsnrems.

Virtual machines (classic)

' Tags
Virtual machines NAME TVPE LOCATION

SETTINGS
SQL databases No resources to display

Quickstart

Subscriptions

Resource costs
% App Service Environme...

o Deployments

Security Center
‘= Properties

Virtual networks (classic)

As there are no resources, there is no cost available in the Resource costs section of the
eTutorialsWorld resource group:

o eTutorialsWorld - Resource costs
R ,

O Search (Ctrl+)) Resource costs
Resource groups

NAME o TYPE 7~ SPEND (INR)
. .
Recent [ Overview
=| There's no usage or billing data to show.
g Activity los
App Services vieg
X . 5 ,-,." Access control (IAM)
Virtual machines (classic)

& Tags
Virtual machines
SETTINGS
SQL databases
Quickstart

Subscriptions

Resource costs
1 App Service Environme...

o= Deployments

Security Center
‘= Properties

Virtual networks (classic)
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We will use this resource group in the coming chapters as a logical container for different
resources such as Azure Web Apps and Azure SQL Database.

App Service plans

An App Service Plan (ASP) is a set of capacities (the instance size and instance count on
which the application is hosted) and features. Capacity is directly linked to cost and hence it
is similar to choosing a pricing tier. There are different capabilities and limits within ASPs.

There are five pricing tiers, namely Free, Shared, Basic, Standard, and Premium. Each ASP
can be used for different purposes and they are different in providing features too. SLAs for
Basic, Standard, and Premium are 99.95 percent. Autoscale, geo-distributed deployment,
VPN hybrid connectivity, deployment slots, and automated backups are available only in
the Standard and Premium tiers. In the Standard tier, five deployment slots are available,
while in the Premium tier, 20 slots are available. Another major difference is the maximum
instances, as they are directly associated with scaling. Hence, it is important to pick the
proper tier or ASP to gain the desired performance. The Basic, Standard, and Premium tiers
allow up to 3, 10, and 50 instances respectively.

The App Service or Azure Web Apps is a main or Production slot. In
Standard and Premium tiers, we can create other deployment slots other
than the main slot where we deploy an application. We can use
deployment slots for different environments before deploying an
application into the Production slot. Slots are not different from a live web
app. They have their own set of content, configurations, and hostnames.
We can swap slots to roll back failures too.

The following are some important points regarding ASPs:

e ASPs can be shared by multiple applications
¢ Deployment slots are usually deployed on the same ASP

e Azure Web Apps configured with an ASP are changed and these changes affect
all applications hosted on the ASP

¢ By default, an ASP comes with a single instance. If we increase the instance
count, then applications hosted on a single instance will be hosted on other
instances too

¢ The number of instances in an ASP is directly associated with the price of the
Azure Web Apps
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Let's consider the Azure calculator and understand how the pricing works. Go to https
://azure.microsoft.com/en-in/pricing/calculator/. Click on +Add items and click on
App Service in the Featured category:

Pricing calculator

Price and configure Azure features for your scenarios

— Add items

App Service
Create web and mobile apps for any platform and any device

Featured

Compute
DocumentDB

Networking Managed NoSQL document database-as-a-service

P a®

HDInsight
Provision cloud Hadoop, Spark, R Server, HBase, and Storm clusters

Storage

Web + Mobile
SQL Database

Databases Managed relational SQL Database-as-a-service

Intelligence + Analytics Storage

Durable, highly available and massively scalable cloud storage
Internet of Things

o
=
@]
[oN
o
(]
—
w

| [ a
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Select REGION, TIER, INSTANCE SIZE; by default, the instance size is 1 and the hours

are 744. Verify the cost estimate:

App Service
REGION: TIER:
East Asia ¥ Standard ¥
INSTANCE SIZE:
“ 1 cores 1.75 GB RAM 50 GB Storage

US$ 0.100/hr

= US$ 74.40/m0

Now change the instance count and verify the cost:

App Service
REGIOM: TIER:
East Asia v Standard v
IMSTAMCE SIZE:
“ 1 cores 1.75 GB RAM 50 GB Storage

US$ 0.100/hr

= US$ 148.80/m0
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As the instance count directly affects pricing, let's see from where we can change the
instance size as we need to be careful while doing it.

Let's create an ASP and verify the instance count. Go to the left-hand side menu bar, find
App Service plans, and click on +Add.

Select the eTutorialsWorld resource group we created; select Operating System,
Location, and Pricing tier. Click on Create:

App Service plans A — New App Service Plan

t Di..

== Columns O Refresh

Subscriptions: Visual Studio Enterprise with
Resource groups MSDN — Don't see a subscription? Switch

* App Service plan

directories eTutorialsWorld-5tandard v
directories
App Services Filter items... * Subscription

Visual Studio Enterprise with MSDN v

SQL databases NAME

* Resource Group @

Subscriptions No App Service plans to display O Createnew @ Use existing

- . . eTutorialsWorld v
1 App Service Environme...

* Operating System

Security Center

Windows v
Traffic Manager profiles * Location

South Central US v
Azure Active Directory &
Billing Pin to dashboard
Help + support Create Automation options

Once the ASP is created, verify its Overview section. Verify the Apps / Slots count. Itis 0/0
as no app or the slot is using the ASP:
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v App Service plans > eTutorialsWorld-Standard /O @ @ © @ i TRl oe .

MITESHSONIS30UTLOOK (DE...

App Service plans # — & X :  eTutorialsWorld-Standard

t Di.. vice plan

22 Columns () Refresh

Subscriptions: Visual Studio Enterprise with O Search (Ciri+/) Essentials ~
LT MSDN — Don't see a subscription? Switch
directories R Resource group Pricing Tier
. B. overview eTutorialsWorld Basic: 1 Small
Filter items... B
Status Apps / Slots
= NAME B Activity log Ready 0/0
Location
o .
i A trol (1AM East Asia
¢ P, <Tuorialsworld-standard M Arcess control (IAM)

Subscription name
& Tags Visual Studio Enterprise with MSDN

i Subscription ID
Diagnose and solve problems | |

® RESOURCE MANAGEMENT Monitoring
. 8 Locks CPU Percentage and Memory Percentage
o 2 Automation script 100%
- GENERAL v a0%
M

60%
N < >

Go to the Scale out (App Service plan) section in APP SERVICE PLAN, and verify the
default number of instances. As we kept the Basic pricing tier, it allows us to scale up to
three instances only:

~  App Service plans > eTutorialsWorld-Standard - Scale out (App Service plan) /O @ @ © @

D elutorialsWorld-Standard - Scale out (App Service plan) A — 0O X
n
H Save MK Discard
/C' Search (Ctri+/)
LT
S
. S File system storage 1, \
; % Networking
0.5
? APP SERVICE PLAN
,léf 2 Scale up (App Service plan) o
Oct 14 Qct15 Oct 16 Oct 17 Oct18 Oct 19 Oct 20
[} 4 Scale out (App Service plan)
| AVERAGE INSTANCES PREDICTED INSTANCES
@ OBSERVE 1 2
. ¢ } Resource explorer * Scale by an instance count that | enter manually v
o V' Alerts Description Manual setup means that the number of instances you choose won't change, even if
there are changes in load.
% o Instances 2
M
v
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If we want to cancel the changes, click on Discard.

This pricing and features information is latest on the day this chapter was
written. For the latest information visit https://azure.microsoft.com/e

n-in/pricing/details/app-service/plans/.

Autoscaling

Scaling resources is a significant part of making an application highly available and having
good performance. There are two types of scaling:

e Vertical Scaling (scale up and scale out): We can increase or decrease the size of
the instance by choosing different pricing tiers. We can do it manually:

App Service plans > eTutorialsWorld-Standard >  Choose your pricing tier /o .@ 5@3 @ @

a X Choose your pricing tier - B X

nvironments are available in the Premium tier. They offer even greater scale 4
te access, and more.

£ Search (Ctri+)) % Recommended | View all

LT

. GENERAL 1 Core 1 Core 2 Core
- | 1.75 GBRAM 1.75 GBRAM 3.5 GBRAM
= " Properties
™ 50GB = 10GB ; :
? Storage Storage : BizTalk Services
Apps ;
Custom domains / SSL . == 250GB
o) SNI Incl & IP SSL Support Custom domains Storage
Il*- = File system storage /' Up to 10 instances J SSL Support /' Up to 20 instances *
: Auto scale SNI S5L Included Subject to availability
"y <> Networking =3 Daily /' Up to 3 instances @ 20slots
Backup Manual scale = Web app staging
@) Sslots . =% 50 times daily
@ APP SERVICE PLAN = Web app staging Backup
Traffic Manager Traffic Manager
Geo availability Geo availability
. 7 Scale up (App Service plan)
2,682.31 1.967.02 26,823.06
o 7 Scale out (App Service plan)
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e Horizontal Scaling (scale in and scale Out): We can increase or decrease the
number of instances that are used to host web applications.

Horizontal scaling is the most commonly used as we can schedule it also. It is
important to understand what will impact on the performance and availability of
an application and accordingly we can decide the scaling part:

Gather the data the load application faces in the existing condition; find
the peak load data and date

Note the existing capacity of Azure Web Apps and database that are
used for the web application

Make sure the architecture of the application supports stateless

Use any load testing tool and find out how many concurrent requests it
can manage before crashing

Increase the database capacity to manage concurrent requests

Schedule autoscaling for Azure App Service instances based on
different conditions

Understand the usability of an application from the number of regions

There are three types of scaling out supported in Azure Web Apps:

e Scale instances manually

e Scale instances by the CPU percentage

e Scale instances by schedule and the performance rule
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Scale instances manually

We can configure a number of instances manually based on the existing patterns and usage
and these will serve the application hosting. We cannot change this dynamically. We need
to change the setting in the ASP:

v App Service plans > eTutorialsWorld-Standard - Scale out (App Service plan) /o @ '?:E? @ @

D eTutorialsWorld-Standard - Scale out (App Service plan) *# — 0O X
)
;3‘ Search (Ctri+/) 1, ¥
w
& GENERAL ~ 08
Properties
-
saL 0.6
Apps
= File system storage 04
&
: ¢ Networking
0.2
[
APP SERVICE PLAN
® :
4 Scale up (App Service plan) Oct 14 Qct 15 Oct 16 Oct 17 Oct 18 Oct 19 Oct 20
. AVERAGE INSTANCES PREDICTED INSTANCES
7 Scale out (App Service plan) 1 1
- OBSERVE * Scale by | an instance count that | enter manually v
- 5 R I
! Resource explorer Description Manual setup means that the number of instances you choose won't change, even if
> there are changes in load.
v Alerts
Instances 1
v

[43]



Microsoft Azure — Cloud Platform and Services

Scale instances by CPU percentage

We can automatically or dynamically scale up or down instances based on the performance
of the CPU we have configured. We can also configure the number of instances too.

~  App Service plans > eTutorialsWorld-Standard - Scale out (App Service plan) /o @ 5?333 @ @

D elutorialsWorld-Standard - Scale out (App Service plan) A — O X
Af d
H Save x Discard
L Search (Ctri+/) 1,
LT}
. GENERAL Lo 08
Properties
-
QL 0.6
Apps
File system storage 04
[4]
N <> Networking
0.2
®
APP SERVICE PLAN
& ’
7 Scale up (App Service plan) Oct 14 QOct 15 Oct 16 Qct 17 Oct 18 Oct 19 Oct 20
’ AVERAGE INSTANCES
4 Scale out (App Service plan) 1
. DBSERVE * Scale by ‘ CPU Percentage v
- ) R [
b Resource explorer Description  Automatically scale up or down based on CPU Percentage. Choose an average value
> you want to target.
V' Herts Instances 1| [ o e 4
b4
Targetrange | 40 DIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII[I 80
hd
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Scale instances by schedule and performance rule

Based on multiple rules, we can increase or decrease the number of instances used in an
ASP. This is the most flexible and widely used scale out option out of the three:

\  AppSemwvice plans > eTutorialsWorld-Standard - Scale out (App Service plan) /o @ @ © @

D eTutorialsWorld-Standard - Scale out (App Service plan) A — O X
Af slan
H save M Discard
/C‘ Search (Ctri+/) 1,
w
& GENERAL 2 08
Properties
-
sau 0.6
Apps
= File system storage 04
&
: ©2 Networking
0.2
[
APP SERVICE PLAN
& ’
7 Scale up (App Service plan) Oct 14 Qct 15 Oct 16 QOct 17 Qct 18 Oct 19 Oct 20
. AVERAGE INSTANCES
7 Scale out (App Service plan) 1
. OBSERVE * Scale by | schedule and performance rules v
- 5 R I
1 Resource explorer Description Create your own set of rules. Create a schedule that adjusts your instance counts based
> on time and performance metrics.
v Alerts Settings
Add Profile
v
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Summary

In this first chapter, you learned the basics of cloud computing, its service models, and
deployment models. We covered PaaS in depth and also provided details of the new trend
of the modern day and that is aPaaS.

We discussed the role and benefits of PaaS and aPaaS in DevOps by explaining the services
that each one provides and what is the difference between both of them. The next step is to
know about tools or services that we are going to use in end-to-end automation for the
application life cycle management. We covered brief details on App Service: Microsoft
Azure Web Apps, Azure SQL Database, Storage Services, Azure Active Directory, App
Insights, and Traffic Manager with its routing methods.

It is also important to understand the basic concepts related to Microsoft Azure Cloud so
we can easily create and manage resources in Microsoft Azure Cloud. The basic concepts
have covered topics such as regions, resource groups, ASPs, and autoscaling.

In the last section, we covered the overall vision of the book. We provided glimpses of the
high-level design that we want to implement in the coming chapters.

In the next chapter, we will cover VSTS and how to check in code into VSTS using Eclipse.
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Studio Team Services (VSTS)

Technology is just a tool. In terms of getting the kids working together and motivating
them, the teacher is the most important.
—Bill Gates

In this chapter, we will introduce Visual Studio Team Services (VSTS) and the sample
application structure that is necessary to understand before automating the process of
building and deploying the application in a desired environment. We will cover the basics
of the agile process framework supported in VSTS. This chapter also explains how to use
VSTS to manage code and integrate VSTS with the Eclipse IDE so the check in process can
be managed directly from IDE.

The following topics are covered:

e Introduction to VSTS
Creating a free account in VSTS

Configuration and user management in VSTS
e Overview of agile in VSTS
e Overview of a sample JEE application

Eclipse integration with TFS online in VSTS



Getting Started with Visual Studio Team Services (VSTS)

Introduction to VSTS

In a nutshell, DevOps is all about cultivating the culture of effective communication and
collaboration between the development and operations teams to make processes efficient.
The DevOps culture involves implementation of source control systems, build tools, CI,
cloud computing (service models such as laaS, PaaS, and SaaS; deployment models such as
the public cloud, private cloud, hybrid cloud, and community cloud), containers,
configuration management, Continuous Delivery (CD), continuous deployment,
continuous feedback, security, governance, and so on.

Microsoft Toolsets provides an easy way to deploy applications having a platform such as
Java, .NET, Android, and iOS. The intent of VSTS and Microsoft Azure Cloud Services is to
provide agility, scalability, faster time to market, and automation for end-to-end application
life cycle management.

» Hosted Agents + Central location to * Create a Release
« Create a Build Definition collaborate for manual Definition
* Create Tasks to create testing and manage the » Create Environment or
WAR file using Build activities properly use default Environment
Tools * Create and perform load + Set Approval Process
« Give Build File Path tests to verify the « Create Tasks to deploy
« Unite Test Files Path performance WAR file
+» Sonar Code URL * Save the Release
for Static Code Analysis Definition
« Select the type of Trigger * Queue the Release
so Tasks can be executed * Observe the Release
« Save the Build Definition Definition execution
« Queue the Build
« Observe the Build
Definition execution

VSTS is a cloud-based service offering from Microsoft that provides the Team Foundation
Server (TFS) like version control system. As we have already discussed the different
components for developing the DevOps culture, source control systems are an important
and integral part of the end-to-end automation process. They are at the core of the DevOps
culture.

VSTS supports Team Foundation Version Control (TFVC) and the Git repository. VSTS
provides hosted agents to execute builds, and in this book, we are going to use the same
approach and not private agents, where we can install the required artifacts and manage
agents on our own in a preferred environment.
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In VSTS, we can manage CI, continuous testing, or unit testing, and static code analysis in
the Build section; performance testing is managed in the Test section; and CD and
continuous deployment are managed in the Release section. We can also provide security
and governance while configuring release operations of deployment based on the approval
system. For example, we can only deploy to the development environment if approval from
Mr. A (configured in the release definitions) is available. In this book, you will learn about
the different functionalities provided by VSTS and how we can configure and utilize them
for end-to-end automation.

Creating a free account on VSTS

To create a free account and your first project on VSTS follow these steps:

1. Gotohttps://www.visualstudio.com/team-services/.

2. Click on the Free Account button on the main page:

[ Agile, Git, C1 | Visual Studi.. > | = - X
€ (0@ nhitpsy/www.visualstudio.com/team-services/ ¢ Q Search e & & =
=. Microsoft Technologies ~ Documentation ~ Resources ~ L signin -

Visual Studio ~ Visual Studio Team Services Features ~ Pricing v

Subscriber Access

[ Visual Studio Team Senvices

Agile. Git. Continuous integration: °
Plan better, er and ship faster.

Get started for free >

Feedback

Make sure to create or have a live Microsoft Outlook ID before going further.

In our case, we have a Microsoft account already, so we will use the same ID to
create a free account with VSTS.
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3. Enter the e-mail ID and click on Continue:

B Signin to your account x|+

€ | (© @ Microsoft Corporation (US) | https://login.microsoftonline.com/common/oauth2/authorize?client_id=499b84ac-1321-427f-a c Q Search B8 ¥ @

g Visual Studio

Type the email address or phone number of the account you
want to sign in with.

© 2016 Microsoft B Microsoft

Terms of use  Privacy & Cookies

4. If the username exists, then it will ask for the password. Enter the password and

click on Sign in:

Enter password

Enter the password for ] @outlookcom

Keep me signed in

Forgot my password

Terms of Use Privacy & Cookies

Microsoft
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5. You will be presented with the Visual Studio Team Services Accounts page. In

our case, we already have two accounts. For this book, we will create another
account:

od Visual Studio | My Benefits

packites  Sign out

Visual Studio Team Services Accounts

~ myetutorials.visualstudio.com (Qwner)

Team Projects Actions

n MyFirstProject Open in Visual Studio
New team project

packttes Edit profile

> firstvstsprojectvisualstudio.com (Member)
I & outlook.com Pro) o
Microsoft account v
@ India

= EEEEGoutlook.com

Visual Studio Dev Essentials

Get everything you need to build and deploy your app
on any platform.
—

6. Click on Create new account and a dialog box will be opened:

We're updating the
terms

As part of our effort to improve your experience
across our consumer services, we're updating the
Microsoft Services Agreement and the Microsoft
Privacy Statement. We want to take this opportunity
to notify you about these updates.

Learn more about this change.

Terms of Use Privacy & Cookies Sign out

Microsoft
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7. Enter the name of the account and select the repository with which we will
manage the code. In our case, we will select Team Foundation Version Control.
This selection is per project and not account specific.

od Visual Studio | My Benefits packttes  Sign out

Host my projects at:

myvststutorials -visualstudio.com

Manage code using:
¢ Git

® & Team Foundation Version Cantrol

\We will host your projects in Central US region.
Change details

To keep our
8y continuing, you agree to
Privacy Statement.

s of Service and the

Once the project is ready, we can add code. We will create a new project.

8. Once the account is created, you can see the available list of accounts on the main
page after logging into VSTS. Open the newly created account. We have
MyFirstProject available:
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My Bene packttes  Sign out

Visual Studio Team Services Accounts

> myetutorials.visualstudio.com (Owner)
> myvststutorials.visualstudio.com (Owner)

> firstustsprojectvisualstudio.com (Member)

packttes Edit profile
Iz outiook.com

Microsoft account ks
D india
= Il @outiock.com

Visual Studio Dev Essentials

Get everything you need to build and deploy your app
on any platform.

Use your benefits

9. Click on the settings icon, and it will bring us to the Projects page. Click on the ...
icon and delete the existing project:

[} myvststutorials ~ Projects  Favorites  Workitems  Pull requests = | @& a o

Overview  Settings  Security Process Users  Build and Release  Agent Pools  Motifications  Extensions  Usage

Account / myvststutorials Projects

Description New team project... 9]
Project name Process Status Description
B wmyFirstproject we Agile online

X Delete

I Rename Delete Project
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10. This will open a dialog box; enter the name of the project and click on Delete
Project:

J myvststutorials ~~ ~  Projects  Favorites  Workitems  Pull requests

Overview Settings Security Process Users  Build and Release  AgentPools  Notifications  Extensians  Usage

Account / myvststutorials Projects

Description
SSPRR New team projd

Delete Project

Project name

BE myrirst

I, Warning: Please read the following carefully before proceeding!

Avre you ABSOLUTELY sure? This action CANNOT be undone. This will
permanzntly delete the team project MyFirstProject. Deletion includes all
work items, source control ftems, teams, builds, and other artifacts within the
team project.

Please type the name of the team project to confirm.

[MyFirstProjec]

Delete Project Cancel

11. Close the dialog box:

Delete Project

Deleting project "MyfFirstProject"

Project "MyFirstProject” successfully deleted.

Close

12. Go to the Projects page of the account and it will ask for creating a project.

Provide Project name, select Work item process, and select Version control for
the team project. Click on Create:
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) myvststutorials

Projects  Favorites  Workitems  Pull requests

Create new project

Project name *

PetClinic

Description

Spring PetClinic application

Version control

Team Foundation Version Control

Work item process

Agile

Projects contain your source code, work items, automated builds and more

Vo

13. Once successful, it will ask you to manage code or add code:

Congratulations!

wondering what's next:

New Design @ A
Doin Done.

+ Newitem 9

Cancelling a submitted order in Responsive design for home
Responsive updates on the order e Fios
history page

Lowell Steel 3 Chistina Kelt 5

A Craig Cambell 5 L] n d

Keyboard shostcuts for key
Investigating failures on cancel e

A tiosh Munger 5

Il tioah Munger 1

Email confirmation after
submission of the form

Pl Craig Cambell 3

Failures on load of shopping cart
page on stale browser

Pl chis

2 Kelly

Staged environment for all new
apps

P craig Cambell

Get organized fast with the kanban board. Managing your work is as simple
as dragging cards across the board.

Manage work

Your new team project PetClinic is now in the cloud. Your project can store everything - your tasks, code, builds, test suites and more. You might be

Pull Request 4: Merge users/raisafinstructors_new to master

Pull request can be sutomatically mesged

Changes merge w

flicts - 2 months ago

n Jarmal Hartnett commented en the file Instructorl ontrolier cs

a £IT000, implesent support for aull courses
7 42 if (courselD != null)
38 43
19 43 ViewBog.CourseID = courseID.Value;
4@ 45 /1 Lazy leading
4| 46 Fviewiogel Enrollnents = viewogel.Courses. uhere(
a2| a7 J5 % => x.CourseId == courselD).Single().Enrollments;
. ' Why didn't you enable the lazy loading?
Jamal Hartnett - 2 months ago Status: Active

1 haven't had a chance to do the perf tuning yet. | want to get this unblocked for the

upcoming release, then we can implement lazy loading.

Raisa Pokrovskaya - 2 months ago

! Ok, make sure we have a task tracking this

Jamal Hartnatt - 2 months ago - reply
43 48 4/ Explicit loading
| g var selectedCourse = viewodel.Courses. Where(x => x.CourseID == courselD).Single()
45 58 db.Entry(selectedCourse) .Collection(x => x.Enrollments).Load();

Regardless of your preference - centralized or decentralized, we give you the
tools to let you manage your code and share it with your team.

Add code
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14. Now click on the settings icon, and check whether the recently created project is
available or not:

< myvststutorials ' Projects  Favorites  Workitems  Pull requests

Overview  Settings  Security Process Users  BuildandRelease  AgentPools Nofifications — Extensions  Usage

Account / myvststutorials Projects
Desctiption New team project.. | 0
Project name Process Status Description
B Petciinic Agile Online Spring PetClinic application

We have successfully created a new project in VSTS. In the next section, let's configure the
team to manage users.

Configuration and user management in
VSTS

For configuration and user management follow these steps:

1. Open the newly created project PetClinic and click on the settings icon. On the
Project profile page, the team information is available. Click on PetClinic Team:

PetClinic v Dashboards Code Work  Build & Release

Overview  Work Security Version Control ~ Agent queues  Notifications  Service Hooks ~ Services  Test  Release

Project profile Teams
New team Q

Team Name T Members 1

X Petclinic Team - 1 The default project team.
Name
PetClinic
Process
Agile
Description
Spring PetClinic application s
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2. By default, the admin account is already available as a team member. Click on
+Add to add a new team member for collaboration:

©J  PetClinic / PetClinic Team ™ Dashboards

Overview  Work  Security  Version Control

<
Team Profile

Members
E o

Display Name
Name packttes
PetCine Team
Description

The default project tesm.

Administrators

+ Ao

Code  Work  Build & Release

Agentqueues  Notifications ~ ServiceHooks  Services  Test  Release

Username Cr Scope

O utioskom

membership direct

3. Use sign-in addresses or group aliases and click on Save changes:

J PetClinic / PetClinic Team ™ Dashboards ~ Code  Work  Build & Release

Overview Work Security Version Control  Agentqueues  Notifications  Service Hooks

<

Services  Test Release

. PatClinic Tear
Team Profile etClinic Team

Members.
E -

Display Name

Name B pacittes

PetClinic Team

Description

The default project team

Administrators

+ Add

U | Add users and groups

To add users or groups to this group, just type their sign-in addresses or group aliases

User or group - <o

Use semicolons fo separate multiple entries

membership direct
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4. Verify the team members of PetClinic Team in the dashboard:

J PetClinic / PetClinic Team*  Dashboards ~ Code  Work  Build & Release

Overview  Work  Security Version Control ~ Agent queues  Notifications  Service Hooks ~ Services Test  Release

<

: PetClinic Te

Team Profile etClinic Team
Members

E + Add. O mempership direct
Display Name Username Or Scope

Name B shegyashree Rai <o

PeiCAle Teay packttes I @ outiookcom

Description

The default project team.

Administrators

+Add

5. Go to Dashboards of the team project and verify the Team Members section as
well:

@) PetClinic/PetClinicTeam ™  Dashboards Code  Work  Build & Release

Overview rd + New

Welcome Wark assigned to packttes (0) Team Members

< to make All done with the work assigned to you? Go to your team backlog to pick up
new work. BR +

Collaborate on code

Add code to your repository

Manage Work

Add work 1o your board

Continuously integrate
Automate your bulcs

I II I Visualize progress
wholin Leam how to add charts

Sprint Burndown New Work Item Open User Stories Visual Studio
Enter title o e isual Studio
Set iteration dates to use the sprint equir Studio 2013+
burndown widget - -
m Get Visual Studio
Set iteration dates Work items See Vi dio ownloads

We have successfully added a team member to the main team of the project. This is how we

can create a project and manage a team. In the next section, we will discuss how agile can be
managed in VSTS.
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Overview of agile in VSTS

Agile principles have changed the game in recent times. Because of the feature-wise
implementation and short sprints, delivery of the application becomes extremely faster. An
end-to-end discussion on agile is out of the scope of this book; however, we will try to give
a brief summary.

There are different phases in SDLC, and traditionally, all those phases are managed or
executed in a sequential manner —the waterfall model. The problem with this model is that
it is in sequence and a one-time activity; each phase takes a lot of time and changes are not
easy. Feedback from the customer take so long that at the end of all the phases, we as
developers are not sure whether we have implemented the same product that was intended
and communicated by the customer or there was a communication gap. The ideal way to
deal with this is to provide frequent delivery to the customer for a few features and receive
frequent feedback to fix things or innovate. The visible benefit is this: "The faster we realize
the failure or potential failure or a bug, the faster we can fix it. Agile is the answer for all the
problematic questions surfaced because of the waterfall approach.

Let's draw some parallels between DevOps and agile. Let's also remember that both are not
the same. Agile complements DevOps as it comes with short release cycles, so it requires
frequent delivery of the application, and hence we need automation to remove the manual
errors in the application life cycle management. Let's come back to drawing a parallel, and
there is some similarity between the definitions of DevOps and agile. Agile is not a
methodology, and similarly, DevOps is not a methodology or a framework or a
combination of tools. Agile is a movement and DevOps is also a movement or a culture and
hence it is bit similar in the way it is defined.

TRADITIONAL
AGILE MODEL
RESPONDING TO PLAN
CHANGE

CONTRACT
NEGOTIATION

COMPREHENSIVE
DOCUMENTATION
PROCESSES AND
TOOLS

CUSTOMER
COLLABORATION

WORKING
SOFTWARE

R m<0

INDIVIDUALS AND
INTERACTIONS

is, while there is value in the items on
ight, we value the items on the left mor
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The Agile Manifesto is a published declaration that includes recommendations to develop
applications in an efficient manner.

According to agilemanifesto.org, the following principles are based on the Agile

Manifesto:

Our highest priorityis to
satisfy the customer
through earlyand
continuous delivery of
valuable software.

Business people and
developers must work
togetherdaily throughout
the project.

Working software is the
primary measure of
Pprogress.

Simplicity--the art of
maximizing the amount of
work not done--is
essential.

Welcome changing
requirements, even late in
development. Agile
processes harness change
for the customer's
competitive advantage.

Build projects around
motivated individuals.
Give them the
environment and support
theyneed, and trust them
to get the job done.

Agile processes promote
sustainable development.
The sponsors, developers,

and users should be able

to maintain a constant

pace indefinitely.

The best architectures,
requirements, and designs
emerge from self-
organizing teams.

Deliver working software
frequently, from a couple
of weeks toa couple of
months, witha preference
tothe shorter timescale.

The most efficient and
effective method of
conveying information to
and within a development
team is face-to-face
conversation.

Continuous attention to
technical excellence and
good design enhances

agility.

Atregularintervals, the
team reflects on how to
become more effective,
then tunes and adjusts its
behavioraccordingly.

Scrum is a methodology or framework for effective application development. VSTS
supports common agile and scrum-based projects. In this section, we will cover the basic
agile process template in our project:

1. Open the PetClinic team project and click on the Work link available on the top
bar.

Remember, we selected the Agile process template while creating this team
project.
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2. Once the user stories are available, the next task is to plan the first sprint and
other sprints too based on them:

Petclinic

Backlogs  Queries

I Features

£ Stories

Current

Iteration

Future

Recycle B

Dashboards

Code

Work  Build & Release

Stories

Backlog  Board

New = Create query Column options =

Type  User Story

Title Add
Order WorklitemType  Title
1 UserStory | Create Azure Web App to deploy PetClinic Application

2 UserStory
3 UserStory
4 UserStory

User Story

Create SQL Database
| Configure Continuous Integration
Configure Continuous Delivery

[ Configure Security in Azure and VSTS

State
New
New
New
New

New

Stery ..

Value Area

Business
Business
Business
Business

Business

Forecast Off  Parents Hide

teration Path
PetClinic
PetClinic
PetClinic
PetClinic

PetClinic

In progress items Show  Mapping o & [

LA

3. To add the user stories into sprint 1 or Iteration 1, just drag the User Story on the
specific iteration. After dragging the user stories, verify the iteration path:

PetClinic

v | Dashbeards

Code

Work  Build & Release

8acklogs  Queries

Current

Iteration 1
Future

Iteratios

Stories

Backlog  Board

New =
Type  UserStory
—
Order Work ter
1 UserStory
2 UserStory
G I User Story

4 UserStory

5 UserStory

Crestequery | Columnoptions | [

| Create Azure Web App to deploy PetClinic Application
Create SQL Database

[ Configure Security in Azure and VSTS
Configure Continuous Integration

[ Configure Continuous Defivery

State
New
New
New
New

New

Story..

Value Area

Business
Business
Business
Business

Business

Forecast Off  Parents Hide

teration Path
PetClinic\lteration 1
PetClinic\lteration 1
PetClinicilteration 1
PetClinic
PetClinic

s Show

In progress it Mapping Off % [
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4. Once the user stories are moved to Iteration 1, click on Iteration 1 and the next
suggestion will be to create multiple tasks for a specific User Story.

5. Click on the plus sign for the specific User Story. Click on Task:

[} PetClinic ¥ Dashboards Code Work Build&Release Test | & o @ ® ¢ -

Backlogs  Queries

PetClinic Te. ratio e - Work details
B Features etClinic Team Iteration 1 i Work detalls
I Stories Backlog Board  Capacity Work details On [
Current New E | Crestequery | Coumnoptions | [ Work
Work By: Activity
Iteration 1 Type  User Story X
Work By: Assigned To
Future Title Add
lteration 2
Work tem Type ~ Title State Story.. Value Area teration Path
He e Create Azure Web App to deploy PetClinic Application ==+ ® New Business PetClinic\lteration 1
1w Create SQL Database New Business PetClinic\teration 1
User Story Configure Security in Azure and VSTS New Business PetClinic\lteration 1

Recycle Bir 5

6. Give a name to the New Task. Select the team member to assign the task to. Add
Description, Activity, and Priority:

PetClinic ' Dashboards  Code Build & Release

Backlogs_..Queries.
_ T X

¥ reastum Create Azure Web App in East Asia

¥ Stories) | [ Unassigned Fo  Addtag H save & Close

C it
ST st New Area PetClinic
fed  pecon  New fteration  PetClinicylteration 1 petsls D Hm b
Future.
jert  Description {1~  Planning ~  Development 1A
Iterall Priarity + Add link
Create Azure Web App in East Asia with Java & and Tomcat 8. Use optimized resources. 2z Development hasn't started on this item.
Activity
Deployment Y Related Work RS
Deployment
Add link ~
Deson + Add link
el Parent
weiopment
o 1 B 2 Creste Azure Web App to deploy PetClinic...
Documentation Updated an hour ago, @ New

Reguirements
Testing

Completed

)
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7. Assign the remaining user stories to other iterations and verify the iteration path
of each story:

Backlogs  Queries

I Features

¥ Stories

Current

Itera

Future

Iteration 3

Bacdog  Board
MNew =]

Type  User Story

Title

Order Work item T

1 UserStory
2 User Story
3 UserStory
4 UserStory
+ 5 UserStory

Create query Column options =
X
Ada

ype Title State
» | Create Azure Web App to deploy PetClinic Application New
| Create SQL Datebase New
Configure Security in Azure and VSTS New
| Configure Continuous Integration New
] Configure Continuous Delivery =+ @ New

Value Area

Business
Business
Business
Business

Business

teration Path
PetClinic\iteration 1
PetClinichteration 1
PetClinic\lteration 1
PetClinic\lteration 2

PetClinic\lteration 3

Farents Hide

ems Show  Mapping Off &% [

In progre

P ¢

Tags

8. Go to Iteration 1 and create tasks for each User Story:

PetClinic

Backlogs  Queries

" Staries

Current

Iteration 1

Future

Itera

PetClinic Team Iteration 1

Backlog Board  Capacity

New El

Type  User Story

tle
Work item Type
User Story
Task

+  UserStory
Task
Task

User Story

Crestequery | Columnoptions | [

Create Azure Web App to deploy PetClinic Application
Create Azure Web App in East Asia

w || Crest= SQL Database

Create SQL Database

Create Firewall Rules

[ Configure Security in Azure and VSTS

State Stary ..

New
New

New

Value Area

Business

Business

Business

Work detai's on £F [

teration Path
PetClinic\lteration 1
PetClinic\lteration 1
PetClinichlteration 1
PetClinichteration 1
PetClinic\lteration 1

PetClinic\lteration 1

Work .
Team

@sn

Work By: Activity ™
Unassigned

(sn

Deployment
(n

Work By: Assigned To ®

[ s
(1.5h)
> e
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9. Based on the activities performed on the tasks, the team members will update the
time taken to finish the task, and they can change the state of the task too. We can
verify the existing status of tasks from the board.

New, Active, Resolved, and Closed are the four main stages as per the following
board. We can also drag and drop based on the status of the task:

Backlog Board  Capacity Group by Stories  Person Al ¥ [
New 0.5h Active 1h Resolved Closed
Cre Create Azure Web App in East
dep Asia
New .
+
se Create Firewall Rules Create SQL Database
o 15h E Unassigned 0.5 u packttes 1
New
N [+]
+

10. Go to the Dashboards page of the team project and here we can see the Work
assigned to section, which gives details on what task is assigned, to whom it is
assigned, and what is the state of that task:
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PetClinic “  Dashboards Code Work  Build BRelease  Test |

Overview

Team Members

me

Work assigned to packttes (1)

s

D State Tite

Welcome

8 ® actve Create SQL Database

Collaborate on code
‘Add code to your repository

O

Q

Continuously integrate
Automate your buids

Visualize progress
Leam how to add charts

Visual Studio

m Get Visual Studio
See tudio downloads

Open User Stories

Sprint Burndown New Work [tem

isual Studio

Open
Rea Visual Studio 2013+

Set iteration dates to use the sprint o
burndown widget - ”

Work items

Set iteration dates

& |+ New

11. Click on Iteration 1 at the bottom left and we will get the burndown chart for the
activities we performed in this iteration or sprint:

PetClinic '  Dashboards Code Work  Build & Release

Backlogs  Queries

¥ Features

Burndown for: Iteration 1

lroun by Stores person Al 4 [

packites

4/25/2017 4262017 a2zt

Bag
d
Current 16—
— ideal Trend |
Iteration 1 Rerisiing Work te Azure eb App in Est
Am TN I
Future

In this book we will focus on the basics of agile and scrum. For more
details, refer to following VSTS references/links:

® http://agilemethodology.org/
® https://www.agilealliance.org/agilel01/
® https://www.scrumalliance.org/why-scrum

® http://etutorialsworld.com/agile-scrum/
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Getting Started with Visual Studio Team Services (VSTS)

In the next section, we will introduce the sample Spring-based application available on
GitHub that we will use throughout the book to demonstrate the capabilities and features of
VSTS.

Overview of a sample JEE application

For this book, we will use a sample Spring-based application available at https://github.
com/spring-projects/spring-petclinic. You can also download this application from h
ttps://github.com/mitesh51/spring-petclinic.

<« C | @ GitHub, Inc. [US] | https;//github.com/spring-projects/spring-petclinic Q9T
O This repository Pull requests  Issues  Gist A +- .‘:} M
spring-projects / spring-petclinic © Watch~ 205 rstar 1041 YFork 1922
<> Cade Issues 10 Pull requests 0 Projects 0 Pulse Graphs

A sample Spring-based application

534 commits 2 branches 0 releases 30 contributors

Branch: master ~ New pull request Create new file Upload files Find file
I dsyer Add ignores Latest commit cb3156e 16 hours ago
mvn/wrapper added missing .mvn folder needed for maven wrapper

src plugin
B .editorconfig rConfig in order to impact other files than Java and .. a year ago
B .gitignore Add ignores 16 hours ago

B .springBeans using latest versions of hibernate, spring-data, joda 2 years ago

Just download the PetClinic application and then we will use it in our next section where
we will integrate Eclipse with TFS online.

Eclipse integration with TFS online in VSTS

In this section, we will integrate Eclipse with TFS online so we can check in any changes we
do in the code to VSTS / TES online.
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Getting Started with Visual Studio Team Services (VSTS)

First, we will download EClipse from http://www.eclipse.org/downloads/packages/ecl

ipse-ide-java-ee-developers/marsr:

= eclipse

GETTING STARTED MEMBERS PROJECTS MORE -

& Createaccount  #A Login

= a |
| |

HOME /. IDE
3

Desktop IDEs

Eclipse is famous for our Java Integrated Development Environment (IDE), but our C/C++
IDE and PHP IDE are pretty cool too. You can easily combine language support and other
features into any of our default packages, and the Eclipse Marketplace allows for virtually
unlimited customization and extension.

‘:qk\’]'?:java IDE uﬁ]ava EE @. C/C++ % PHP

Click on Java EE and from Eclipse IDE for Java EE developers, download the appropriate

version of Eclipse:

= eclipse

GETTING STARTED MEMBERS PROJECTS MORE ~

S / ECLIPSE IDE FOR JAVA EE DEVELOPERS

HOME /

A .
@ Eclipse IDE for Java EE Developers
Oxygen Packages -
Neon Packages
Mars Packages
Luna Packages
Kepler Packages
Juno Packages
Indigo Packages
Helios Packages
Galileo Packages
Ganymede Packages
All Releases

Package Description

Tools for Java developers creating Java EE and Web applications, including a Java IDE, tools
for Java EE, JPA, JSF, Mylyn, EGit and others.

This package includes

® Data Tools Platform

® Eclipse Git Team Provider

® Eclipse Java Development Tools

® Eclipse Java EE Developer Tools

® JavaScript Development Tools

* Maven Integration for Eclipse

* Mylyn Task List

® Eclipse Plug-in Development Environment

® Remote System Explorer

s Code Recommenders Tools for Java Deue_lopers

Download Links

Windows 32-bit
Windows 64-bit

Mac OS X (Cocoa) 64-bit
Linux 32-bit

Linux 64-bit

Downloaded 336,374 Times

» Checksums...

Bugzilla

» Open Bugs: 59
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Getting Started with Visual Studio Team Services (VSTS)

Extract the files from the compressed Eclipse installation file. Now, click on eclipse.exe:

(e = | eclipse - O ®
Home Share View 0
| Chreseupme | oteiooe cons Bt (] o O mmarccioes
izl Medium icons [ Small icons - File name extensions
MNavigation i b s . _ Sort Hid
il [Hpetails pane  gg |5 122 Details 7| e Hidden items
Panes Layout Current view Show/hide
&« v A <« MNewVolume (D:) » ##MicrosofthzureBook » Installables » eclipse v | O Search eclipse o
A
3 Quick access
Downloads
¥ ( = - L] .
[ Desktop e -
L
|| Documents
configuration dropins features p2 plugins readme
&=/ Pictures
Chapter2
Jenkins-TC5-Ref .
Lego [ W,
”
TCs i . . e
.eclipseproduct artifactsxml eclipse.exe eclipse.ini eclipsec.exe
¢@ OneDrive
[ Thic PC v
11 items == | =

Our task is to install the TFS plugin, so we can connect TFS from Eclipse, check in code, or
make any changes to the code, and save it to the TFS repository.

Click on the Help menu and select Install New Software...:

ﬂ Java - Eclipse
File Edit Source Refactor Mavigate Search Project Run Window Help

S | @ =] W sv Q@ & Welome
[# Package Explorer 2 k= | @ ~ — 0O (#) Help Contents
v [ NewPetClinic “ Search

£ src Dynamic Help

e

B JRE System Library [05Gi/Minimum-1.2]

2 bowerjson Key Assist... Ctrl+Shift+L
E mvnw Tips and Tricks...

E mvnw.cmd &’ Report Bug or Enhancement...

[w] pom.xmi Cheat Sheets...

readme.md

|Z| sonar-project.properties Perform Setup Tasks...
(= Servers
Check for Updates
Install Mew Software... h

Installation Details
Eclipse Marketplace...

e &

About Eclipse

[68]



Getting Started with Visual Studio Team Services (VSTS)

Click on the Add... button to add a site:

@ Install

Awvailable Software

Select a site or enter the location of a site,

O X

w
) -

Work with:n [type or select a sitel

~ Add...

type filter text

Name
[1(D Thereis no site selected.

Select All Deselect All

Details

Show only the latest versions of available software

Group items by category

[] Show enly software applicable to target environment

Contact all update sites during install to find required software

Find more software by working with the "Available Software Sites” preferences.

Version

[JHide iterns that are already installed

What is already installed?

< Back Mext = Finish Cancel
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Getting Started with Visual Studio Team Services (VS

TS)

It will open an Add Repository dialog box.

In Location, enter http://dl.microsoft

Provide the Name and the site of the repository.
.com/eclipse. Click on OK:

&

Awvailable Software

Select a site or enter the location of a site,

[ |
D =

Work with: | type or select a site

vl Add..

Find more software by working with the "Available Software Sites” preferences.

type filter text
Name Version
[1(@D Thereis no site selec] @ Add Repository x
Name: | Teamn Explorer E\rer}wherel | Local..
Lecation: | http://dl.micresoft.com/eclipse/ | Archive...
. @ Cancel | |
Select All Deselect Al
Details
Show enly the |atest versions of available software []Hide items that are already installed
Group items by category What is already installed?
[]Show enly software applicable to target environment
Contact all update sites during install to find required software
p 9 q
(?3' < Back Mext = Finish Cancel
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Getting Started with Visual Studio Team Services (VSTS)

In the Available Software list, select Azure Toolkit for Java and Team Explorer
Everywhere:

& Install O

Available Software
Check the items that you wish to install,

Work with: | Team Explorer Everywhere - http://dl.microsoft.com/eclipse/ v| Ad

EQ '»IJI“ x®

Find more software by working with the "Available Software Sites” preferences.
type filter text
MName Version

000 Azure Teolkit for Java
(000 Team Explorer Everywhere

Select All Deselect All 12 items selected
Details
Show only the latest versicns of available software [JHide iterns that are already installed
Group items by category What is already installed?

[JShow enly software applicable to target environment
Contact all update sites during install to find required software

2 < Back Mext = Finish Cancel
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Getting Started with Visual Studio Team Services (VSTS)

Expand both the list items to verify the list of items that will be installed. Click on Next:

E Install

Available Software
Check the items that you wish to install,

O

X

w
D) =

@ Azure Explorer for Eclipse
[t Azure HDInsight plugin for Java
@ Azure Plugin for Eclipse with Java
[t Azure Web Apps Plugin for Java
[ Microsoft IDBC Driver 6.0 for SOL Server
[t Package for Apache Qpid Client Libraries for JMS
@ Package for Microsoft Azure Libraries for Java
~ (000 Team Explorer Everywhere
@ Team Explorer Everywhere
[t Team Explorer Everywhere Language Pack

Select All Deselect All 12 itemns selected

Details

Show only the latest versions of available software

Group items by category

[[]Show only software applicable to target environment

Contact all update sites during install to find required software

1.0.0.201610191858
1.0.0.201610191858
2.9.5.201610191858
1.0.0.201610191858
6.0.7507.100
0.19.0.201610191858
0.9.2.201610191858

14.0.3.201603291051
14.0.3.201603291051

[] Hide iterns that are already installed

What is already installed?

< Back Mext »

Finish

v|| add..

Cancel

Work with: | Team Explorer Everywhere - http://dl.microsoft.com/eclipse/
Find more software by working with the "Available Software Sites” preferences,
type filter text
Name Version
@ Azure Access Control Services Filter 0.2.0.201610191858
[ 4 Azure Common Plugin 2.9.5.201610191858
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Getting Started with Visual Studio Team Services (VSTS)

Verify Install Details. Click on Next:

E.] Install

Install Details

Review the items to be installed.

Name
Lk Application Insights Plugin for Java
% Azure Access Control Services Filter
% Azure Common Plugin
g+ Azure Explorer for Eclipse
% Azure HDInsight plugin for Java
% Azure Plugin for Eclipse with Java
% Azure Web Apps Plugin for Java
% Microsoft JDBC Driver 6.0 for SOL Server
- Package for Apache Qpid Client Libraries for JIMS
L+ Package for Microsoft Azure Libraries for Java
L Team Explorer Everywhere
L% Team Explorer Everywhere Language Pack

Size: Unknown

Details

Version
1.0.3.201610191858
0.2.0.201610191858
2.9.5.201610191858
1.0.0.201610191858
1.0.0.201610191858
2.9.5.201610191858
1.0.0.201610191858
6.0.7307.100
0.19.0.201610191858
0.9.2.201610191858
14.0.3.201603291051
14,0.3.201603291051

< Back

Id

com.microsoft.applicationinsights...
com.microsoftopentechnologies.a..
coem.micresoftopentechnologies..,
com.microsoft.azureexplorer.featu...
coem.micresoft.hdinsights.featuref..
com.persistent.winazure.eclipsepl...
com.microsoft.webapp featurefea...
com.microsoft.sqljdbed. feature.fe...
com.microsoftopentechnologies.q...
com.microsoftopentechnologies...
com.microsoft.tfs.client.eclipse.fe...
com.microsoft.tfs.client.eclipse.nl..

Finish Cancel
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Getting Started with Visual Studio Team Services (VSTS)

In the Review Licenses, select I accept the terms of the license agreements. Click on
Finish:

& Install O *
Review Licenses
Licenses must be reviewed and accepted before the software can be installed, 3._—J
Licenses: License text:
» Eclipse Foundation Software User Agreement Eclipse Foundation Software User Agreement ~
MICROSOFT SOFTWARE LICENSE TERMS April 8, 2014

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT SOFTWARE LICENSE TERMS THE ECLIPSE FOUNDATION MAKES AVAILABLE SOFTWARE,
DOCUMENTATION, INFORMATION AND/OR

OTHER MATERIALS FOR OPEN SOURCE PROJECTS
(COLLECTIVELY "CONTENT"),

USE OF THE CONTENT IS GOVERMED BY THE TERMS AND
CONDITIONS OF THIS

AGREEMENT AND/OR THE TERMS AND CONDITIONS OF
LICENSE AGREEMENTS OR

MOTICES INDICATED OR REFERENCED BELOW. BY USING THE
COMNTENT, YOU

AGREE THAT YOUR USE OF THE CONTENT IS GOVERNED BY
THIS AGREEMENT

AND/OR THE TERMS AND CONDITIONS OF ANY APPLICABLE
LICENSE AGREEMENTS

OR NOTICES INDICATED OR REFEREMCED BELOW, IF YOU DO

Usage Of Content

(®) | accept the terms of the license agreements

(O do not accept the terms of the license agreements

(?;' < Back Mext » Cancel
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Getting Started with Visual Studio Team Services (VSTS)

Now, all the packages required to install plugins in Eclipse will be installed and it will take
some time. We can run this activity in the background also.

& Installing Software O x

Installing Software

P o
Fetching com.microsoft.sgljdbed_6.0.7507.100..../plugins/ (273.59kB of 833.3kB at 54.32kB/s)

[] Always run in background

Installing Software Q)
sy | ]
Installing Software: Fetching com.micro...ns/ (313.39kB of 844.76kB at 57.6kB/s)
v

Run in Background Cancel

Once the installation is successful, it will ask if you want to restart Eclipse. Click on Yes:

E.} Software Updates *

You will need to restart Eclipse for the changes to take effect. Would you like to
restart now?
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Getting Started with Visual Studio Team Services (VSTS)

After the restart, it will ask if you want to accept the License Agreement. Click on Finish:

@ Connect to Team Foundation Server O *

License Agreement
End-User License Agreement

Be sure to carefully read and understand all the rights and restrictions described in the license terms. You must accept the
license terms before you can use the software,

MICRCSOFT SOFIWARE LICENSE TEEMS ~
MICRCSOFT TEAM EXPLCRER EVERYWHERE
These license terms are an agreement between Microsoft Corporation (or based
on where you live, one of its affiliates) and you. Please read them. They
apply to the software named above, which includes the media on which you
received it, if any. The terms also apply to any Microsoft
- updates, W
£ >

| have read and accept the terms in the License Agreement

For the dialog box for Azure Toolkit, select Yes or No based on your preference:

®
Do you want to help improve future versions of Azure Toolkit for Eclipse?

If yes, information about your system and how you use this software will be automatically sent to Microsoft without interrupting your work,
This infermation is never used to identify or contact you. Click here to learn more,

(You can change this setting later in Window > Preferences > Azure).

Let's verify what items have been installed in Eclipse. Go to the Help menu and select
Installation Details to verify this:
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Getting Started with Visual Studio Team Services (VSTS)

ﬂ Java - Eclipse
File Edit Mavigate Search Project Run  Window Help

i ) =] g 8 Welcome
(Z) Help Contents
[% Package Explorer &2 B S | o T = & Search
L‘j MNewPetClinic Dynamic Help
& servers Key Assist... Ctrl+ Shift+L
Tips and Tricks...
{£ Repert Bug or Enhancement...

Team Explorer Support...
Cheat Sheets...

Perform Setup Tasks...

Check for Updates

Install Mew Software...

Installation Details

Eclipse Marketplace... b

B OF %S &

About Eclipse

A list of items and their versions will be displayed in a dialog box:

]

Installed Software  |nstallation History Features Plug-ins Configuration

|t}'pefi\ter text

Name Version Id
Qﬁ Application Insights Plugin for Java 1.0.3.2016101918538  com.micresoft.applicationinsi
(§ Azure Access Control Services Filter 0.2.0.201610191858  com.microsoftopentechnologi
Qﬁ Azure Common Plugin 2.9.3.201610191838  com.micresoftopentechnologi
(§# Azure Explorer for Eclipse 1.0.0.201610191858  com.microsoft.azureexplorer.fy
Qﬁ Azure HDInsight plugin for Java 1.0.0.207610197858  com.microsoft.hdinsights.feat|
(§# Azure Plugin for Eclipse with Java 2.85201610191858  com.persistent.winazure.eclips|
Qﬁ Azure Web Apps Plugin for Java 1.0.0.201610191858  com.micresoft.webapp.feature
(§* Eclipse IDE for Java EE Developers 4.5.0.20150621-1200  epp.package.jes
Qﬁ Microsoft JDBC Driver 6.0 for SOL Server 6.0.7507.100 com.microsoft.sqljdbcd featur
[+ Package for Apache Qpid Client Libraries for IMS 0.19.0.201610191858  com.microsoftopentechnologi
Qﬁ Package for Microsoft Azure Libraries for Java 0.9.2.201610191858  com.micresoftopentechnologi
G Team Explorer Everywhere 14.0.3.201603291051  com.microsoft.tfs.client.eclips|
Qﬁ Team Explorer Everywhere Language Pack 14.0.3.201603291051  com.microsoftifs.client.eclips

< >

@' Update... Uninstall... Properties

Close the dialog box, and we are now ready to go ahead with the connectivity to TFS from
Eclipse.
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First, we need to open Perspective. Click on the Window menu and select Open
Perspective from Perspective:

@ Java - Eclipse
File Edit Mavigate Search Project Run  Window Help

N-Eealb 2 New Window GRGE B0 Q- HO-®S S~
Editor »
- Hide Toolb
[# Package Explorer 2 == | o 1ae footbar }»
(5 NewPetClinic Show View >
= Servers Perspective > Open Perspective > 45 Debug
=) -
Navigation » Customize Perspective... & Java Browsing
Frienes Save Perspective As... Other... |>

Reset Perspective...
Close Perspective

Close All Perspectives

Select Team Foundation Server Exploring and click on OK:

&} Open Perspective O X
G;h Database Debug ~
|3 Database Development
%.,“»Debug
|zt Git

%’Java

[@?Java Browsing

72 Java EE (default)
EJJava Type Hierarchy
%Ja\raScript

& JPA

') Planning

J=Plug-in Develepment
E Rernote Systern Explorer
|7 Resource

] Team Foundation Server Explering

éDTeam Synchronizing
& Weh v
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Import the PetClinic project into Eclipse. Once the project is imported, we can see a
screen similar to the following one. As of now, TFS connectivity is not done. Click on
Connect to Team Services or a Team Foundation Server:

5 Team Explorer 2 | BH Azure Explorer [‘ﬁj| @Y | g| o v = O

Home v  Offline

Connect to Team Services or a Team Foundation Server
ar
Sign up for Visual Studio Teamn Services

Hosted source control, bug tracking, build automation and more.

| G—) TFVC Pending Changes v

Writable Srnart Insert 1=

Click on Add..., in the Team Foundation Server list. Enter the URL of TFS. We created a
VSTS account earlier in this chapter. Click on OK:

It will try to fetch the project information by connecting to the TFS URL. It will prompt for
the Visual Studio login. Enter the username:

1 E Sign in to etutorialsworld.visualstudio.com *

I.ﬁ.l Connecting to https://etutorialswerld.visualstudio.com w VISU a I StUd [o

[ Work or schoal, or persenal Microsoft account

i_l@outlook‘com x

Password

Can't access your account?

Cancel

=. Microsoft

Terms of use  Privacy & Cookies

https://login live.com/eauth20_authorizesrfiresponse_type=code8iclient_id=51483342
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The username will be verified and the password will be requested. Enter the password and
click on Sign in:

E Sign in to etuterialsworld.visualstudio.com X

Enter password
Enter the password ol —) @outlook.com

Forgot my password

Terms of Use Privacy & Cookies

Microsoft

Done

Once the connection is successful, TES is added to the list of servers. Click on Next:

i@ Add Existing Team Project m] b4

Server Selection
Select the type of server to connect to

() Browse Visual Studio Team Services

Cloud-based collaboration services for version contrel, agile planning, continuous
delivery, and application analytics - for Intelli) IDEA, Eclipse, Visual Studio, Xcode or
any other IDE or code editor.

Create an account..,

Learn more...

(® Connect to a Team Foundation Server or Team Services account

hittps://myvststutonials.visualstudio.com/| | | Servers...

® < Back Mext = Finish - Cancel
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Add the existing team project available from TFS, and click on Finish:

i8] Add Existing Team Project O x

Team Project Selection
Select a team project from the list

Type to filter the list

Project Collection

PetClinic https://mywvststuterials.visualstudio.com/

B https//myvststutorials.visualstudio.com/
B packttes@outlook.com

To change servers use the Back button.

® - < Back Mext > - Cancel
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Let's check whether the team project has any code or not. It is still not showing the code:

Petdlinic | Dashboards

Code

Work

Build & Release

& g/petClinic v Files

£ §/PetClinic

BuildProcessTemplates

Changesets  Shelvesets
¢
$/PetClinic

Contents  History

Name Last change Comments

BuildProcessTemplates - 12 hours ago

Go to Eclipse and verify the Team Explorer window. It is now connected:

a3 Team Explorer 53 | Bl Azure Explorer

hl@y|E|le~-=0

Home ~  PetClinic

Search Work ltems v
| @ TRVC Pending Changes v
| TRVC Source Control Explorer v
| E’l Work ltems v

| LYy Builds v

|

Settings v
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Select the Eclipse project that we want to check in and right click on Project, select Team,
and click on Share Project...:

@ Team Foundation Server Exploring - Eclipse
File Edit Source PRefactar Mavinate  Search  Proiect Run Windowe  Heln
N -
=l B N 5 % 0-Q-
Go Into
Open in New Window
[# Package Explorer e = &8
o Open Type Hierarch F4
(= NewPetClinic — Z _
v = Servers Show In Alt+Shift+W »
= Tomcatv 2 Copy CtrlsC
5= Copy Qualified Name
5 Paste Ctrl+V
3 Delete Delete
Remove from Context Ctrl+ Alt+Shift+Down
Build Path >
Source Alt+Shift+5 »
(5% Team Explorer 5 Refactor Alt+5hift+T »
o ey ...
TFVC Pendin = ™P°
g Export..
Search Work ltems
Build Project
Check In " Refresh F5
~ Comment Close Project
Close Unrelated Projects
+ Included Change Assign Working Sets...
Exclude All | Filts Run As >
There are no per Debug As »
= Excluded Change Profile As >
Include All | Filte Validate
There are no pen Restore from Local History...
~ Related Work It Team » Apply Patch...
Queries v | Add .
A i ) Compare With > S Frzss [\é
work fems 1 Configure ¥
MewPetClinic Properties Alt+Enter
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Select the repository type. Click on Next:

E Share Project O X

Share Project Sy

Select the repository plug-in that will be used to share the selected project. 4=>

Select a repository type:

& Git

i3] Team Foundation Server

@ < Back MNext > Finish Cancel

Select a team project from TFS:

18] Share Project to Team Foundation Server O X

Team Project Selection
Select a team project from the list

Type to filter the list

Project Collection

PetClinic https://myvststutorials.visualstudio.com/

B https://myvststutorials.visuslstudio.com/
B packttes@outlook.com

To change servers use the Back button,

@ [ <Back Next > Ein Cancel
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Select a server location to share to:

E Share Project to Team Foundation Server O

Share Location

Select a Server Location to Share To

Select the folder for your shared projects.

Server path:

v 0fi] myvststutorials.visualstudio.com'\myvststutorials
v i_?@ PetClinic
» [ BuildProcessTemplates

Project folder path: | 5/PetClinic/spring-petclinic

?\ < Back Mext = Finish Cancel
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Review the share configuration, and click on Finish:

I#] share Project to Team Foundation Server O x

Confirmation

Review your share configuration and continue.

The project spring-petclinic will be added to Team Foundation Server when you click finish, You

will need to check in this pending change for this project to be uploaded to the Team
Foundation Server.

Project: spring-petclinic

Ecal Patke ChUsers\bhagyashree\Desktop\spring- petclinic-master (3) - Copy\spring-
" petclinic-master

Server Path:  5/PetClinic/spring-petclinic
Workspace: DESKTOP-ICRADFS

I::_?) Mext » Finish Cancel
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Go to Team Explorer. Verify the included changes and enter the comment for Check In:

i Team Explorer &3

TFVC Pending Changes ™  PetClinic

Search Work ltems

Check In| Shelve = Actions =

~ Comment
First Commiﬂ
+ Included Changes (141)
Exclude All | Filter =
w [= C\Users\bhagyashree\Desktop\spring-petclinic-master (3) - Copy
v [= spring-petclinic-master [add]
«classpath [add]
editerconfig [add]
\=| .gitignore [add]
v [= .mvn [add]

w (= wrapper [add]
| £| maven-wrapper.jar [add]

|| maven-wrapper.properties [add]
project [add]
settings [add]
= org.eclipse.coreresources.prefs [add]
org.eclipsejdt.core.prefs [add]

= org.eclipse.m2e.core.prefs [add]
=| .springBeans [add]
travisyml [add]
docker-composeyml [add]
= mvnw [add]
mvnw.cmd [add]
%] pom.xml [add]
[w| readme.md [add]
|=| sonar-project.properties [add]
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Click on Check In. Confirm the check in and click on Yes:

ﬂ Caonfirm Check In

This will check in the 366 selected pending changes, are you sure?

[ Always check in without prompt

Check the Progress Information while the code is checked-in:

| Progress Information

Checking in pending changes

Uploading 5/PetClinic/NewPetClinic/src/main...pp/vendors/bootstrap/less/scaffolding.less

Cancel
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Once the check-in process is successful, look for the small yellow icons for each file and
folder in Package Explorer:

&
File Edit Mavigate Search Project Run  Design  Window Help
ﬁ 2 | |o2g E &] E o =] (\:) *® O

& | [ Package Explorer &2 = G.:4>| ¢ ~ = 0

Com B mainjava.org.springframework.samples.petclinic.util ~
== % main java.org.springframework.samples.petclinic.web
B main.resources
B main.resources.cache
B3 mainresources.dandelion.datatables
% main.resources.db.hsqldb
B main.resources.db.mysql
E% main.resources.messages
B3 main.resources.spring
H% main.webapp
B mainawebapp.resources.css
HE mainawebapp.resourcesfonts
B3 mainawebapp.resources.images
HY mainawebapp.resources.less
B main.webapp.vendors
Hf mainawebapp.vendors.bootstrap.dist.fonts
B3 main.webapp.vendors.bootstrap.dist.js
H% main.webapp.vendors.bootstrap.less
H% main.webapp.vendors.bootstrap.less.mixins
B mainawebapp.vendors,jquery
B testjava.org.springframewerk.samples.petclinic.model
3 testjava.org.springframework.samples.petclinic.service
B testjava.org.springframework.samples.petclinic.web
B testjmeter
=i, JRE System Library [0
|_—'E, bower.json [11]
= mvnw [11]
EE] rmvnw.cmd [11]
Eﬂ pom.xml [11]
E-E, readme.md [11]
|5 sonar-project.properties [11] ]

i¥Minimum-1.2]
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Go to VSTS accounts and refresh the page. Now we can see that the source code is available
in the VSTS account under Code:

PetClinic “  Dashboards Code Work Build&Release Test | @

& §/PetClinic ™  Files  Changesets  Shelvesets

£ $/PetClinic .| Sypetclinic

BuildProcessTemplates Cos TR
spring-petclinic
i Name Last change Comments

S BuildProcessTemplates e 4222017

settings spring-petclinic 4 minutes age
main
test

[ .classpath

[ .editorconfig

0 .gitignore

D) .project

0 springBeans

DO travisyml

[ docker-composeyml

D mvmw

B mynw.emd

“> pomuxml

W readme.md

[ sonar-projectproperties

Until now, we successfully created a team project in VSTS, configured Eclipse with TFS
connectivity, and checked-in the code into Team Services.

Summary

In this chapter, we covered an overview of VSTS, created a free account in VSTS, performed
user management in VSTS, did an overview of the agile process template in VSTS and an
overview of a sample JEE application, and performed Eclipse integration with TFS online in
VSTS.

As we have set up the base, we will go ahead with CI and CD. In the next chapter, we will
setup CI by using VSTS.
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As we look ahead into the next century, leaders will be those who empower others.

--Bill Gates

In the previous chapter, we covered details on Visual Studio Team Services (VSTS). In this
chapter, we will see how to utilize VSTS for continuous integration. We will use a sample
Spring application available on GitHub and try to integrate it with VSTS.

We already saw in chapter 2, Getting Started with Visual Studio Team Services (VSTS), how to

use TFVC; in this chapter, we will also see how to create a project where code is managed in
Git.

This chapter shows how to configure application code for automated compilation, unit test
case execution, and notify important stakeholders on the status of the build execution in
case of failures and success. In this chapter, we are going to cover the following topics:

e Overview of continuous integration
Creating a build definition for VSTS Project
Configuration of continuous build integration in VSTS

Unit test execution for automated testing
e Continuous feedback on build execution
e Git project in VSTS

After this chapter, we will be ready for deployment of the package file (the WAR file, in the
case of the sample application) once build execution is successful.
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Overview of continuous integration

Let's understand what continuous integration means in simple English.

Continuous Integration (CI) is a fundamental or base DevOps practice to commit code to a
shared repository such as Git or SVN based on the bug fixes or feature completion. This
change is verified against automated build using tools such as Ant or Maven, static code
analysis tools such as SonarQube, and unit test execution with tools such as JUnit for Java.

Understanding of the CI differs based on what you have in practice while implementing it,
but the core remains the same. Essentially, it is an application development practice. Team
members share the code in the shared code repository and that results in integration. In the
DevOps culture, we focus on collaboration and communication a lot. At first glance, it
seems in place, but in practice, it is very difficult to get that culture into the mindset of
developers, testers, and the operations team.

The obvious question here is, why are we including testing and operation teams while
talking about the code repository?

In recent times, the practice is to store almost everything into a shared repository. All the
testing related files need to be stored in the repository as well. It not only allows sharing of
testing resources but also tracking of those resources which are extremely essential in the
application life cycle management.

The next question is, it is understandable for code, but how about infrastructure? The
moment we discuss infrastructure, we also need to consider about configuration
management or the runtime environment management as well. Infrastructure as Code
(IAC) can be achieved with one of the most disruptive innovations in recent times and that
is cloud computing. Infrastructure can be set up using commands, API, and configuration
management tools plugins (script or commands), and then it can be stored in a repository
for sharing and tracking.

Configuration management tools, in case of IaaS, have cookbooks, runbooks, or other
scripts that can be used to install a runtime environment on virtual machines available in
the cloud environment. All such scripts are managed by configuration management tools at
a central location. For example, in case of Chef, cookbooks are stored in the Chef server that
might be available on-premise or can be hosted. In short, everything that can be stored in
the repository, including code, test files, configuration scripts, infrastructure related
commands, library files, and dependencies, should be stored in a shared repository, for
better collaboration among the team and sharing of those resources.
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Once we have the source code and relevant dependencies in the repository, we can easily
integrate it with the CI server. It can be an open source or a commercial tool. In our case, we
will use VSTS for CI and CD.

The code is compiled, verified against unit test cases, and static code analysis is performed.
Such repeated integration in automated fashion helps to detect issues at early stages. The
benefit of this practice is that issues or bugs are found at early stages and coding standards
can be maintained.

It is important to remember that the earlier we detect issues, the less
complex it is to fix the issue. The more time it takes to detect the issue, the
more complex it becomes to fix the issue because over the time,
dependencies increase and it becomes a complex task to fix such issues.

S 9 & Changes — Checkin Shared
:: i Repository
—r

R
Push Pull
Build Unit Test i ?

Execution Execution

Continuous
Integration
Tools
N—"

Static Code

e Notifications

Automation

Iterative Programming Model

Software Engineering Practice / Development Practice

Let's understand how the CI practice can be followed:

¢ Developers develop a new feature or make changes in the existing code to fix the
bug using IDE such as Eclipse or Visual Studio

¢ Once the feature is developed or the bug is fixed, the developer checks in the
code into a shared repository
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¢ The CI tools are configured in such a way that any change in the code repository
will trigger a build execution

The important thing to note here is the timing of build integration. It can
be manual or trigger-based. It can be scheduled based on time and it can
be based on the modification in the source code repository.

e Normally, build execution contains a series of steps or tasks, as follows:
1. Compilation of the source code.

2. Execution of unit test files (JUnit in the case of Java web application).

3. Static code analysis using tools such as SonarQube.

4. E-mail notification to stakeholders. Notifications are a very important
part of CI as stakeholders need to be informed regarding the status of
build in terms of success or failures.

In case of the CI tool, we need to have build scripts available so that the CI tool can execute
build files to compile, execute the unit test, and create the package file (the WAR file in case
of the Java web application).

In the next section, we will discuss build definition for VSTS project. Yes, it is our first step
into the world of CIL.

Creating a build definition for VSTS project

The objective of this section is to configure a code repository with VSTS in such a way that
every time a developer checks in the code into the repository, it should automatically
trigger the build script to execute and thus complete compilation, unit test execution,

and SonarQube analysis (static code analysis), and notify different stakeholders based on
the outcome of the CI process.

We should always remember that a process is always the same irrespective of the tools we
use, be it open-source tools or commercial tools. We need build scripts; in case of a Java-
based project, we need build.xml for Ant or pom.xml for Maven to execute the build. We
need unit test cases written in JUnit or any other supported language.
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Before explaining the steps for CI, we need to understand and remind ourselves that the
DevOps is a culture and combination of people, processes, and tools. It is not only about
automation. It is also about mindset change, change in existing inefficient processes and
standardized tools as well as approaches to make things better and more effective than in
the existing situation.

It is very straightforward to configure CI in VSTS. VSTS provides templates for configuring
it. The important thing is to keep innovative ways in place to make developers responsible
for implementing new features or fixing bugs and check in into the repository. Nowadays,
e-mails, SMS, tweets, and other different ways can be implemented to notify specific
stakeholders on the outcome of the CI activity.

In VSTS, we need to create a build definition to configure CI. From 10,000 feet, the following
steps can be performed:

Create a new build definition from the predefined templates available in VSTS.
Select a repository.
Specify the default/hosted agent for execution.

Add the build step (configure the build tool specific XML file, JUnit test results,
and code coverage).

Save the build.
6. Queue the new build (execute the build definition).

L

S

7. Configure build alerts using build templates for successful and failed builds.

Default/hosted agent is an important term here. It is important because it provides an
environment so we can execute the build definition. It provides a machine where common
tools are installed already and it can be used to execute the build definition.

To verify the existing hosted agent, go to the VSTS account, click on the Settings, select
Agent Pools, click on Hosted, select Hosted Agent, and click on the Capabilities link. It
will show the list of tools available in the preconfigured virtual machine or hosted agent.

The list is divided into two categories:

e USER CAPABILITIES: This shows information about user-defined capabilities
supported by this host

e SYSTEM CAPABILITIES: This shows information about the capabilities
provided by this host
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The following table provides available packages already installed. It shows what the hosted

agent contains:

Packages Description
Agent.Name Hosted Agent
Agent.Version 2.110.0

AndroidSDK C:javaandroidsdkandroid-sdk

ant C:javaantapache-ant-1.9.4

AzurePS 1.0.0

bower C:NPMModulesbower . cmd

Cmd C:Windowssystem32cmd.exe

curl C:Program Files (x86)Gitbincurl.exe

DotNetFramework | C:WindowsMicrosoft .NETFramework64v4.0.30319

grunt C:NPMModulesgrunt .cmd

gulp C:NPMModulesgulp.cmd

java C:Program FilesJavajrel.8.0_40

JDK C:Program FilesJavajdk1.8.0_40

maven C:javamavenapache-maven—-3.2.2

MSBuild C:Program Files (x86)MSBuildl4.0bin

node.js C:Program Filesnodejsnode.exe

npm C:Program Filesnodejsnpm.cmd

SqlPackage C:Program Files (x86)Microsoft Visual Studio
14.0Common7IDEExtensionsMicrosoft SQLDBDAC120sglpackage.exe

VisualStudio C:Program Files (x86)Microsoft Visual Studio 14.0

VSTest C:Program Files (x86)Microsoft Visual Studio

14.0Common7IDECommonExtensionsMicrosoftTestWindow

Xamarin.Android

5.1.4.16

[96]



Continuous Integration with VSTS

Let's start configuring the build definition for our sample Java/Spring project.

Go to the main page of the project we have created in the VSTS. We will create a build
definition for the PetClinic project. Click on the PetClinic project in the Recent section:

Welcome back, packttes

Projects  Favorites ~ Workitems  Pullrequests = | &

Projects Filter projects and teams Y
Recent

=1 PetClinic

al

B3 PetClinic

Here, we are on the Dashboards page of the PetClinic project, and we can see the top bar
with different menu items such as Code, Work, Build & Release, and Test.

In chapter 2, Getting Started with Visual Studio Team Services (VSTS), we already worked in
the Code and Work section. To revise quickly, the Code section contains all the files that are
checked in the repository. In our case, we are using TFVC as the repository.
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In the Work section, we can manage scrum backlog, user stories, tasks, task assignment,

task status, and so on:

Petdlinic ™~ Dashboards Code Work  Build & Release
Qverview
Welcome Work assigned to packttes (1)
to make
1 Task
HH Manage Work D state Tiie
== Add work to your board
8 ® Active Create SQL Database

Q}K Collaborate on code

Add code to your repesitory
Continuously integrate
Automate your builds

I I Visualize progress

[ EI II Leam how to add charts

New Waork ltem
Enter title

Bug

Open User Stories

0

Team Members

Queries

Visual Studio
Open in Visual Studio
Requires al Studio 2013+

m «

Visual Studio

# |+ New

Click on Build & Release on the top bar. We will get different sections such as Builds,

Releases, Task Groups, and Explorer.

Click on Builds. As this is a new account created by us, there are no build definitions

available here. Build definition in VSTS is nothing but a group of tasks to be performed for

continuous build execution or CI.
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Click on +New Definition:

PetClinic “ Dashboards Code Work Build &Release Test | @&
Builds Releases Library Task Groups  Explorer
Build Definitions Build ID or build number P Osecurity @ Help

Mine  all Definitions Queued  XAML

Vou can use a build definition to automate your build process.

The PetClinic team project doesn't have any build definitions.

T -

In the Create new build definition dialog box, we will get multiple options to select such as
Maven, Jenkins, and Visual Studio. We can queue a Jenkins build job and download its
artifacts; we can use templates available for Visual Studio, Ant-based Java project, and so
on.

The build system has a capability to build the following types of applications:

e Build, test Java/JEE-based application
e Build with Apache Ant

e Build with Apache Maven
e NET-based applications

e Build, test, and publish using .NET core command line

e Build with MSBuild

¢ Build with MSBuild and set the Visual Studio version property
e Android

e Build an Android application using Gradle and optionally start the
emulator for unit tests

e Sign and align Android APK files
e Build using a Gradle wrapper script
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¢ iOS

e Build an iOS app with Xamarin on macOS

e Build an Xcode workspace on macOS

¢ Generate an . ipa file from Xcode build output

Cross platform applications

¢ Build with the CMake cross-platform build system

e JavaScript
e Gulp
e Others

The JavaScript task runner

Queue a job on a Jenkins server
We can also add our own tasks

Node.js streaming task-based build system

Index your source code and publish symbols to a file share

We have a Maven-based Java/Spring project. It has pom. xm1, hence let's select Maven task.

Click on Next:

™ Dashboards Code  Work

Builds Releases Library Task Groups  Explorer
Build Definitians
Mine All Definitions Queued XAML

You can use a build definition to automate you @

The PetClinic team project doesrit have any by g

|
o

Create new build definition

Select a template

Build  Deployment

Jenkins

Queue a Jenkins job and download its artifacts.

Maven
Build your Java projects and run tests with Apache Maven, This template requires Maven to
be installed on the build agent.

NodelS With Grunt (PREVIEW)

Build Nodels applications using Grunt task runner

NodelS With Gulp (PREVIEW)
Build NedelS apglications using Gulp task runner

Universal Windows Platform

Build Universal Windows Platform applications using Visual Studio. This template requires
that Visual Stugio and the Universal templates are instalied on the build agent.

Empty

Start with  definition that has no steps.

Cancel

Por build number  ° + New

O Security

@ Help
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In the next dialog box, we need to select Repository. There are four options available for
Repository Source:

PetClinic Team Project (TFVC)
GitHub
Remote Git Repository

Subversion

For this build definition, we will select the TFVC repository for the source as we have
created the project using TFVC repository. In the last section of this chapter, we will see
how to create a project with Git source too.

*

Create new build definition
Settings
Repository source

L —_—

M CD {> —

PetClinic Team GitHub Remote Git Subversion

Project Repository
Repository
& $/PetClinic -

Continuous integration (build whenever this repository is updated)

Default agent queue | manage queues [4

Hosted Y G
Select folder
\ ~ Choose folder...

< Previous Create Cancel

[101]



Continuous Integration with VSTS

To set up CI, select the checkbox. So the build definition is going to be executed each time
the repository is updated. What this essentially means is, any time a developer checks in the
new feature implementation, or a bug fix, or any commit for that matter, it will result in the
execution of the build definition.

b
Create new build definition
Settings
Repository source
-4 —
M O L —
PetClinic Team GitHub Remote Git Subversion
Proiect Repository
Repository
0 %/Petinic b

# Continuous integration (build whenever this repository is updated)

Default agent queue | manage gueues [4
Hosted v G
select folder

Y g Choose folder...

< Previous Create Cancel

Keep the default agent queue as Hosted only. Agents are responsible for execution. We can
set up our own agents, but in this book, we will only use Hosted agents for simplicity.
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Click on Create:
X
Create new build definition
Settings
Repository source
- —
M (:) ® —
PetClinic Team GitHub Remote Git Subwversion
Project Repository
Repository
& §/PetClinic e

# Continuous integration (build whenever this repository is updated)

Default agent queue | manzge queues [4

. Haosted v c

Default

Hosted Linux Preview Choose folder...
Hosted V52017

< Previous Create Cancel

At this stage, our build definition for the sample Spring project is created, so we can
automate the process of compilation of source code, unit test execution, and the creation of
a package file. In the next section, we will cover how to configure the build definition so it
can be executed successfully using the right set of files and folders.
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Configuration of continuous build
integration in VSTS

Once the build definition is created, we will configure the Maven task to give the path to
pom. xml so build definition can use pom. xm1, to compile the source code and create a
package file.

Select Maven pom.xml. In the Maven POM file, give the path to pom.xm1 for the existing
project:

Patclinic ™  Dashboards Code Work  Build & Release

Build Definitions / * not built @ Help
Build Opfions Repository \Varisbles Triggers General  Retenfion  History
W save

+ Add build step... Version 1% ¥

rd
Maven pom.xml *

aven POM file

Maven pom .l % pom.xml Io
I toven
Copy Files to: $(build artifactstagingdirectory}
!h Copy Files package
Publish Artifact: drop 4 JUnit Test Results
Publish Bulld Artifacts
Publ s @ ®
L ~TEST-*xml
Test Run Title -
4 Code Coverage
- None v ®

» Advanced
4 Code Analysis

Run SonarQube Analysis
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Click on the ... icon to browse through the folders available in the existing project and select
the path to pom. xm1:

Dashboards Cod Work Build 8 Release Test

Select path

Build Options Repository Varisbles  Triggers General  Retention  History|

M save
& §/PeiClinic =

+ Add build step... Version 1* ¥

BuildProcessTemplates

i spring-petelinic | =

Maven pomxmi w O
/o |
settings |

Copy Files to: $(build.artifactstagingdirectory)

[D Copy Files i

4 Publish Artifact;: drop main I
Publish Build Artifacts

- test

java
0]
meter

D) petcliic_test_planjmx -

4 Code Analysis

Scroll down; in our case, select pom.xml and click on OK:

(a ] PetClinic boards Code  Work  Build &Release  Test B a & ¢
5 New Build Editor: Want a build editor with task searching, drag-and-drop, and process-level parameters? Turn on the New Editor from Preview features under your profile menu. Learn more & o
g nitions /* not built @ Help
X
Build Options Repository Variables Triggers General Retenfion Histoy|  Select path
Wl save
[ .editorconfig ~ B
+ Add build step... D gitignore Version 14 ¥
D) project =
1 Maven pom.xmi W
i Moven D) springBeans |
D travisyml |
Copy Files to: ${build.artifactstagingdirectory) e |
Ih Copy Files D) docker-composeyml |
4 Publish it drop D o |
Publish Build Artifacts
— B mvnw.cmd
®
1 pomxm
@
" readme.md | g
D) sonar-projectproperties = @
4 Code Analysis
g @
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In the case of Maven, there are different goals such as compile, test, and package. We
will give package here. If the default goal is available in pom.xm1, then we don't need to
explicitly mention it here.

Keep the Test Results Files setting as it is:

PetClinic  Dashboards Code Work Build & Release

5 New Build Editor: Want a build editor with task searching, drag-and-drop, and process-level parameters? Turn on the New Build Editor from Preview features under your profile menu. Learn mare 2
uild Definitions / * not built @ Help
Buitd Options Repostory Variables Triggers Genersl Retention  History
M save
- Addbuild step Maven $/PetClinic/spring-petclinic/pom xml ¥ Version 12 ¥
o §/PetClinic/spring-petclinic/pomaaml -, $/PetClinic/spring-petdlinic/pomxmi o]
Maven
Copy Files to: S(build artifactstagingdirectory) Conle)
M e |Dackagé
Publish Artifact: drop 4 JUnit Test Results
Publish Build Artifacts
Publish to s @ ®
Test Resul - ®
4 Code Coverage
ode Coverage Tool — “lo
» Advanced
4 Code Analysis
Run SonarQube Analysis ®

Select Copy Files to: tasks and keep Source Folder and Target Folder as it is. In the
Contents box, enter **/* .war. It will copy the WAR file available in the source directory of

the project from any path and copy it to the staging directory. We can use the same
environment variables to access the WAR file in the release definitions while configuring

continuous delivery:
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PetClinic Cod

Build 8 Release

e

Build Options Repostory Variables Triggers General Ref

Wl save
+ Add build step...
, Maven §/PetClinic/spring-petclinic/pom.xml
Maven

Copy Files to; Sbuildartifactstagingdirectory)
Copy Files

4 Fubish sttt drop
- Publish Build Artifacts

History

Test

€5 New Build Editor: Want a build editor with task searching, drag-and-drop, and process-ieve! parameters? Turn on the New Build Editor from Preview features under your profile menu. Leam more 1%

Copy Files to: S(bulld.artifactstagingdirectory)

ShiwTe PO ${build.sourcesdirectory)

not built @ Help

Version 2+ ¥ (@

Contents -

Target Folder

S{build.artifactstagingdirectory)
» Advanced

« Control Options

© More Information 2

Select Publish Artifact: task. Keep the default setting as it is for now. It will publish the
WAR file from the staging directory. Once it is published, we can utilize it in release

definition:

PetClinic Dashboards  Code  Work

Build & Release

Test

Buitd  Cptions

Wl s
+ Add build step..
, Maven $/PetClinic/spring-petclinic/pom.xm|
Mave

Copy Files to: S{build.artifactstagingdirectory)
Copy Files

I 4 Pudlish atfct drop

Publish Build Artifacts

€5 New Build Editor: Want a build editor with task searching, drag-and-drop, and process-level parameters? Turn on the New

Editor from Preview features under your orofile menu, Learn more 2

Publish Artifact: drop ¢

$build.artifactstagingdirectory)

drop
Artifact Type
Artifact Type P
4 Control Options
@
©
o

© More Information 2

Version 1* ¥
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In Build Definitions, multiple tabs are available, namely Options, Repository, Variables,
Triggers, General, Retention, and History:

PetClinic Vv Dashboards Code  Work  Build & Release

€5 New Build Editor: Want a build editar with task searching, drag-and-Grop, and process-leve! parameters? Turn on the New Build Editor from Preview features under your profile menu, Learn more 2

Definitions / *

Buld Options Repository Veriables  Triggers  General n  History

W save

Multi-configuration

ons with the same steps

Create Work Item on Failure

build

Allow Scripts to Access OAuth Token

Enables seripts and other processes launched during the build to access the OAuth Token via the System.Acce:

In the Repository tab, observe the settings related to the repository type and name. We
already configured it for the PetClinic projectin chapter 2, Getting Started with Visual

Studio Team Services (VSTS):

PetClinic  Dashboards Code Work  Build & Release

Build Options Repository \Vanables Triggers General  Retention  History

Team Foundation Version Control

PetClinic

Don't label sources

Clean ~ | Clean options | Sources 110]
Mappings

Type Server Path Local Path
X Map v $/PetClinic $(build.sourcesDirsctory)\
X Cloak v $/PetClinic/Drops

4 Add mapping
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We can also give a label to the sources; for example, in the case of a successful build,
provide a label to the build in a specific format:

Petclinic ™ Dashboards Code Work  Build & Release

Team Foundation Version Control b4

PetClinic

On successful build x

$(build buildNumber)

| Clean options

Sources Al ¢

Mappings

Type Server Path Local Path

X Map v $/PatClinic $(build.sourcesDirectory)\
X Cloak ¥ $/PetClinic/Drops
+ Add mapping

There are different options available here in Repository type, namely Team Foundation
Version Control, GitHub, External Git, and Subversion.

Variables are similar to environment variables. Here, we can declare the key value pairs and
can utilize them in the build definition.

To use these variables, we need to mention them in the Build section with

$ (VARIABLE_KEY). At the time of build definition execution, $ (VARIABLE_KEY) will be
replaced with the value mentioned in the Variables section. Often, such environment
variables are useful if a specific value is used multiple times. It is easier to change it at a
single place rather than manually changing it at all places.
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For example, if we need to use FTP-related tasks, then it is better to provide the FTP URL
and credentials in the Variables section and use them in the build definitions multiple
times, rather than using them directly in the build definitions:

petdlinic ~ Dashboards Code Work Build&Release Test | @&

£} New Build Editor: Want a build editor with task searching, drag-and-drop, and process-ieve! parameters? Tum on the New Build Editor from Preview features under your profile menu. Learn more (2

Value Allow at Queue Time

There are two ways to execute the build:

¢ Manually click on Queue new build...
¢ Schedule the build execution

In the Triggers tab, we can configure Continuous integration (CI). In case we haven't
configured CI during the new build definition creation, then we can configure it here.

In short, the Triggers tab provides different options to configure or schedule when the
build should execute. So we can configure the builds to execute at the time of check-in of
any feature or bug fix from the developers, or at the specific time configured in the Triggers
tab.
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The obvious is, why there are different ways to trigger a build at the time of check-in or at a
specific time? The reason is, every time a developer checks in the code into the repository, it
starts executing build definition, and that might not be the scenario we want to face. It is
better to execute a build on a batch of changesets rather than executing it on each single
changeset. Every check-in is considered as a changeset:

PetClinic  Dashboards Code Work  Build & Release

Varisbles  Triggers Geners|  Retention  History

Wl seve

“ Continuous integration (C)

Build each check-in,

X Include ¥ §/PetClinic =

o Add new filter

Scheduled

Gated Check-in

Accept check-ins only if the submitted chang

The preceding option was a trigger based on the check-in in the repository. To schedule CI
at a specific time, select the Scheduled checkbox and configure a specific time based on the
requirement.
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In the scheduled triggers, we can set the time based on the 24-hour format, with minutes
and time zone available in the list box. We can also select days when we want to execute the
build definition. We can also add multiple times for the scheduled trigger for a given
project:

Repository  Varisbles  Triggers General Aetention  History

integration (CI)

Gated Check-in

The General tab provides details on the default agent queue, authorization scope, build job
timeout, and so on.

In case the build job takes more than 60 minutes, then it is better to increase the time limit
here, otherwise the build definition execution will fail with time out.
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There are some specific cases where the build takes a lot of time to complete all the tasks
and in this case, we can increase the timeout:

PetCiinic ™ Dashboards Code Work Build &Release Test | @

build ecitor with task searching drag-and-Grop, and process-level parameters? Turn on the New Build Editor from Preview features under your profile meny. Learr

Build Options Reposiory Variables Triggers General Retenton  History

Hostes v G nsnsge

Droject Collection

${careyyyyMMddiS(rev.r)

60
H
Demands
Name Type Value
maven xists

4 Add demand

The Retention tab provides options to configure what time you want to keep build record,
source label, file share, symbols, and test results until. These rules are evaluated in this
order:

PetClinic v Dashboards Code Work  Build & Release

s Triggers  General  Retention  History

applied. The maximum rule at the bottom matches all builds.

Minimum to keep: 10
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Now, it is time to save our first build definition. Give a name to the build definition and
provide a logical description. Click on OK:

Save

Name

PetClinic-Maven

Description

First Build Definition

Select folder *

\

We have our first build definition that is ready to be executed. The given name appears
after Build Definitions in the Build tab:

PetClinic boards  Code  Work  Build

5 New Build Editor: Wart a build editor with task searching, drag-and-arop, and procass-ievel parameters? Turn on the New Build Editor from Preview features under your profile menu. Leamn more 12
Build Definitions /  PetClinic-Maven not built LTI A [ cummary O Security (@ Help
Build Options Repository Varizbles Triggers General Retention  History
W save ‘9 Undo
+ Addbuild step.. Maven $/PetClinic/spring-petclinic/pom.xmi Version 1.2 ¥
Maven POM file g
Maven $/PetClinic/spring-petclinic/pom xm 0 > §/PetClinic/spring-petclinic/pomxmi - ©
j / Maven Options
Copy Files to: $(build.artifactstagingdirectory) Goalls)
[D w Flles package
4 Publish Arifact drop 4 JUnit Test Results
— Publish Build Artifacts
Publish to TFS/Team Services @ ®
Test Results Files e TEST-*xml . ®
Test Run Title 0]
4 Code Coverage
Code Coverage Tool e ~ o
» Advanced
4 Code Analysis
Run SonarQube Analysis @ ®
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We can also provide permissions for the project by clicking on the Security button available
on the Build Definitions page.

Click on Close:

Permissions for PetClinic-Maven

5 New Build Editor: Want a build editor searching, drg

ACCESS CONTROL SUMMARY E i o
S nfarmaton sBzUR e permistions SRy Dranied ta T enty g = summary O Security

nitions / PetClinic-Maven

Build Optons Repostory Varisbles Trggers Gel  earch

ited allow

VSTS Groups nherited aliow

nherited aliow
X Project Collection Administrators

+ Add build step. allow Version 12 ¥

X Project Collection Build Administrators L

/ Maven $/PetClinic/spring-petclinic/pomaxni [ Project Collection Build Service Accounts nherited aliow
Maven

B Project Collection Test Service Accounts nherited aliow

iy Copy Fies to: Stbuild artifactstagingdifectol IR it Acministrators
Copy Files

rited allow

allow

Contributors

rited allow
Publish

Publish 8u

drop
acts : B Project Administraters

B Readers

v Users

aliow
Innerited allow
ot set

Inherited allow

B} Project Collection Build Service {myvststutorials)
Innerited aliow

Close

Executing build definition

Let's execute our first build definition for the sample Spring based project—petClinic.

Click on Queue new build.... Keep all the settings as they are and click on OK.
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The queue suggests the agent selection that will execute the build definition. The Source
Version is the changeset that needs to be used for execution. If no Source Version is given,
then it will automatically take the latest changeset:

PetClinic Dashboards Code Work Build & Release &

Test |

2} New Build Editor: Want & build editar with task searching, drag-and-drop, and process-leve! parameters? Turn on the New Build Editor from Preview features under your profile menu. Learn more (2 =
Build Definitions /  PetClinic-Maven not built % Queue new build...  [E=ISUAIELY U Security @ Help
Build Options Repository \Veriables Trggers General Retention History
] 2 u
+ Add build step.. ) P % erdiont e v

Queue build for PetClinic-Maven
it Maven §/PetClinic/spring-petclinic/pom.xml @
/ Maven Queue
Hosted v
Copy Files to: $(build.artifactstagingdirectory) Source Version
m Copy Files o
Shelv t
Publish Artifact: drop L
Publish Build Artifacts
Variables Demands =
@
tem.debug false
9 &
& Add variable =
o
o]
e ge 1
CEaE CEVErsge 160 — vle
, Advanced

Build definition will be in a queue for a hosted agent. Once an agent is available, it will start
execution based on the tasks defined in the build definition:

PetClinic ~  Dashboards Code Work Build & Release &

Test |

Builds Releases Library Task Groups  Explorer

<
PetClinic-Maven / Build

& Build 20170423 .4 3.4 / Build

& Build ¢ Editbuild definition @ Cancel 57 Queue new build... T Release

Build not started
I Build
Waiting for a pipeline
Console

Build is waiting for a pipeline to be assigned.

Build Queue

2

Buy more pipelines

position
in queue

Pipelines queue...
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Once the agent is initialized, the build execution will start. Observe the logs and all tasks
available in the left bar.

It will be executed in the following order:

Initialize Agent

Get Sources

Maven $/PetClinic/NewPetClinic/pom.xml
Copy Files to: $(build.artifactstagingdirectory)
Publish Artifact: drop

Post Job Cleanup

AN N

PetClinic ~  Dashboards Code Work Build & Release Test ‘ &

Builds Releases Library Task Groups  Explorer

PetClinic-Maven / Build 20170423.5 / Build

» Build 201704235

& Build # Editbuild definition @ Cancel &' Queue new build.. T Release

8
b Initialize Agent Build Started

I I Build
1 Wiaiting for an available agent

Console  Cods coverags®  Tests .}

Requesting an Agent from the Hosted Agent Pool
Hosted Agent successfully assigned.

Configuring connection settings for Hosted Agent
Starting Hosted Agent

Initializing comnection to Hosted Agent
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If any of the task execution fails, the build will fail. In our case, all tasks are executed
successfully, hence the build succeeded:

PetClinic ~  Dashboards Code Work Build & Release Test ‘ &

Builds Releases Library Task Groups  Explorer

<

. — PetClinic-Maven / Build 201704231/ Build (@ ) Build not retained
v Build 20
+ Build ¢ Editbuild definition &P Queuenew build.. ) Download all logs aszip "+ Release
 Initialize Job I Build
+ Get Sources Ran for 95 seconds (Hosted Agent), completed 1 seconds ago

¥ Maven s/PetClinic/spring-petdlinic/po...  Console  Logs Timeline  Code coverage®  Tests i}

« Copy Files to; §(build artifactstagingdii..
+ Publish Artifact: drop

+ Post Job Cleanup
Description : Publish Build artifacts to the server or a file share
+ Finalize build Vercitn . 1.0.40
Author
W Label sources /go.microsoft.com/fulink/>LinkID=788398)

Click on the Build & Release section and we will find our build definition with its status,
triggering point, pass rate, and history. Click on the build definition.

Sometimes, it is necessary to get all log files for troubleshooting on a local system. We can
download all logs by clicking on the link and download all logs as a ZIP.

PetClinic ~ Dashboards Code  Work Build & Release

Builds Releases Library Task Groups  Explorer

£ New Build Editor: Try the new build editor. Learn more Not now
Build Definitions Build ID or build number S + New U Security @

Mine All Definitions. Queued XAML

Requested by me Status Triggered by 7-day pass rate  History
© g PciClinicMaven 21 S  succeeded first commit 100% I
AmitPackt Ramadas ed 14 minutes ago # 8in iJ $/PetClinic
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Verify the Summary portion. It provides details on repository, default queue,

details, branches, recent history, and analytics:

~  Dashboards

Code  Woi Build & Release  Test

modification

Builds Releases  Library Task Groups  Explorer

Build Definitions / PetClinic-Maven

Summary  History  Delated

Details Branches
& PetClinic

Hosted | Manage

AmitPackt Ramadas | Monday, April 24, 2017 3:30 PM

¥ $/PetClinic

Queued & running
No builds queued or running at the moment| Queue new build...
Recently completed
#20170424.1 + succeeded

g S/PetClinic  AmitPackt Ramadas

Analytics

Number of builds Success rate

1 o 100.00%

O Security @ Help

/' passing 19 minutes ago

Click on the Explorer tab and we will get more details related to Timeline, Artifacts, Tests,
and so on:

~  Dashboards Code  Work  Build &Release  Test
Builds Releases Library Task Groups  Explorer
< —
e nic-Maven / Build 2017042 (® ) Build not retained
v Build 201 —
~ Build & Editbuild definition % Queue new build.. L Download all logs as zip
+ Initialize Agent

Initizlize Job Build 20170423.5

Build succeeded

" Release

Get Sources

v
v
v
' Copy Files to: $(build artifactstagingdi
« Publish Artifact: drop

+ Post Job Cleanup

~ Finalize build

+ Label sources

Maven $/PetClinic/spring-petclinic/po...

Summary Timeline  Artifacts  Code coverage”
Build details
Definition nic-Maven (edit)
Source /
Source vers ]
packttes

Sunday, April 23,

Started Sunday, April 23, 2017 7:55 PM
Finished Sunday, April 23, 2017 7:57 PM Pass percentage  Run duration
lssues 97.56% 886ms
(+0%) (+160ms)
Build
Directory ‘d\a\1\a" is empty. Nothing will be added to build artifact ‘drop".
Detailed report >

Associated work items

No associated work items found for this build

Associated changes

Ran for 106 seconds (Hosted), completed 28.4 minutes ago

2017 7:54 PM

Tests

Test Results

Total tests

O

Failed tests
B Passed (20) 0

B New o)
(+0) %

Existir

Code Coverage

No build code coverage data available.
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Click on Timeline to verify the duration each task took to be completed:

PetClinic ~  Dashboards Code Work Build & Release Test ‘ &

Builds = Releases Library Task Groups  Explorer

PetClinic-Maven / Build 20170423.5 (® ) Build not retained

v Bui

 Initialize Agent

+ Build & Editbuild definition & Queuenew build.. - Download alllogs aszip "% Release

Build succeeded

/ Inftalize Job I “ Build 20170423.5

+ Get Sources I Ran for 106 seconds (Hosted), completed 28.4 minutes ago

' Maven $/PetClinic/spring-petclinic/po..  summary | Timeline | Artifacts ~ Code coverage®  Tests

+ Copy Files to: $(build.artifactstagingdi.. Name Duration L Worker name

+ Publish Artifact. drop + Maven $/PetClinic/spring-petclinic/pom.xm| 1:06 Hosted Agent

~ Post Job Cleanup + Initialize Agent 0:24 Hosted Agent

 Finalize build v Get Sources 0:07 Hosted Agent

 Label sources + Initialize Job o Hosted Agent
v Copy Files to: $(build artifactstagingdirectory) 0:00 Hosted Agent
+ Publish Artifact: drop 0:00 Hosted Agent
v Label sources 0:00
+ Post Job Cleanup 0:00 Hosted Agent

We configured the artifacts details in build definition tasks and based on it, we will find it
in the Artifacts tab:

~  Dashboards Code Work Build & Release Test

Bullds | Releases Library Task Groups  Explorer

<

) Build not retained

nic-Maven / Build 201704

120170423

+ Build & Editbuild definition " Quevenewbuild.. | Downloadalllogsaszip 7 Releas

 Initialize Agent
v Initialize Job
+ Get Sources
' Maven $/PetClinic/spring-petclinic/po...
' Copy Files to: $(build.artifactstagingdi..
' Publish Artifact: drop
+ Post Job Cleanup
~ Finalize build

v Label sources

Build succeeded

I “ Build 20170423 5
I Ran for 106 seconds (Hosted), completed 28.4 minutes ago
Summary  Timeline | Artifacts | Code coverage”  Tests

Name

&7 build.SourceLabel 201704235

In this section, we have covered a build execution. Unit testing is also an important part of it
that we will look into in the next section.
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Unit test execution for automated testing

In the PetClinic example, unit tests are written in JUnit. Unit test cases individually and
independently verify specific methods of an application. In build definition Maven tasks,
the test configuration was kept as default.

After executing the build successfully, we can go to Explorer tab and click on the Tests links
in the build execution logs to get more details on the test execution.

Verify the total number of tests, the passed and failed percentage, and the duration of test
execution:

PetClinic ~  Dashboards Code Work Build & Release

Builds Releases Library Task Groups  Explorer

(® ) Build not retained

nic-Maven / Build 20170423.5

v Build 20170423 5
+ Build & Editbuild definition % Quevenewbuild.. & Downloadalllogsaszip  "F Release
v Initialize Agent Build succeeded

+ Initialize Job I II Build 201704235
+ Get Sources I Ran for 106 seconds (Hosted), completed 28.4 minutes ago

~ Maven $/PetClinic/spring-petdinic/po.  summary  Timeline Artifacts  Cade coverage™ | Tests

« Capy Files to: $(build artifactstagingdi

Total te: Failed tests Pass percentage Run duration Test failures Test duration
 Publish Artifact drop 41 W Passedun 0 M Newo 97.56% 886ms
+ Post Job Cleanup (- g‘i“’:” oy W EEHGO (o o i) ||I|
+ Finalize build
 Label sources B O & Groupby Testrun  Outcome Failed 1]

This build doesn't have test results for the outcome you've selected.

To get more details, click on the Test link on the top bar. Click on the Test runs.
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Verify the Completed status of the test run in the Recent test runs. Double click on the
entry:

PetClinic ~ Dashboards Code Work  Build & Release  Test ‘ @

TestPlans  Runs  Machines  Load test

<

Enter Run Id... Go Run 1 - JUnit_TestResults 1 runs (1 selected)
9] Testruns  Filter
ﬁ
Recent test runs o
State Runld  Title Completed Date Build Number Failed
ATestnums \ Completed 1 JUnit_TestResults_1 4/24/2017 3:42:17 PM 201704241 0

JUnit_TestResults_1

Recent exploratory sessions

We will get the summary, run type, build version number, and outcome in the form of a
chart showing passed and failed test results. In the following chart, it shows that all 41 unit
tests have been executed successfully:

PetClinic ~  Dashboards Code Work Build & Release Test ‘ &

TestPlans Runs Machines  Load test

<

Enter Run Id. Go Run 1 - JUnit_TestResults_1
(&) Runsummary  Testresults  Filter
Recent test runs C)
Summary
4 Testiing Outcome
1 Uit TestResults_1 Completed 48 minutes ago, Ran for 940 milliseconds
Run type Automated
R iy st Owner Project Collection Build Senvice (myvstutorials)
Tested build 201704241
Release not available
Release Environment not available 4 1
Build platform net available
Build flavor not available
Test settings Default
MTM lab environment not available
Comments

No comments
M Passed Ml Not execute...
Error message

Mo error message
Attachments (1)

Name Size
TestResults_1zip 20K

Outcome by priority
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Click on the Test results tab to get results based on unit tests available for the project and
the duration of execution of each of them:

PetClinic Dashboards Code Work Build & Release Test ‘ &
TestPlans  Runs  Machines  Load test
«
Enter Run Id... Go Run 1~ JUnit_TestResults_1 4] results Giselerte
Runsummary  Testresults Filter
Spsaauns O (A Create bug #' Update analysis
Outcome Test Case Title Priority Duration Owner Configuration Machine name Error mess|
P Testiiine © Not executed Tg.Spril mples.petclinic.system.CrashControllerTests 0 0:00:00.000 AmitPackt Rama.. None
Recent exploratory @ Passed shouldAddNewVisitForPet 0 0:00:00.000 AmitPackt Rama... None
G Passed shouldFindAllPetTypes 0 0:00:00000 Amitpackt Rama... None
© Passed shouldFindOwnersByLastName 0 0:00:00000 AmitPackt Rama... None
© Passed shouldFindPetWithCorrectid o 0:00:00.003 AmitPackt Rama.. None
@ passed shouldFindSingleOwnerwithPet 0 0:00:00.000 AmitPackt Rama.. None
@ Passed shouldFindvets o 0:00:00.000 AmitPackt Rama.. None
@ Passed shouldFindVisitsByPetld 0 0:00:00.000 AmitPackt Rama.. None
© Passed shouldinsertowner 0 0:00:00000 AmitPackt Rama... None
© Passed houldinsertps ! teld o 0:00:00.000 AmitPackt Rama.. None
@ passed Venf y [+] 0:00:00.360 AmitPackt Rama.. None

Hence, we have completed major tasks for CI. In the next section, we will discuss
continuous feedback.

Continuous feedback on build execution

Build execution is important, but the significant part of the whole process is to get
continuous feedback of the build execution status. For example, to send a notification in
case of build execution failure or success to specific stakeholders.
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On the VSTS Project, click on the settings icon, and it will bring up the PetClinic Team

page:

Dashboards Code Work Build & Release Test

Overview Work Security Version Control  Agent queues  Notifications  Service Hooks  Services  Test  Release

<

Create grou Dot -
aren PetClinic > PetClinic Team | &

Filter users and groups

Permiss Members  Member of
~ Teams
» T PetClinic Tezm + Add. (5} Search
¥ VRIS Grodps Display Name Username Or Scope

» B Build Administrators B Amitpackt Ramadas = o ook com Remove
» BX contributors B peckres I 0o tiook com

» T Project Administrators

» T Project Valid Users

» TF Reacers

b Release Administrators

Click on the Notifications tab:

Code Work Build & Release

Overview Work Security Version Control ~ Agent queues  Notifications ~ Service Hooks ~ Services  Test  Release

Team subscriptions
Custom subscriptions that keep your team informed about activity relevant to the team or to individual team members.

No custom subscriptions found. Create your first one now.

Other tasks: Administer | Manage your subscriptions

th notifications
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Click on +New. Verify the template for the Build notification. Click on Next:

New subscription
Overview Work  Secl

Category

Template

Team subscriptiong Build A build completes

Custom subscriptions thd
Code (Git) A build fails

Code (TFVC) A build controller or agent's status changes
Work A build's quality changes
Extensions

Other tasks: Administer | M{

@ Help with notifications

m Cancel

Configure the fields as per your need and click on Finish:

G et int %
New subscription
Overview Work  Sect

Description

- Abuild let
Team subscriptions i i

+ New
Custom subscriptions thg [ B
Deliver to Roles

Specific team members v

Last changed by, Requested by, Requested for -
Filter
Any team project ® A specific team project PetClinic &
Filter criteria
Other tasks: Administer | h{ And/Or Field Operator Value ®
+iX Definition name V| o= ~ ~

+ Add new clause

m Cancel
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There are multiple notification templates available for the build status notification:

New subscription
Overview Work  Sec|
Category Template

Team subscriptiony | Build A build completes
Custom subscriptions the

Code (Git) A build fails
Description Code (TFVC) A build controller or agent's status changes
~ & Build Work A build's quality changes
Extensions

A build complete

Other tasks: Administer | My

(@ Help with notifications

m Cancel

Similarly, we can create an notification when the build fails:

New subscription
Overview  Work  Secl

Description

. Abuild fail
Team subscriptions i inga

Custom subscriptions th

Deliver to Roles
Description Specific team members ™ | Last changed by, Requested by, Requestad for e
A & Build [§ Filter
Any team project ® A speific team project PetClinic v
A build complete '@ o
Filter criteria
And/Or Field Operator Value
Fx Status e ~ | Failed N ‘
Other tasks: Administer M | 214 1o clause

() Help with notifications

=
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Verify all the created alerts in Team subscriptions:

PetClinic ~  Dashboards Code Work Build & Release Test ‘ &

Overview Work Security Version Control ~ Agent queues  Notifications ~ Service Hooks ~ Services  Test  Release

Team subscriptions
Custom ions that keep your team informed about activity relevant to the team or to indi team members.
A Description Scope Owner
~ & Build &
A build completes PetCiinic Bl AmitPackt Ramadas 0 On
A build fails PetClinic B AmitPackt Ramadas @ o
Other tasks: Administer | Manage your subscriptions @ Help with notifications

For a self-exercise, observe whether all the alerts are triggered properly in terms of a specific
event occurrence such as build success or build failure.

In the next section, we will cover how the Git project can be managed in VSTS.

Managing the Git project in VSTS

In this section, we will cover how to manage the Git project in VSTS; however, the build
definition and its execution is for self-exercise.

On the main page of VSTS account, go to the Projects section. Click on New Project.
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In Create new project, give Project name, select Scrum or Agile as the Work item process.
Select Git as Version control. Click on Create:

©J myvstutorials Projects  Favorites  Workitems  Pull requests

Create new project

Projects contain your source code, work items, automated builds and more

Praject name *

PetClinic-Git v

Description

Version control

Git v @

‘Work item process

Scrum Vi@

Wait till the project creation process completes in VSTS. Here is the screen for the newly
created project:

PetClinic-Git ~  Dashboards Code Work Build & Release Test ‘ &
Overview F | + New
Welcome Work assigned to AmitPackt Ramadas (0) Team Members
sl Studio Tesm Services to make All done with the work assigned to you? Go to your team backlog to pick up
arh Aashoard, new work It's lonely in here...
Manage Work
~—
Collaborate on code
Add code to your repasitory
Work
Continuously integrate Backlog
Automate your builds Board
Task board
I I Visualize progress Queries
aillll o s
Sprint Burndown New Work Item Work in Progress Visual Studio

. . ) Enter title o Open in Visual Studio
Set iteration dates to use the sprint Requires Visual Studio 2013+
burndown widget Bug e ) )
Get Visual Studio

Set iteration dates . Work items See Visual Studio downloads °
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Click on the Code tab on the top bar and verify the details available in the Files section. Git
related details are available:

PetClinic-Git Dashboards Code Work Build & Release Test ‘ &

4 PetClinic-Git ™ Files  History  Branches  Pull Requests

PetClinic-Git is empty. Add some code!

~  Clone to your computer

SSH | https://myvstutorials.visualstudio.com/_git/PetClinic-Git Iy OR & Clone in Visual Studio A

Generate Git credentials

git remote add origin https://myvstutorials.visualstudio.com/_git/PetClinic-Git

git push -u origin --all

“  or import a repository

Import

Verify the History tab as well. The repository is still empty as we haven't performed check-
in:

PetClinic-Git ~  Dashboards Code Work Build & Release Test ‘ &

@ PetClinic-Git ~  Files  History  Branches  Pull Requests &1 Clene

PetClinic-Git is empty. Add some code!

~ Clone to your computer

s34 | https;//myvstutorials.visualstudio.com/_git/PetClinic-Git ™| OrR £ Clone in Visual Studio ™
Generate Git credentials
Havi blems authenticating in Git? Be sure the latest version of Git for Windows or our plugins for IntelliJ, Eclipse, Androi ..

~ or push an existing repository from command line

git remote add origin https;//myvstutorials.visualstudio.com/_git/PetClinic-Git

git push -u origin —all

~  or import a repository

Import
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We will try to check-in the PetClinic code from the local system to Git available in VSTS.
Before that, click on Generate Git credentials so we can use it from our local system to
check-in the code into the Git repository available here.

Enter User name (primary) and Password. Click on Save Git Credentials:

PetClinic-Git ~  Dashboards Code Work Build & Release Test ‘ Lo

4 PetClinic-Git ~  Files  History  Branches  Pull Requests

PetClinic-Git is empty. Add some code!

v Clone to your computer
GIRIEE SSH | https://myvstutonals.visualstudio.com/_git/PetClinic-Git Iy OR 2 Clone in Visual Studio b
User name (primary)
amitpackt@outlook.com [y

Alias [optional)

Password *

Confirm Password *

Save Git Credentials

Create a Personal access token
Learn more about authentication options
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Go to the directory where the source code for the PetClinic project is available. Verify the
files available in the directory. Initialize the Git repository with the git init command:

B C\Windows\System32\cmd.exe
Microsoft Windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>dir
Volume in drive F is New Volume
Volume Serial Number is 6A72-42C1

Directory of F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master

-2016 ©2:08 <DIR> .
-2016 H <DIR> .
-2016 : .bowerrc
-2016 : .editorconfig
-2016 : .gitignore
-2016 H < > .mvn
-2016 : .springBeans
-2016 : .travis.yml
-2016 34 bower.json
-2016 N mvnw
-2016 H N mvnw.cmd
-2016 108 N pom.xml
-2016 108 N readme.md
-2016 108 @ Readme.txt
-2016 :es8 32 sonar-project.properties
-2016 198 <DIR> src

12 File(s) 39,446 bytes

4 Dir(s) 249,993,940,992 bytes free

F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git init
Initialized empty Git repository in F:/##MicrosoftAzureBook/Pre-Finals/spring-petclinic-master/.git/

F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>g
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Verify git status. It will show untracked files:
F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git init
Initialized empty Git repository in F:/##MicrosoftAzureBook/Pre-Finals/spring-petclinic-master/.git/

F: \##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git status
On branch master

Initial commit

Untracked files:
(use "git add <file>..." to include in what will be committed)

no ng added to commit but untracked files present (use "git add" to track)

F: \##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>

Add the remote repository by executing the git remote add origin
https://myvstutorials.visualstudio.com/_git/PetClinic—-Git.
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We have to log in to our VSTS account:

F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git remote add origin https://myvstutorials.visualstudio.com/_git/PetClinic-Git

F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git push -u origin --all

[ ]
|
Signin

Use your Microsoft account.
WH

amitpackt@outlook.com

No account? Create one!

F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git remote add origin https://myvstutorials.visualstudio.com/_git/PetClinic-Git

F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git push -u origin --all

Enter password

Enter the password for amitpackt@outlook.com
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We have to configure the user if it is not configured already using the following commands:

e git config —--global user.email "amitpackt@outlook.com"
e git config —--global user.name "amitpackt"

Here is the output:

*+* please tell me who you are.
Run

git config --global user.email "you@example.com"
git config --global user.name "Your Name"

to set your account's default identity.
omit --global to set the identity only in this repository.

fatal: empty ident name (for <(NULL)>) not allowed
F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git config --global user.email "amitpackt@outlook.com"
F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git config --global user.name "amitpackt”

F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git commit -m "First Commit"
on branch master

Initial commit

Untracked files:

nothing added to commit but untracked files present

F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git add -A

Add all files for the commit operation using the git add -A command:
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F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git add -A

warning:

LF will be replaced by
will have its original
LF will be replaced by
will have its original
LF will be replaced by
will have its original
LF will be replaced by
will have its original
LF will be replaced by
will have its original
LF will be replaced by
will have its original
LF will be replaced by

will have its original

LF will be replaced by

will have its original

LF will be replaced by
will have its original
LF will be replaced by
will have its original
LF will be replaced by
will have its original
LF will be replaced by
will have its original
LF will be replaced by
will have its original
LF will be replaced by
will have its original
LF will be replaced by
will have its original
LF will be replaced by

will have its original

LF will be replaced by

will have its original

LF will be replaced by
will have its original
LF will be replaced by
will have its original
LF will be replaced by

CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF
line
CRLF

in .bowerrc.

endings in your working directory.

in .editorconfig.

endings in your working directory.

in .gitignore.

endings in your working directory.

in .mvn/wrapper/maven-wrapper.properties
endings in your working directory.

in .springBeans.
endings in your
in .travis.yml.
endings in your
in bower.json.
endings in your
in mvnw.
endings
in mvnw.cmd.
endings in your
in pom.xml.
endings in your
in readme.md.
endings in your working directory.

in sonar-project.properties.

endings in your working directory.

in src/main/java/org/springframework/samples/petclinic/model/BaseEntity.java.
endings in your working directory.

in src/main/java/org/springframework/samples/petclinic/model/NamedEntity.java.
endings in your working directory.

in src/main/java/org/springframework/samples/petclinic/model/Owner.java.
endings in your working directory.

in src/main/java/org/springframework/samples/petclinic/model/Person.java.
endings in your working directory.

in src/main/java/org/springframework/samples/petclinic/model/Pet.java.

endings in your working directory.

in src/main/java/org/springframework/samples/petclinic/model/PetType.java
endings in your working directory.

in src/main/java/org/springframework/samples/petclinic/model/Specialty.java.
endings in your working directory.

in src/main/java/org/springframework/samples/petclinic/model/Vet.java.

working directory.
working directory.
working directory.
in your working directory.

working directory.

working directory.

Verify the status once again using the git status command:

F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git status

on branch master
Initial commit

changes to be committed:

(use "git rm --cached <file>..." to unstage)




Continuous Inteqration with VST

Execute your first commit by using the git commit -m "First Commit" command:

=
F : \##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git commit -m "First Commit"

master (root-commit) 2bca®c2] First Commit

495 files changed, 89837 insertions(+)

create mode 100644 .bowerrc

create mode 100644 .editorconfig

create mode 180644 .gitignore

create mode 100644 .mvn/wrapper/maven-wrapper.jar

create mode 100644 .mvn/wrapper/maven-wrapper.properties

create mode 100644 .springBeans

create mode 100644 .travis.yml

create mode 100644 Readme.txt

create mode 100644 bower.json

create mode 100644 mvnw

create mode 100644 mvnw.cmd

create mode 100644 pom.xml

create mode 100644 readme.md

create mode 100644 sonar-project.properties

create mode 100644 src/main/java/org/springframework/samples/petclinic/model/BaseEntity.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/model/NamedEntity.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/model/Owner.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/model/Person.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/model/Pet.java

create mode 160644 src/main/java/org/springframework/samples/petclinic/model/PetType.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/model/Specialty.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/model/Vet.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/model/Vets.java

create mode 160644 src/main/java/org/springframework/samples/petclinic/model/Visit.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/model/package-info.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/repository/OwnerRepository.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/repository/PetRepository.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/repository/VetRepository.java

create mode 160644 src/main/java/org/springframework/samples/petclinic/repository/VisitRepository.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/repository/jdbc/IdbcOwnerRepositoryImpl.java
create mode 100644 src/main/java/org/springframework/samples/petclinic/repository/jdbc/IdbcPet.java

create mode 100644 src/main/java/org/springframework/samples/petclinic/repository/jdbc/IdbcPetRepositoryImpl.java
create mode 100644 src/main/java/org/springframework/samples/petclinic/repository/jdbc/IdbcPetRowMapper.java
create mode 100644 src/main/java/org/springframework/samples/petclinic/repository/jdbc/JdbcPetVisitExtractor.java
create mode 100644 src/main/java/org/springframework/samples/petclinic/repository/jdbc/JdbcVetRepositoryImpl.java
create mode 100644 src/main/java/org/springframework/samples/petclinic/repository/jdbc/IdbcVisitRepositoryImpl.ja
create mode 100644 src/main/java/org/springframework/samples/petclinic/repository/jdbc/IdbcVisitRowMapper.java

After commit operation, we need to execute git push command:

F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>git push -u origin --all
Counting objects: 549, done.
Delta compression using up to 4 threads.
compressing objects: 1ee% (532/532), done.
iti j 100% (549/549), 1.36 MiB | 157.0@ KiB/s, done
Total 549 (delta 88), reused © (delta )
: Analyzing objects... (549/549) (7776 ms)
Storing packfile... done (112 ms)
Storing index... done (260 ms)
[To https://myvstutorials.visualstudio.com/_git/PetClinic-Git
* [new branch] master -> master
Branch master set up to track remote branch master from origin

F:\##MicrosoftAzureBook\Pre-Finals\spring-petclinic-master>




Continuous Integration with VSTS

Once the git push operation is successfully completed, go to VSTS and verify the files
available for Git project — now we have all the files available in the VSTS account:

& C' @ Secure | https//myvstutorials.visualstudio.com/ git/PetClinic-Git
J PetClinic-Git v Dashboards Code Work  Build &Release Test | &
@ PetClinic-Git v Files  History ~ Branches  Pull Requests
<
& PetClinic-Git ¥ master v PetClinic-Git / Type to find a file or folder...
.mvn/wrapper Contents  History
e Name T Last change

D bowerre mvn/wrapper + just now
[ .editorconfig - just now
D gitignore O bowerrc just now
[ springBeans [ editorconfig just now
O travisyml D) gitignore just now
{} bowerjson [ springBeans just now
0 mvw D travisyml just now
mvnw.cmd () bowerjson just now
< pom.xml D mviw just now
ws readme.md mvaw.cmd Just now
[ Readme.oct <> pomxml just now
[ sonar-project.properties we readmemd just now

[ Readme.txt just now

[ sonar-project.properties just now

& Clone

& Set up build

Comments

First Commit - amitpackt
First Commit - amitpackt
First Commit - amitpackt
First Commit - amitpackt
First Commit - amitpackt
First Commit - amitpackt
First Commit - amitpackt
First Commit - amitpackt
First Commit - amitpackt
First Commit - amitpackt
First Commit - amitpackt
First Commit - amitpackt
First Commit - amitpackt

First Commit - amitpackt

Go to the Build & Release section and click on +New definition:

~  Dashboards Code Work

Build & Release Test

Builds  Releases  Library Task Groups  Explorer

Build Definitions

Mine All Definitions Queued XAML

You can use a build definition to automate your build process.

The PetClinic-Git team project doesn't have any build definitions.

U Security @ Help

Build ID or build number P
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Select the Maven template for our Java-based project:

Dashboards Code Work Build & Release Test

Builds  Releases Library Task Groups  Explorer

Build Definitions « el O Security @ Help

Mine  All Definitions ~ Queued  XAML Create new build definition

You can use a build definil  Select a template

Build  Deployment

The Petclinic-Git team prg

Jenkins

Queue a Jenkins job and download its artifacts.

Maven

Build your Java projects and run tests with Apache Maven. This template requires Maven to
be installed on the build agent

NodeJ$ With Grunt (PREVIEW)
Build NodeJS applications using Grunt task runner

NodeJS With Gulp (PREVIEW)
Build NodeJS applications using Gulp task runner

Universal Windows Platform

& HHNB®

Build Universal Windows Platform applications using Visual Studio, This template requires
that Visual Studio and the Universal templates are installed on the build agent.

Empty
Start with » definition that has no steps.

m Cancel
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Select the Git repository:

Code

Work

Build & Release Test

Explorer

Dashboards
Builds ~ Releases  Library  Task Groups
Build Definitions
Mine All Definitions Queued XAML

You can use a build defini

The PetClinic-Git team prg

Create new build definition

Settings
Repository source

[
—]
PetClinic-Git GitHub Remote Git Subversion
Team Project Repository
Repository
4 PetClinic-Git

Default branch Petchm:'Glti

P master

[ Continuous integration (build whenever this branch is updated)

Default agent queue | manage queues [

Hosted -

Select folder

\ v Choose folder...

< Previous Create Cancel

>

O Security @ Help
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Check whether the tasks available in the Maven template are similar to the TFVC-based
build definition:

Dashboards

Code

Work

Build & Release  Test

Build Definitions /*
Build Options Repository  Variables

W save

+ Add build step...

Maven pom.xml
Maven
Copy Files

Publish Artifact: drop
Publish Build Artifacts

Triggers

General

Copy Files to: S(build.artifactstagingdirectory)

Retention

History

Maven pom.xml 4

n POM file
pom.xml

Options

package

4 JUnit Test Results

Publish to TFS/Team Services (@

Test Results Files

“TEST-*xml

Test Run Title

4 Code Coverage

Code Coverage Tool
= None

» Advanced

4 Code Analysis
Run SonarQube Analysis
Run Checkstyle
Run PMD

Run FindBugs
4 Control Options

Enabled rd

¥ New Build Editor: Want a build editor with task searching, drag-and-drop, and process-level parameters? Turn on the New Build Editor from Preview features under your profile menu. Learn more 2

not built @ Help

Version 1* ¥

@

o
@

o

@

o
@

@

o
©

o
@
o
@

o
@
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Click on the Save link and provide a name for the build definition:

Save

Name *

PetClinic-Git Build|

Description

Enter some description

Select folder *

\
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Check whether the build is saved and the name appears on the dashboard. Click on Queue
new build...:

Dashboards  Code  Work  Build & Release  Test

2§ New Build Editor: Want a build editor with task searching, drag-and-drop, and pracess-level parameters? Turn on the New Build Editor from Preview features under your profile menu. Learn more 2 =
Build Options Repository Variables Triggers General Retention History
-] 92
=+ Add build step.. Maven pom.xml e Version 1+ ¥
Viaven POM file o)
Maven pom.xml porm.xmi = N
Maven x -
Options
Copy Files to: $(build.artifactstagingdirectory)
Copy Files package
Publish Artifact: drop 4 JUnit Test Results
Publish Build Artifacts
Publish to TFS/Team Services @ 0]
Test Results Files 4 TEST-* xml 0}
, -~ O
Test Run Title '0)
@
4 Code Coverage
Code Coverage Tool None v @
» Advanced
4 Code Analysis
Run SonarQube Analysis 0!
Run Checkstyle @
Run PMD ®
Run FindBugs 0}
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Keep settings as default and click on OK:

' Dashboards Code Work Build & Release Test

F New Build Editor: Want a build editor with task searching, drag-and-drop, and pracess-level parameters? Tum on the New Build Editor from Preview features under your prafile menu. Lear mare 2 |

Build Definitions /- PetClinic-Git Build et

Build Options Repository Variables Triggers General Retention History

Summary U Security @ Help

] *? Undo
+ Add build step.. i T ' Version 1= ¥
Maven POM file
Maven pom.xml e sml 0}
Maven x
. Queue build for PetClinic-Git Build
Copy Files to: §(build.artifactstagingdirectory)
Copy Files
Queue
Publish Artifact: drop Hosted v |
Publish Build Artifacts
Branch
¥ master v ')
Mine  All branches  Tags o
=
@
‘ master ‘ fals= 1
—
v @
4 Code Analysis
Run SonarQube Analysis (] ®
Run Checkstyle (=] )
Run PMD (5] ®
Run FindBugs (m] @

4 Control Options

Enabled 173
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Click on the Get Sources section of the log and observe the Git-related operations:

PetClinic-Git Dashboards Code & Release Test

Builds  Releases Library Task Groups  Explorer

<
) Build not retained

PetClinic-Git Build / Build 201704261 / Build / Get Sources

+ Build 2017
v Build

& Edit build definition 57 Queue new build... " Release

' Download all logs as zip

 Initialize Agent

Initialize Job Get Sources
Get Sources Ran for 2 seconds (Hosted Agent), completed 24 seconds ago

Maven pom.xmi

Logs

tignlorartioe.

228, 28081207
.31440657
31948807
.32948737
54319997
60220712
60519117
.62719252
64791947
66691887
69093931

P Geb Sour

Copy Files to: ${build.artifactstagingdi..
2017-84-26T06:

2017-04-26T06:
2017-84-26T@6:
2017-64-26T86:
2017-94-26T@6:
2017-84-25T@5:
2017-04-26T06:
2017-84-26T@6:
2017-64-26T86:
2017-94-26T06:

Syncing repository: PetClinic-Git (TfsGit)

Prepending Path environment variable with directory containing 'git.exe'.
##[command]git version

##[command]git init "dr\a\l\s"

Initialized empty Git repository in d:/a/l/s/.git/

##[command]git remote add origin https://myvstutorials.visualstudio.com,
##[command]git config gc.aute @
##[conmand]git config --get-all http.https:
##[command]git config --get-all http.proxy
##[command]git -C http.extraheader="AUTHORIZATION: bearer *****r+*" fetch --tags --prune --progress origin
3 T remote:
21.9648539Z remote:
.96405397 remote:
.5645397 remote:
.96405397 remote:
.9645397 remote:
96405397 remote:
.96405397 remote:
.96485397 remote:
.96405397 remote:
.9645397 remote:
21.96506247 remote:
21.96506247 remote:
21.96506242 remote:
96506242 remote:

58:
58:
58:
58:
58:
58:
58:
58:
58:

v
v
v
v
+ Publish Artifact: drop
+ Post Job Cleanup

+ Finalize build it/PetClinic-Git

B B

+ Report build status

myvstuterials.visualstudio.com/ git/PetClinic-Git.extraheader

58:
58:
58:
58:
58:
58:
58:
58:
58:
58:
58:
58:
58:

2017-04-26T06:
2017-84-26T@6:
2017-84-26T86:
6 2017-84-26T06:
2017-84-25T@5:
2017-04-26T06:
2017-84-26T@6:
2017-64-26T86:
2017-94-26T@6:
2017-84-25T@5:
2017-04-26T06:
2017-84-26T@6:
2017-64-26T86:
2017-94-26T@6:

wSTs
VSTSVSTSY
USTSYSTSVST
VSTSVSTSVSTSV
VSTSVSTSY STSWS
TSVST
STSWS

VsTS
VSTSVS
VSTSVSTSwsTSVSTSVS

VS tSVSTSVSTSv
VS ESVSTSWST SVSTS
VS tSVSTSVSTSWSts  VSTSV
VSTSVST  SUSTSWSTs VSTSV
VSTSv STSWSTSVSTSVS
VSTSVSTSVST

VSTSVSTs

vsTs

Ty

Verify the Get Sources section when it is successfully completed:

V‘ PetClinic-Git Home Code Build & Release
Builds  Releases Library  Task Groups  Explorer
< - . . . P .
+ BUild 201612961 PetClinic-Git Build / Build 20161226.1 / Build / Get Sources
4+ Build & Edit build definition B Queue new build... ' Download all logs as zip

+/ Get Sources

I Get Sources
+ Maven pom.xml
' Copy Files to: §(build.artifactstagin.. Ran for 2 seconds (Hosted Agent), completed 26 seconds ago

+ Publish Artifact: drop Logs
+ Post Job Cleanup 142 2016-12-26T18:25:57.32848077 Resolving deltas: 188% (23/23), done.
143 2016-12-26T18:25:57.3851037Z From https://etutorialsworld.visualstudio.com/ git/PetClinic-Git
+ Finalize build 144 2016-12-26T18:25:57.3851037Z * [new branch] master -> origin/master
145 2016-12-26T18:25:57.38710327 ##[command]git checkout --progress --force beb2f4e76379f9efcdc55ac4alf90dc81863532b4
+ Report build status 146 2016-12-26T18:25:57.45987237 Note: checking out ‘beb2f4e76379f9%efcd4c55ac4al90dc81863532b4" .
147 2016-12-26T18:25:57.46287287
148 2016-12-26T18:25:57.4628728Z You are in 'detached HEAD' state. You can look around, make experimental
149 2016-12-26T18:25:57.46287287 changes and commit them, and you can discard any commits you make in this
156 2016-12-26T18:25:57.46287287 state without impacting any branches by performing another checkout.
151 20816-12-26T18:25:57.46287287
152 2016-12-26T18:25:57.4628728Z If you want to create a new branch to retain commits you create, you may
153 2016-12-26T18:25:57.4628728Z do so (n_ow or later) b u_sing -b with the checkout command again. Example:

155
156
157
158

2016-12-26T18:
2016-12-26T18:
2016-12-26T18:
2016-12-26T18:

:57.
:57.
:57.
:57.

46287287
46287281
46287281
46587237

git checkout -b <new-branch-name>

HEAD is now at beb2fde... First commit to Local Git for VSTS
##[section]Finishing: Get Sources

[
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The rest of the processes are the same as we described in the preceding section, where TFVC
is used as a repository.

In the next section, we will briefly cover task catalog and marketplace.

Task catalog and marketplace

In Build & Release, we can use many tasks after selecting a template. In the PetClinic
build, we have used the Maven template for the build execution. It has a predefined set of
tasks that needs to be executed. Based on the need, we can add more tasks from the task
logs in the build definition.

All tabs contain all the tasks available to perform specialized tasks for application life cycle
management:

x
Task catalog
.NET Core (PREVIEW)
Al Build, test and publish using dotnet core command- add
Build line,
Android Build (deprecated; use Gradle)
Build an Android app using Gradle and optionally Add
start the emulator for unit tests
Android Signing
® Sign and align Android APK files Add
_ Ant
~y Build with Apache Ant Add
g Archive Files
| Archive files using a variety of compression formats Add
such as .7z, rar, tar.gz, and zip.
>, Azure App Service Deploy
\ 7 Update Azure App Service using Web Deploy / Kudu Add
~ REST APIs
Azure App Service Manage (PREVIEW)
= Directs destination Azure App Service slof's traffic to Add >
(D) Don't see what you need? Check out our Marketplace. 2

[145]



Continuous Integration with VSTS

The Build tab in Task catalog contains tasks related to CI:

¢ .NET Core (PREVIEW): This builds, tests, and publishes using .NET core
command line

¢ Android Build (deprecated; use Gradle): This builds an Android app using
Gradle and optionally starts the emulator for unit tests

¢ Android Signing: This signs and aligns the Android APK files

e Ant: This builds with Apache Ant

¢ CMake: This builds with the CMake cross-platform build system
¢ Gradle: This builds using a Gradle wrapper script

e Grunt: This is the JavaScript Task Runner

¢ Gulp: This is the Node.js streaming task-based build system

¢ Index Sources & Publish Symbols: This indexes your source code and publishes
symbols to a file share

¢ Jenkins Queue Job: This queues a job on a Jenkins server
e Maven: This builds with Apache Maven
e MSBuild: This builds with MSBuild

¢ SonarQube for MSBuild - Begin Analysis: (Deprecated) This fetches the Quality
Profile from SonarQube to configure the analysis

¢ SonarQube for MSBuild - End Analysis: (Deprecated) This finishes the analysis
and uploads the results to SonarQube

e Visual Studio Build: This builds with MSBuild and sets the Visual Studio
version property

e Xamarin.Android: This builds an Android app with Xamarin

¢ Xamarin.iOS: This builds an iOS app with Xamarin on macOS

¢ Xcode Build: This builds an Xcode workspace on macOS

¢ Xcode Package iOS: This generates a . ipa file from Xcode build output
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Continuous Integration with VSTS

Task catalog

.NET Core (PREVIEW)
Al (11 Build, test and publish using dotnet core command- .
Build line.

Android Build (deprecated; use Gradle)

Test Build an Android app using Gradle and aptionally Add
start the emulator for unit tests
Package
Deploy Android Signing
® Sign and align Android APK files Add
W
_Ant
h_\ Build with Apache Ant Add
Chake
A Build with the CMake cross-platform build system Add
Gradle
;\ : P Add
Build using a Gradle wrapper script
Grunt
) - Add
The Javascript Task Runner
— GulD h
(D) Don't see what you need? Check out our Marketplace. 2

Close

The Utility tab in Task catalog contains tasks related to specific operations that need to be
performed for specialized tasks, as follows:

Archive files using a variety of compression formats such as .7z, .rar, .tar.qgz,
and .zip

Extract a variety of archive and compression files such as . 7z, .rar, .tar.gz,
and .zip

Run a command line with arguments

Run a windows . cmd or .bat script

Run a PowerShell script

Run a shell script using bash

Copy build artifacts to a staging folder

Copiy files from a source folder to a target folder

Use cURL to upload files with FTP, FTPS, SFTP, and HTTP
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e Upload FTP
e Delete files or folders
e Download artifacts produced by a Jenkins job

Task catalog

g Archive Files
All Il Archive files using a variety of compression formats
Build such as .7z, .rar, .tar.gz, and .zip.

Utility w— Batch Script

Test == Run a windows cmd or bat script and optionally Add
5

allow it to change the environment
Package

Deploy Command Line
)— Run a command line with arguments Add

Copy and Publish Build Artifacts

Copy build artifacts to a staging folder using Add
minimatch patterns and then publish them to the

server or a file share

|-

Copy Files

&

Copy files from source folder to target folder using Add
minimatch patterns {The minimatch patterns will
only match file paths, not folder paths)

cURL Upload Files

Use cURL to upload files with FTP, FTPS, SFTP, HTTP, Add
ana more.

curly

(D) Don't see what you need? Check out our Marketplace, 2

Close

The Test tab in Task catalog contains tasks related to testing related operations as follows:

e Run the load test in the cloud with VSTS

Run the Apache JMeter load test in cloud

Run a quick web performance test in the cloud with VSTS

Publish test results to VSTS/TES

Run coded Ul/Selenium/Functional tests on a set of machines (using Test Agent)
Run tests with Visual Studio test runner

Deploy and configure Test Agent to run tests on a set of machines

Test mobile apps with Xamarin Test Cloud using Xamarin.UlITest
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X
Task catalog
Cloud-based Apache JMeter Load Test
Al / Runs the Apache JMeter load test in cloud g
Buil
| Cloud-based Load Test
Utility . . . . d
ks Runs the load test in the cloud with Visual Studio g
Test Team Services
Package
g = Cloud-based Web Performance Test
Deploy Runs a quick web performance test in the cloud with Add
Visual Studio Team Services
{ Publish Code Coverage Results
L‘ Publish code coverage results to VSTS/TFS Add
Publish Test Results
&t Publish Test Results to VSTS/TFS Add
Run Functional Tests
Run Coded Ul/Selenium/Functional tests on a set of Add
machines (using Test Agent)
Visual Studio Test
A Run tests with Visual Studio test runner Add
(D) Don't see what you need? Check out our Marketplace. 2

The Package tab in Task catalog contains tasks related to packaging resources:

e CocoaPods is the dependency manager for Swift and Objective-C Cocoa projects
e Run pod install

Run the npm command

Install or restore missing NuGet packages

Create . nupkg outputs from .csproj or .nuspec files
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e Upload .nupkg files to a NuGet server
¢ Restore Xamarin components for the specified solution

X
Task catalog
CocoaPods
All CocoaPods is the dependency manager for Swift Add
Build and Objective-C Cocoa projects. Runs pod install
Utility npm
Test 0 Run a nprm command Add
Package
g . MNuGet Installer
Deploy Installs or restores missing NuGet packages Add
. NuGet Packager
Add

?ﬁf] Creates nupkg outputs from csproj or nuspec files

. MuGet Publisher
a‘ Uploads nupkg files to a NuGet server Add

Xamarin Component Restore
o Restores Xamarin components for the specified Ada

solution

(1) Don't see what you need? Check out our Marketplace, 2

Close

The Deploy tab in Task catalog contains tasks related to the deployment of the package to a
specific environment:

e Update Azure App Service using Web Deploy / Kudu REST APIs

¢ Run a Shell or Batch script with Azure CLI commands against an Azure
subscription

¢ Deploy an Azure Cloud Service

e Copy files to Azure blob or VM(s)

¢ Run a PowerShell script within an Azure environment
e Deploy, start, stop, and delete Azure Resource Groups
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Copiy files or build artifacts to a remote machine over SSH

Execute PowerShell scripts on remote machine(s)

Copy files to remote machine(s)

Deploy Azure SQL DB using DACPAC, or run scripts using SQLCMD

Run shell commands or a script on a remote machine using SSH

Task catalog

Azure App Service Deploy

A

All Update Azure App Service using Web Deploy / Kudu

Build REST APIs

Utility .. Azure App Service Manage (PREVIEW)

Test ?E-:,, Directs destination Azure App Service slot's traffic to
the source slot by performing swa

Package ye g P

Deploy Azure App Service: Classic (Deprecated)
Create or update Azure App Service using Azure
PowerShell

Azure CLI Preview

Run a Shell or Batch script with Azure CLI commands
against an azure subscription

Azure Cloud Service Deployment
Deploy an Azure Cloud Service

Azure File Copy
Eh‘_ Copy files to Azure blob or VM(s)
Azure Powershell
Run a PowerShell script within an Azure environment

(D Don't see what you need? Check out our Marketplace. 2

Add
Add
Add
Add

Add
Add

Add

Close
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In case we need tasks that are not available in the Task catalog, we can go to Marketplace
and utilize tasks available there.

Visit Marketplace at https://marketplace.visualstudio.com/search
?target=vsts&category=Build%$20and%20release&sortBy=Downloads.

C | & hitps//marketplaceisualstudio.com/search?target=vsts&category=Build%20and%20release&sortBy=Dou

o Visual Studio | Marketplace

Visual Studio Visual Studio Team Services Visual Studio Code Subscriptions Build your own
203 Results Showing: Build and release ~ Hosted On: Any v Price: Any v Sort By: Downloads
i Dq = docker
Package Manageme HockeyApp 1IS Web App Deploy Qctopus Deploy Bui Docker Integration Cordova Build
M K M K 0 £2.2K ! 17K & 15K

% ¥ J ¥ d FREE ¥ % ¥ 3 FREE % % % ¥ o FREE ¥ %k FREE % e ¥ ¥k FREE
- : B P
\ )y varqj Y ‘
Release Managemer Release Annotations Colin's ALM Corner E Replace Tokens GitVersion FTP Uploader
M La 14K o &13K Colin's ALM Cc &12¢ Guillaum & GitTools 4907 Janus Kamp Ha L.873

Ltility for yoloading fil=s

auild exten

Jtility tacke for Releace

To build your own task visit https://www.visualstudio.com/en-us/doc

s/integrate/extensions/overview.
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Continuous Integration with VSTS

Summary

It is always better to fail at an early stage and recover sooner. In the case of application life
cycle management, if we find issues at early stages, then we get more time to fix them,
while severity and dependencies are less complex and can be easily sorted out.

Continuous effort — not strength or intelligence — is the key to unlocking our potential.
—Winston Churchill

In this chapter, we covered CI for a Java-based web application.

After configuring and executing CI for the PetClinic project, where code is shared via
TFVC repository, the next step should be to create a deployment environment. The
deployment environment can be a development, QA, staging, or production environment.

In the next chapter, we will create Microsoft Azure Web Apps (Azure App Service),
configure Azure web app with programming language specific settings (in our case
configuration related to Java application), create and configure — Dev, QA, UAT, Staging,
and Prod, for isolated environment, cost benefit, and warmed up environment for
application deployment.

We will also cover getting and changing deployment credentials for FTP for specific Azure
Web Apps, basic monitoring of Azure Web Apps, configuring role-based access for secure
access of Azure Web Apps, and scaling of Azure Web Apps resources. We will also look at
Microsoft Azure Web Apps properties and Microsoft Azure Web Apps — App Service Plan
in brief too.

Individual commitment to a group effort — that is what makes a team work, a company
work, a society work, a civilization work.
— Vince Lombardi

Hence, the development and QA team's efforts covered us until now and the operation
team's efforts in the coming chapters help to make changes in the existing culture.

We need to understand the fact that change doesn't come overnight, and expecting a
mindset change in a day or a week is not feasible.
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Continuous Development with
Microsoft Azure Web Apps

Most people overestimate what they can do in one year and underestimate what they can
do in ten years.

—Bill Gates

The Microsoft Azure App Service is a PaaS offering from Microsoft and it has an easy
learning curve. In this chapter, we will discuss App Service (Microsoft Azure Web Apps) in
detail. Web Apps are used to deploy applications in the process of CD and continuous
development. It covers how we can create different web applications for environments that
can be used to deploy web applications with cost benefits and isolation too. It also covers a
brief description on providing secure access to all resources using role-based access that is
significant from the security and governance perspective.

In this chapter, we'll cover the following topics:

¢ Creating Azure Web Apps

¢ Configuring Web Apps with programming language specific settings
¢ Deployment slots — development, QA, UAT, staging, and production
¢ Deployment credentials management for FTP

¢ Monitoring Azure Web Apps

¢ Configuring role-based access for secure access of Azure Web Apps

e Scaling Azure Web Apps

e Basic tasks to manage Azure Web Apps



Continuous Development with Microsoft Azure Web Apps

Creating Azure Web Apps

Azure Web Apps is an App Service by Microsoft that can be used to deploy Java, ASP.NET,
Node.js, PHP, and Python-based business web applications. The PaaS model comes with
less management in the context of managing underlying resources. Hence, we need not
worry about the infrastructure and we can focus on the innovations and improvements in
the application logic.

App Service can be easily used in DevOps practices. VSTS can be used for continuous
integration and CD or deployment using different tasks and different ways. VSTS has tasks
for the application deployment in Azure App Service.

Azure Web Apps can scale and be made available in different geographies using manual
and scheduled scaling operations and traffic manager simultaneously. The underlying
resources can be based on Linux (in preview) or Windows and it provides this option while
creating a web application. There are multiple pricing tiers available with different features
and capacities to host web applications:

e Free: Try this for implementing Proof of Concept (POC)

e Shared: This is for basic web application or static websites

e Basic: This is suitable for the development/test environment

e Standard: This is suitable for web and mobile applications in the production
environment

e Premium: This is suitable for enterprise scale and integration; it is the most
expensive

For more details, go to App Service pricing: https://azure.microsoft.c
om/en-us/pricing/details/app-service/.

View full details for ASP: https://azure.microsoft.com/en-us/pricin
g/details/app-service/plans/.

Let's create our very first Azure web application:

1. Go to portal.azure.comand click on App Services. If the App Services menu
item is not available in the left-hand sidebar, then click on More services at the
bottom of the sidebar. Find App Services in the Filter and click on the star icon. It
will be available in the left-hand sidebar now. We can also use search.

2. Click on the +Add link:
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Continuous Development with Microsoft Azure Web Apps

. mitesh.soni83@outlo... (M
ZpEiSeaces @ @ MITESHSONIS30UTLOOK (DE... Qi
App Services # _ X

fault Directory)
Columns 0 Refresh

Subscriptions: Visual Studio Enterprise with MSDN — Don't see a subscription? Switch directories

Resource groups
Filter by name...

All resources 0items

NAME STATUS APP TYPE APP SERVICEPLAN ~ LOCATION SUBSCRIPTION
Recent

No App Services to display
App Services

= sqL databases

% Virtual machines
Virtual machines (cla...
Cloud services (classic)

Subscriptions

5QL servers

3. A pane with different options to create a web application will be opened. In our
case, we will use an internal database, which is available with a sample
application, so we don't need database still for understanding and
demonstration, we will select the Web App + SQL template to create our Azure
web application. Click on Create:

App Services > Web + Mobile 0 [? A OIO) mitesh.soni83@outlo... ()

MITESHSONIS30UTLOOK (DE... Qi
Web + Mobile A _ 0O X

Y Filter

Resource groups ‘ pel ‘5&?’(“ Web + Mabile

252 All resources

Recent

Web App + SQL

) Microsoft
App Services

- Enjoy secure and flexible development, deployment, and scaling
SQL databases .
options for your web app plus a SQL database.

S Virtual machines

Virtual machines (classic)

Cloud services (classic)

Subscriptions

Web Apps Mare
SQL servers -
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4. Give a name to the web application, select existing Resource Group, and keep the
default setting in App Service plan/Location:

App Services > Web + Mobile > Web App + SQL

Web App + SQL

Resource groups * App name

MyPetClinic v

All resources .azurewebsites.net

* Subscription

izt Visual Studio Enterprise with MSDN v

App Services * Resource Group @
Create new (@ Use existing

SQL databases eTutorialsWorld e

Virtual machines )
* App Service plan/Location

ServicePlan915ae612-a073(South...

Virtual machines (classic)

Cloud services (classic)
Pin to dashboard

Automation options

Subscriptions

=)
-~ SQL servers

5. As we selected Web App + SQL, we need to select or create an Azure SQL
Database.

Click on Create a new database. Provide a name for the SQL database, Pricing
tier, and Target server on which the SQL database will be available:
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Web App + SQL —

* Resource Group @

Create new (@ Use existing

eTutorialsWorld

* App Service plan/Location

ServicePlan915ae612-a073(South...

* SQL Database
Configure required settings

Application Insights @

Pin to dashboard

]

X

Database

Create a new database

No databases found

SQL Database

* Name
petclinic-temp v
Pricing tier >
S0 Standard
* Target server
>

Configure required settings

* Collation @
SQL_Latin1_General_CP1_CI_AS

6. Asno Target server is available, click on Create a new server. Provide a Server
name, Server admin login, Password, and Location. Click on Select:

SQL Database

|

X

Server

B

X

New server

LT

<+ & B @ o0 & ©

20

* Name

petclinic-temp

Pricing tier

SO Standard

* Target server
Configure required settings

* Collation @
SQL_Latin1_General_CP1_CI_AS

Create a new server

No servers found

* Server name
petclinic-temp v
.database.windows.net
* Server admin login

mitesh51 v
* Password
v
* Confirm password
* Location
| East Asid v

Allow azure services to access server @
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7. Verify that the newly configured server details are available in the Target server
field. Click on Select:

Web App + SQL Database SQL Database

* * N
) Resource Group @ Create a new database ame
Create new (8 Use existing petclinic-temp v
] eTutorials\World v
s No databases found
Pricing tier >
o) * App Service plan/Location 5 50 Standard
ServicePlan915ae612-a073(South...
‘ * Target server 3
petclinic-temp (East Asia)
*
- | SQL Database 5

Configure required settings * Collation @

& SOL_Latin1_General CP1_CI_AS

Application Insights @ on m

a
ka2
Pin to dashboard
-
b Y

Web App + SQL

* Resource Group @

Create new (@ Use existing

eTutorialsWorld v

* App Service plan/Location >
ServicePlan915ae612-a073(South...

* SQL Database 5
petclinic-temp

Application Insights @ on m

Pin to dashboard
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9. In the notification section, click on the existing activity to verify the status of your
web application creation:

Microsoft. WebSiteSQLDatabased180abd9-9548

@ Cancel O Refresh

0 Deploying

Summary
[ L] DEPLOYMENT DATE 06/12/2016, 23:09:44
L) STATUS Deploying
= DURATION 1 second
- RESOURCE GROUP eTutorialsWorlc
RELATED Events

NO DEPLOYMENT QUTPUTS

Lo
@ Qutputs

Inputs =
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10. Wait for few minutes and get your first Azure web application ready in the App
Services section:

: mitesh.soni83@outlo... (M
App Services [? @ @ ® MITESHSONIS30UTLOOK (DE. QP
# _ X

Columns O Refresh

Resource groups

All resources 1 items

c Recent

. App Services

NAME STATUS APP TYPE APP SERVICEPLAN  LOCATION SUBSCRIPTION

MyPetClinic Running ‘Web app ServicePlan915a. South Central US  Visual Studio Ent.

5 SQL databases
! Virtual machines
@ Virtual machines (cla...

’ Cloud services (classic)

? Subscriptions

-
sat,  SQL servers

11. Select the MyPetClinic Azure web application in the App Services section.
After creating a web application in Azure App Service, we will use it for
application deployment.
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In the Overview section, we can get details on Resource group, Status, Location,
Subscription name, Subscription ID, URL of web application, and App Service
plan/pricing tier associated with the Azure web application, username to access
Azure web application resources using FTP, FTP hostname, and FTPS hostname.
Click on the URL to visit the Home page of the Azure web application:

[4 Browse M Stop ) Restart [ Delete
L Search (Ctri+/) Essentials A
LT
Cverview
Status
e =] Activity log Running
Location FTR/deployment username
M Access control (JAM) South Central US MyPetClinic\mitesh51
. FTP hostname
& Tags rprise with MSDN ftp://waws-prod-sn1-069.ftip.azurewebsites...
-
ke FTPS name
}( Diagnose and solve problems ] ftps://waws-prod-sn1-069.ftp.azurewebsite...
[®l
APP DEPLOYMENT Monitoring
Quickstart Requests and errors
Deployment credentials
f Deployment slots
80
=
=] 48 Deployment options
=3 B% Continuous Delivery (Preview) ~

No available data.
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12. This is Azure web application with the default setting:

(6] ‘ @ mypetclinic.azurewebsites.net ﬁ| 0o :

This web app has been
successfully created

There's nothing here yet, but Microsoft
Azure makes it simple to publish
content with GIT, FTP er your favorite
development tool such as Visual Studio,
Visual Studio Online or WebMatrix

Tell me more (3

To know more about Azure App Service, visit https://docs.microsoft.

com/en—-in/azure/app-service/.

Hence, we created Azure web application successfully with default settings. We have a
sample Java-based web application so we need to tune Azure web application to provide
the execution environment for the Java-based web application. In the next section, we will
configure Azure web application with programming language specific settings.

Configuring Web Apps with programming
language specific settings

Now, once we have created web application, we can configure it based on our needs. For
example, we need to configure the web application based on a 32-bit or 64-bit platform,
programming language, and so on.
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Continuous Development with Microsoft Azure Web Apps

1. Go to Azure web application in the Microsoft Azure portal.

2. Search for Application settings and click on it. It will open a General settings
pane. Here we can configure the application runtime environment. There are
different options available for configuration such as .NET Framework version,
PHP version, Java version, Python version, and Platform:

=== MyPetClinic - Application settings

,C' Application

Overview

SETTINGS

= Application settings

MONITORING
? Application Insights

Diagnostics logs

General settings

NET Framework version @ V4.6 v
PHP version @ 5.6 A
Java version @ Off ~
Python version @ Off w
Platform @ m 64-bit

Web sockets @ m on

Always On @ m on

Managed Pipeline Version Integrated JelFHls

Affinity Cookie, state-full applications should keep the Affinity Cookie turned on for

o You can improve the performance of your state-less applications by turning off the [
increased compatibility. Click to learm more.
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3. We are going to deploy a Java-based application, hence we will configure Java
settings in this web application.
Select Java 8 in the Java version field:

General settings

MET Framework version @ vd.6 w |
PHP version @ | 5.6 v |
Java version @ | Java & v |
&
Off
Java Minor version @ Java 7

Web container @ Newest Tomcat 8.5 hd

Python version @ | Off v

Platform @ 32-bit m
Web sockets @ on

Always On @ Off

Managed Pipeline Version Integrated elERl

4. Select Newest in the Java Minor version field:

Java version @ Java 8 v
Java Minor version @ | Newest v
1.2.0_25%
Web container @ 1.8.0_60
1.8.0.73
Python version @ 180111
Zulu-1.8.0_92
Zulu-1.8.0_102

Platform @

5. In Web container, select Newest Tomcat 8.5:

[165 ]



Continuous Development with Microsoft Azure Web Apps

Java version @ Java & h

Java Minor version @ Mewest v

Web container @ Mewest Tomcat 8.5 v
Tomcat 7.0.50

Python version @ Tomcat 7.0.62

Newest Tomcat 7.0

Tomcat 8.0.23

MNewest Tomcat 8.0

Tomcat 8.5.6

Newest Tomcat 8.5 k,
Jetty 9.1.0v20131115

Always On @ MNewest Jetty 9.1

Jetty 9.3.13.v20161014

Newest Jetty 9.3

Platform @

Web sockets @

Managed Pipeline Version

6. Select a 32-bit or 64-bit environment as Platform. Free and Shared pricing tiers
can host a 32-bit environment only. The web application pricing tier has to be
Basic or Standard for a 64-bit environment.

7. Enable the Always On switch for Azure Web Apps as they are unloaded if they
are idle for some time, to conserve resources. If we enable this Always On switch,
then web application will be loaded irrespective of the idle time.

=== MyPetClinic - Application settings

H Save ¥ Discard

 Application ol General settings
LT
Cverview MET Framework version @ | 4.6 W |
a SETTINGS PHP version @ | 5.6 v |
. = application settings Java version @ | Java 8 w |
— Java Minor version @ | Newest w |
s MONITORING
W ner . o
e @ application Insights Web container @ Newest Tomeat 8.5 h
@ ' Diagnostics logs Python version @ | v |
A tian events Platform @ 32-bit m
L ]
Web sockets @ m on
Always On @ off m
-
s,
Managed Pipeline Version Integrated [elE40
=
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8. For a stateless application, we can keep the ARR Affinity switch off for better
performance.

Application Request Routing (ARR) is an IIS extension to manage traffic between
users and active instances by keeping track of users. This affinity cookie keeps
track of subsequent requests to manage requests and the requests are served by
the same instance. Request client and server instance will communicate as long as
a session is active. However, in the case of stateless applications, we need not keep
track of subsequent requests as the requests can be served by any instance and
there are no dependencies on data available on a specific instance.

9. Click on Save:

=== MyPetClinic - Application settings

H Save M Discard

L application x You can improve the performance of your state-less applications by turning off the 4
L) o Affinity Cookie, state-full applications should keep the Affinity Cookie turned on for
increased compatibility. Click to learn more,
Overview
ARR Affinity m on
e SETTINGS
= Application settings A -
. Auto swap destinations cannot be configured from production slot
-
- MONITORING Auto Swap off -
) PR
(] v Application Insights Auto Swap Slot |
a Diagnostics logs
Debugging
. Remote debugging
? Remote Visual Studio version
-
b,
B App settings

WEBSITE_NODE_DEFAULT V... 447 Slot setting o
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10. Visit the Azure web application URL and now we can see a Java-based
environment available; hence, we can deploy a Java web application:

(= ‘@ mypetclinic.azurewebsites.net ‘i}| D :

This Java based web application
has been successfully created

There's nothing here yet, but Microsoft
Azure makes it simple to publish
content with GIT and FTP

Tell me more (3)

Java Property Value

Jjava.version 1.8.0_102

java.vendor Azul Systems, Inc.

os.arch amd64

catalina.base D:\Program Files (x86)\apache-tomcat-8.5.6
user.timezone GMT

We have successfully configured Azure Web Apps with Java settings. In next section, we
will discuss how deployment slots can be created.

Deployment slots — development, QA, UAT,
staging, and production

App Service or Azure Web Apps is a main or production slot. In the Standard and Premium
tiers, we can create deployment slots other than the main slot to deploy an application.

We can use deployment slots for different environments before deploying an application
into the main slot.
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Slots are not different from a live web application. They have their own set of content,
configurations, and hostnames. We can swap slots to roll back failures too.

1. In the Azure portal, go to the MyPetClinic Azure web application.
2. In the APP DEPLOYMENT category, click on the Deployment slots option:

~ .
a1, MyPetClinic - Deployment slots

= Addsiot 4,

NAME STATUS APP SERVICE PLAN
Cverview
You haven't added any deployment slots. Click ADD SLOT to get started.
0 =] Activity log
’ M Access contral (I1AM)
Tags
-
b
# Diagnose and solve problems
=
APP DEPLOYMENT
Quickstart
Deployment credentials
f Deployment slots
-
= i Deployment options
= % Continuous Delivery (Preview) T
[

[169 ]



Continuous Development with Microsoft Azure Web Apps

3. Click on +Add Slot.
4. Provide a Name for the new slot and select Configuration Source:

¢ Don't clone configuration from an existing slot
e mypetclinic

Select mypetclinic, and all the configuration which is available in that Azure web
application (main or production slot) will be done in a new slot. Click on OK:

linic - Deployment slots Add a slot

= Add Slot

Depleyment slots let you deploy different

NAME STATUS APP SERVICEPLAN versions of your web app to different URLs.
Querview You can test a certain version and then
You haven't added any deployment slots. Click ADD SLOT to get started. swap content and configuration between
=] Activity log slots,
*
aha Access control (JAM) Name @
dev v
& oo
Configuration Source
¥ Diagnose and solve problems l mypetclinic - J

Don't clone configuration from an existing-4lot

APP DEPLOYMENT
Quickstart
Deployment credentials
Deployment slots

1% Deployment aptions

B2 continuous Delivery (Preview) ™ “
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5. In the normal scenario, we have different environments for application
deployment. Examples include, QA, User Acceptance Testing (UAT), and
staging. We can manage them using slots in Azure App Services. Create qa, uat,
stage, or any other slot, based on requirements. Click on the dev slot and it will

open up a side pane:

Iiil MyPetClinic - Deployment slots

Overview
=] Activity log
D)
M Access control (JAM)
‘ Tags

% Diagnose and solve problems

APP DEPLOYMENT
Quickstart
Deployment credentials
Deployment slots

-E}- Deployment options

B4 Continuous Delivery (Preview) 7

NAME

mypetclinic-dev

mypetclinic-ga

mypetclinic-uat

mypetclinic-stage

STATUS

Running

Running

Running

Running

bl Make sure you're running with a Standard or Premium plan before adding a slot.

APP SERVICE PLAN

ServicePlan915ae612-a073

ServicePlan915ae612-a073

ServicePlan915ae612-a073

ServicePlan915ae612-a073
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As we can see, it is same as a normal web application. All settings and
configurations and everything are the same as are available in a normal Azure
web application.

[4 Browse M Siop % swap () Restart [ Delete

Search (Ctri+/)

ws-prod-sn1-069.ftp.azurewebsites...

tname

Overview | [waws-prod-sn1-069.fip.azurewebsite...
B Activity log Manitoring
M Access contral [JAM) Reguests and errors
' Tags

74 Diagnose and solve problems

APP DEPLOYMENT cn

Quickstart
No available data.
Deployment credentials

Deployment slots

-[!} Deployment options 22:45 23 2315 23:30

HTTP SERVER ERRORS REQUESTS
B% Continuous Delivery (Preview)
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6. Click on App Service plan of the web application. It will show how many apps
and slots are running on the same ASP.

We can change the ASP for a specific slot:

‘a ServicePlan915ae612-a073 ‘a Apps / Slots
App Service plan ServicePland15ae612-a073
@ Delete
P Ssearch (Ctri+/) Essentials A~
LTl
Res Pricing Tier NAME TYPE
. overview el Standard: 1 Small
Statu Apps / Slots
° =] Activity log Ready MYPETCLINIC
Location
. M Access control (IAM) South Central US MyPetClinic Web app
& Tags i t dev slof
-
P
¥ Diagnose and solve problems E 1 qa Slot
@
- uat slol
RESOURCE MANAGEMENT Monitoring
g stage slof
& Locks CPU Percentage and Memory Percentage
@ .
= Automation script -
GENERAL
' Properties
| - /
® 1

Remember that a slot is a separate live web application running on the
ASP.

We can have different settings for slots other than the main slots. We can select different
repositories and deployments on the slots and manage them in isolation.

We can swap slots with each other. It helps to get warmed up and verify slots for
production rather than providing fresh deployment on production. We can verify slots with
production and the transition is seamless. Apparently, it changes only the pointer while
requesting the slot.

There are a few settings in a slot that can be swapped such as General settings —such as
Java version, Platform, Web sockets, Always On, App settings, Connection strings, and
monitoring and diagnostic settings. We can configure App settings and Connection strings
to stick to a slot, so, even when we swap the slot, those settings won't be swapped; for
example: database settings, publishing endpoints, and SSL certificates.
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Deployment credentials management for
FTP

We can connect to Azure web application with FTP also. We can configure FTP tasks in the
VSTS for the deployment of a package file.

Perform the following steps to get FTP-related details:

1. In the Overview section of the Azure web application we have created, copy FTP
hostname or FTPS hostname.

2. Click on More.

3. Select Get publish profile. It will download a file that has details about FTP
username and password, which is constant and can be used for FTP connection.

A _ 0O X

[2 Browse M Stop <, swap () Restart [ Delete =« More

Essentials ~ i Get publish profile “

c) Reset publish profile Get publish profile

Qverview

Status

B Activity log Running Standa \
Location FTP/deployment username
sMa Access control (IAM) South Central US MyPetClinic\mitesh51

FTP hastname

& Tags t ftp ws-prod-sn1-069.ftp.azurewebsites...
Subscription ID FTP: tname
3 Diagnose and solve problems L | f aws-prod-sn1-069 ftp.azurewebsite...
APP DEPLOYMENT Monitoring
Quickstart Requests and errors

Deployment credentials

Deployment slots

w

¥ Deployment options

% Continuous Delivery (Preview) ¥ 2
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4. To set user specific FTP credentials, click on Deployment credentials, set
username, and password:

- MyPetClinic - Deployment credentials

5 Mew name and pESSWGI’(l

Git and FTP can't authenticate using the account you're signed in with, so create a new user name
and password to use with those technologies

Overview

=] Activity log Use this user name and password to deploy to any apps for all subscriptions associated with your
Microsoft Azure account

.
im Access control (IAM)
i (AM) * FTP/deployment username @

e ©

& Tags mitesh51
-
£
* jord
3 Diagnose and solve problems Password @
=
B DEPLOYM .
@ APR DEPLOYMENT * Confirm password
Quickstart
Deployment credentials
? Deployment slots
-
= i Deployment options
= 4 Continucus Delivery (Preview) ~

This username and password is for all subscriptions associated with the Microsoft Azure
account, while the username and password in the publish profile file are per-site.

In the next section, we will cover the basic monitoring capabilities available in the Azure
portal.
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Azure Web Apps monitoring

Azure Web Apps provides the easy-to-analyze Monitoring section on the App Service
dashboard itself. It gives basic details on the number of requests and errors. We can also
customize based on available options by clicking on Edit:

1. In the Overview section of our web application, observe the Monitoring chart. It
shows Requests and errors:

. MyPetClinic

[/ Browse M stop %y swap ) Restart [ Delete

with MSDN ftp:/fwaws-prod-sn1-069.ftp.azurewsbsites...

M Search (Ctri+/)

Cverview

o Monitoring
=] Activity log

. Requests and errors
zm Access control {IAM)

& Tags 2

K Diagnose and solve problems

o

APP DEPLOYMENT

o

Quickstart

Deployment credentials 5

Deployment slots a M l

22:45 23 2315 2330
HTTP SERVER ERRORS REQUESTS

i Continuous Delivery [Preview) | 0 2 3

i Deployment options

2. Select Time Range, Chart type, and the details we need to monitor in the chart.
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3. Click on OK, and observe the change in the bar chart:

Metric — O X Edit Chart
MyPetClinic
o= add alert .~ Diagnostic seit # edit chart
Http 2xx, Http 3xx and 5 more metrics past hour Time Range
12 pasthour| today pastweek custom
10
Chart type @
8

6

Average Response Time

Average memory working set

CPU Time

/\ M

| REQUESTS | HTTP SERVER ERRORS HTTP 404 H_T 403 | HTTP 401 DataIn

1

METRIC AVERAGE MINIMUM MAXIMUM TOTAL Http 23

Data Qut

Http 2ux 039 ] 12 22 Http 3xx

Http 401

Http 3xx o 0 0 0

Hitp 401 0 0 0 0

We configured Azure web application with basic settings. In the next section, we will
configure the role-based access for secure access of Azure Web Apps.

Configuring role-based access for secure
access of Azure Web Apps

Microsoft Azure Role-Based Access Control (RBAC) provides role-based authorization to
access specific Azure resources or resource group. With Azure RBAC, we can provide
access to resources based on need. For example, server-side developers get access to
resources that are used to host the web application; the testing team will have access to only
testing-related resources available in the Azure portal; the database team will have access to
the SQL database.
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There are three basic roles:

e Owner: This has full access to all resources

¢ Contributor: This is to create and manage all resources, but it has no privilege to
grant access to others

e Reader: This is to view available resources

A few important things to note:

Microsoft Azure subscription has one Azure Active Directory (Azure AD)
that has many users, groups, and applications associated with it.

We can grant access to users and groups for available Azure resources at
three different levels:

e Subscription

e Resource groups (It may contain multiple resources such as
virtual machines, SQL databases, and Azure Web Apps)

e Individual resources such as Azure Web Apps

Let's configure our Azure web application with Azure AD so it can be accessible to the
users who are allowed to access it and also configure role-based access to users:

1. Go to Azure App Services and click on the MyPetClinic web application.
2. Click on the Access control (IAM).

3. It will give the list of users who have the Owner role. We need to add users so
click on the +Add link to add the users.
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4. Select a role as Contributor:

D MyPetClinic - Access control (IAM) Add access
A vice MyPetClinic
e Roles
Ay Select a role
You can control access to your Azure resources using built-in roles or your own 1 PO, v
custom rolss. You can also use groups in your Azure Active Diractory to contral ontributer
Overview access. Learn more
Activity log
[ = ies 2 Add users 5
USER ROLE ACCESS N Jected
® i Access contral (1AM) one selects
& oo MiteshS Owner Inherited
- ouﬂuck com
=
3 Diagnose and solve problems Subscription admins Owmer Inherited
el
APP DEPLOYMENT
Quickstart
®
Deployment credentials
* Deployment slots
-
£ 48 Deployment options
% Continuous Delivery (Preview) 7 “
® «

5. It will open a pane with users; search for the user we want to give access to. Select
it and click on Select:

Add access O X dd users
+ Invite
Select @
L 1 Select a role W, mitesh v

Contributor

2 Add users 5

None selected

]

Selected
MST
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6. Verify the newly added user in the list of Access control (IAM). The user can
manage Azure web application as they are given Contributor rights:

D MyPetClinic - Access contraol (IAM)

e Roles

Subscriptions: Visual Studio Enterprise with L search (Ctri+/)
) MSDN — Don't see a subscription?
- You can control access to your Azure resources using built-in roles or yourown &
custom roles. You can also use groups in your Azura Active Directary to control
Overview access. Learn more
© 1 ftems B activity log
NAME v . USER ROLE ACCESS
& 2 Access control (IAM)
MyPetClinic aee & Togs Miteshs owner Inherited
- N 2 outlook.com
=
¥ Diagnose and solve problems
- MsT Contributor Assigned
L] @ outlook.com
APP DEPLOYMENT
[} Subscription admins Owner Inherited
Quickstart
Deployment credentials
t Deployment slots
-
i 48 Deployment options
2 Continuous Delivery (Preview) T
&
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Let's see how to configure Azure web application, so access to the application can be
restricted to specific users only available in the Azure AD:

1. In the SETTINGS section, click on Authentication / Authorization. App Service
Authentication is Off by default. Enable App Service Authentication by
switching it On:

? MyPetClinic - Authentication / Authorization

M Search (Ctrl+/)

Authentication / Authorization

ne
% Deployment options -
HH J Authentication / Autheorization is a turn key solution that lets you control access to
% Continuous Delivery (Preview) your app
SETTINGS App Service Authentication
© KN -
= Application settings
-
e
Authentication / Authorization
=
@ Backups
@ Em Custom domains
s ) SSL certificates
L 4 %% Networking
ﬁu 7 Scale up (App Service plan)
7 scale out (App Service plan)
=
a

2. In Authentication Providers, select Azure Active Directory. In the next pane,
select Express in Management mode.

3. Select Create New AD App as we haven't created any app in Azure AD to map it
with Azure web application.

4. Provide the name of the application for Azure AD and click on OK:
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Authentication / Authorization
These settings allow users to sign in with Azure Active Directory. Click here to learn 5
more.
Authentication / Authorization is a turn key solution that lets you control access to
J your app
Management mode @ Off Advancec

App Service Authentication

Express mode allows user to create an AD Application or select an existing AD
application in your current Active Directory.
Action to take when request is not authenticated

Allow Anonymous requests (no action) v
Current Active Directory

Authentication Providers ‘

Managementmode®  [EERIYERPRYRRY ceiec g
Azure Active Directory 5 g (== CETAR Y Select Existing AD App

Not Configured

* Create App
MyPetcCl
H facebook > yrercinie
Not Configured
H coogle 5
Not Configured “

5. Observe the value in the Action to take when request is not authenticated
label. Allow Anonymous requests (no action) is the selected value:

H save ¥ Discard

o Authentication / Authorization

i Deployment options -
a Authentication / Authorization is a turn key solution that lets you control access to

% Continuous Delivery (Preview) your app

SETTINGS App Service Authentication
® o I
= Application settings

-
s Action to take when request is not authenticated
Authentication / Authorization

Allow Anonymous requests (ne action) w
[®l
@ Backups
e ] Authentication Providers
BE® Custom domains
Azure Active Directory >
& ) SsLcertificates Configured (Express Mode : Create)
? < Networking II Facebook >
2 ) ) Not Configured
Scale up (App Service plan)
4 Scale out (App Service plan) - ] Google >
= Mot Configured
[ —
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6. Change the value to Log in with Azure Active Directory and save the
configuration:

? MyPetClinic - Authentication / Authorization

Hsave X Discard

o 72 Search (Cl+/) Authentication / Authorization

i Deployment options -
Authentication / Authorization is a turn key solution that lets you control access to
your app

s Continuous Delivery (Preview)

SETTINGS App Service Authentication

@
° I EN

= Application settings

= Action to take when request is not authenticated
Authentication / Authorization ‘ Log in with Azure Active Directory v
&
& Backups
a Authentication Providers
BS Custom domains
Azure Active Directary >
& ) ssLcertificates Configured (Express : Existing App)
f @ MNetworking [ f] Facebook N
- o Not Configured
- Scale up (App Service plan)
4 scale out (App Service plan) . ] Google >
= Not Configured

7. Visit the Azure web application URL and we will be redirected towards the login
page and not the web application home page.

Give a valid e-mail and password configured in Azure AD and access the Azure
web application:
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= L ¥ - 8 X

MyPetClinic

Work or school, or personal Microsoft account

Email or phone

Password

) Keep me signed in

Can't access your account?

© 2016 Microsoft B Microsoft

Terms of use  Privacy & Cookies

In this section, we covered how to provide the required access to the Azure web application
resources to specific users and also how to restrict access to the Azure web application itself
for users using Azure AD. In the next section, we will cover how to scale Azure Web Apps
resources so the requests load can be managed efficiently.

Scaling Azure Web Apps

The scaling up and down or scaling in and out operations are required to effectively utilize
underlying resources based on the requirements. For example, for an online shopping
website, we can predict that it will have a huge number of requests during festival days. It
may have a moderate number of requests on normal weekdays. In such a scenario, it is
better to keep more resources available to manage user requests and decrease the number of
resources on normal days. If we can automate this scale in and scale out operation, then it is
the best utilization of resources and customers also won't face any issues.

Both the operations are performed on the ASP.
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Scaling up and down

In this option, we can increase the number of cores, RAM, storage, the number of instances,
slots, backup, and other services.

To scale up, go to Azure web application and select Scale up (App Service plan).

The selected pricing tier will have a blue border around it. Change the higher pricing tier
based on your requirements. Click on Select:

App Services > MpyPetClinic » Choose your pricing tier

Ny MyPetCl.. # — |O X Choose your pricing tier

Browse the and their features

App Service Environments are available in the Premium tier. They offer even greater scale
options, private access, and more.

L Search (Ctri+/) % Recommended | View all
1 Core 2 Care 4 Core
& Backups
1.75 GBRAM 3.5 GBRAM 7 GBRAM
B8 Custom domains
> BizTalk Services i BizTalk Services 7 BizTalk Services
O ssicertificates ™ 250GB ™ 250GB = 250GB
Storage Storage Storage
3 Networking A Upto 20instances * /" Upto 20 instances * /" Up to 20 instances *
Subject to availability Subject to availability Subject to availability
. 20 slots 20 slots 20 slots
2 Scale up (App Service plan) =  Web app staging =  Webappstaging =  Webappstaging
50 times daily 50 times daily 50 times daily
7 scale out (App Service plan) ~J Backup = Backup =] Backup
Traffic Manager Traffic Manager Traffic Manager
- Geo availability Geo availability Geo availability
U SeCJ”t}‘ Scaﬂnlﬂg 0 availability 0 avallability 0 avallability
——— 13,411.53 26,823.06 53,646.12
Push 51 Standard 52 Standard 53 Standard
&2 MysQLin App (preview) 1 Core 2 Core 4 cCore <

. m

To scale down, go to Azure web application and select Scale up (App Service plan).

The selected pricing tier will have a blue border around it. Change the lower pricing tier
based on your requirements. Click on Select.

This is how we can achieve scale up and scale down operations in Azure Web Apps.
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Scaling in and out

Scaling in and out is a more efficient option. We can increase the number of instances
serving Azure web application and decrease instances manually or based on CPU
percentage and other parameters. In the Basic and Standard pricing tier, we can increase
instances up to 20 while the App Service Environment (ASE) limit is 50. We will discuss
ASE in the next chapter.

To scale out, go to Azure web application and select Scale Out (App Service plan).

In Scale by, we can select an instance count that I enter manually. Provide the number of
instances via the slider:

D MyPetClinic - Scale out (App Service plan)
App Service

Default Directory)

columns  {) Refresh Hsave X Discard

Subscriptions: Visual Studio Enterprise with D Search (ctrivg
) MSDN - Don't see a subscription? Switc
recions Authentication / Authonization

Filter by name...

@ Backups
P | items
NAME Bs Custom domains
L] SSL certificates
MyPetClinic
a3 <5 Networking
] 7 Scale up (App Service plan)
] 7 Scale out (App Service plan)
Decembe 2Dec 3Dec 4Dec 5 Dec 6Dec 7Dec
¥ security scanning
‘ & AVERAGE INSTANCES PREDICTED INSTANCES
& Weblobs 1
Push
- us * Scale by | aninstance count that | enter manually v
-5 MySQL In App \
MySQL In App (preview) Description Manual setup mezns that the number of instances you choose won't change, even if
- there are cha in load.
Instances I I—

In Scale by, we can select CPU Percentage.

Provide the number of instances via the slider. We can select the minimum and maximum
number of instances.
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Select Target range of the CPU that should be used for the scale in and scale out operations:

D MyPetClinic - Scale out (App Service plan)

App S <

H save ¥ Discard

Authentication / Autharnization

& Backups
ecembe! 2 De: 3D 4 Dec Dy 6 De D
B8 Custom domains AVERAGE INSTANCES
S5L certificates 1
> Networking * Scale by | CPU Percentage v

7 Scale up (App Service plan) Description  Automatically scale up or down based on CPU Percentage. Choose an average value

you want to target.

7} Scale out (App Service plan) Instances 1 [_—d] 4
[ I \/ scannin - o
g Secunty scanning argetrange | 40 I:IIIII\I\IIIIIIIIIIIIIIIIIIIIIIIIIIHI[I 80
se Weblobs

Motifications for Scale Actions
Push
Email Administrator and CoAdministrators
MySQL In App (preview)
Additional email(s)

fresses separated by sen

When we don't require more instances because of less load on the application, then we can
decrease the number of instances and that is the scale in operation. We can do it manually
and also automatically as we do in scale out operations.

We saw how we can perform scale up and scale out operations in this section. In the next
section, we will see some important properties for Azure Web Apps.

Basic tasks to manage Azure Web Apps

As we have covered the main topics, namely creating Azure Web Apps, configuring web
application with programming language specific settings, deployment slots — development,
QA, UAT, staging, and production, deployment credentials management for FTP, Azure
Web Apps monitoring, configuring role-based access for secure access of Azure Web Apps,
and scaling Azure Web Apps, let's now see how we can perform some other tasks to
manage and maintain Azure Web Apps.
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Microsoft Azure Web Apps properties

There are specific scenarios where we may need to connect to some web services available
behind the firewall and installed on-premise.

To consider security, we need to whitelist IP addresses from the sources where the request
is originating:

App Services

D MyPetClinic - Properties

Directory) App Service

& Add =2 columns  {) Refresh

Su_b_scrip!ions: Visual St.Aci_o l:]‘ts_-r?rise with £ properti * STATUS
) MSDN — Don't see a subscription? Switc N
directories Running
Filter by name... Overview
F URL
1 items
[ L] SETTINGS mypetclinic.azurewebsites.net
NAME v i
. Properties
VIRTUA ADDRESS
MyPetClinic VIRTUAL IP ADDRESS
- No IP-based S5L binding is configured
SO
] MODE
Standard
QUTBOUND IP ADDRESSES
@
40.84.228.100,40.84.154.126,40.84,157.16 h
DEPLOYMENT TRIGGER URL
-
6
https://$MyPetClinic:Tc)53y33Rb41jFollu’ ‘
|
FTP/DEPLOYMENT USER o
[

We can use OUTBOUND IP ADDRESSES to whitelist behind the firewall, so applications
hosted on Azure Web Apps can access the resources available on-premise.
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Microsoft Azure Web Apps — App Service plan

Azure App Service plan (ASP) is the main source of the runtime environment. Azure Web
Apps can share an ASP and all scaling up and scaling out operations are performed on the
ASP:

icePlan915ae612-a073

@ Delete
L saarch (Ctri+/) O search (ctri+/) Essentials ~

MySQL In App (preview) - ricing Tier

P Oveniew rd: 1 Small
Properties Status ots
@ B Activity log Ready
& locks Location

M Access control (IAM) South Central US
L 3 Automation seript

& Tags th M
-
e

AP SERVICE PLAN K Diagnose and solve problems

[ |
== P 4pp service plan

RESOURCE MANAGEMENT
a i Quotas )

& Locks CPU Percentage and Memory Percentage
P . Change App Service plan

58 Automation script
100%

t DEVELOPMENT TOOLS

GENERAL
-
AL, Clone app

Properties

= Bl cConsale - - r

In the next section, we will cover the Microsoft Azure App Service backup and restore
feature.

Azure Web Apps backups

While we are discussing the platform to deploy a Java-based web application, we need to
cover all the features available to keep the Azure web application available to the users all
the time. In the case of disaster, it is far easier to restore an app if the backup is taken. The
Microsoft Azure App Service backup and restore feature allows us to take a backup and
restore the web application to the state when the backup was taken. It can also manage web
application configuration, web application content, and the SQL database connected to
Azure web application. We need a Microsoft Azure storage account and container to utilize
the Microsoft Azure App Service backup and restore feature.

The Microsoft Azure App Service backup and restore feature is available in the Standard
pricing tier or higher.
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In SETTINGS, click on Backups. No backup is configured yet. Click on Configure:

&8 MyPetClinic - Backups

App Service

'm' Configure

B Search (Ctri+/) Backup Configuration Summary

SETTINGS ‘ Backup not configured. Start backing up your app by selecting a storage account.

= Application settings

L
Authentication / Authorization A
A—

= ) Backups Storage: Not configured Schedule: Not configured
C—
[ ] B8 Custom domains E
(5] O SSL certificates
&2 Networking All backups

s

7 Scale up (App Service plan) STATUS BACKUP TIME SIZE (MB) LAST RESTORED

= = No backup history is available
-
SR -

We need a storage account and container for backup, hence we will configure
Storage Settings first and then Schedule Settings and Database Settings:

X  ga Configure Backup.. — B X
ﬁ Configure
Backup Configuration Summary Storage Settings 5
LT 3
Storage not configured
FH -
Backup not configured. Start backing up your app by selecting a storage account. Schedule Settings
) a
o Schedule: Not configured
[ ] -
‘ L Database Settings B
— No Database Backups Active
1 Storage: Not configured Schedule: Not configured
—J
L E
All backups
£
STATUS BACKUP TIME SIZE (MB) LAST RESTORED
No backup history is available
-
s, -
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Click on +Storage account:

& Configure Backup ... — B X Storage accounts

+ Storage account O Refresh

Search storage accounts

Storage Settings

w ' >
Storage not configured NAME TYPE
Schedule Settings a qwportalvhdscfijsk3k5... Standard-LRS

Schedule: Not configured

Database Settings a
No Database Backups Active

0N B e

- & @ §

£0

RESOURCE GROUP LOCATION

Default-Storage-Cent.. Central US

Provide a Name for the storage account, click on Standard performance, and configure
Locally Redundant Storage (LRS) as replication and South Central US as Location. Click

on OK:

Storage accounts

Create storage account - 0

+ Storage account O Refresh

Search storage accounts
LT

NAME TYPE RESOURCE GROUP LOCATION

qwpartalvhdscfjjsk3k5...  Standard-LRS Default-Storage-Cent.. Central US

* Name
appservicebackup9883 v
core.windows.net

Performance @

Replication @

Locally-redundant storage (LRS) 4
* Location

South Central US v
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Once the storage account is created, click on +Container:

Storage accounts Containers

appserviceba

+ Storage account O Refresh + Container O Refresh

Search storage accounts | Lﬁeam‘: containers by prefix
LT
NAME TYPE RESOURCE GROUP LOCATION NAME LAST MODIFIED
il
appservicebackup9883  Standard-LRS etutorialsworld South Central US No containers found.
qwportalvhdscfjjsk3k5...  Standard-LRS Default-Storage-Cent.. Central US

N B e

< & g @

20

Provide a Name for the container and configure private access for the new container. Click
on Create:

Containers New container
a B

E e (apps

+ Container O Refresh

Search containers by prefix * Name

LT

NAME LAST MODIFIED ‘ petclinid

As ype @

No containers found ccess type
° Private
-
)
=

[ s |

-
3k,
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Select the petclinic container:

Storage accounts a X Containers ;
+ Storage account o Refresh + Container 0 Refresh
Search storage accounts Search containers by prefix
* NAME TYPE RESOURCE GROUP LOCATION NAME LAST MODIFIED
- appservicebackup9883  Standard-LRS etutorialsworld South Central US petclinic Tue Dec 27 2016 02:33:27 GN
qgwportalvhdscfjjsk3k5... Standard-LRS Default-Storage-Cent.. Central US

& Configure Backup... — O X e Backup Schedule Settings

H Save ¥ Discard

Storage Settings Backup Schedule Settings

petclinic Scheduled backup
Schedule Settings >
Schedule: Not configured

Database Settings
L ; >

No Database Backups Active
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Enable the backup schedule by clicking on On. Configure the Frequency, Unit of
Frequency, date, time, and Retention of the backup schedule. Click on OK:

& Configure Backup... — O X e Backup Schedule Settings

H Save K Discard

> Storage Settings 5 Backup Schedule Settings
petclinic Scheduled backup
Schedule Settings >
') Schedule: Not configured * Frequency
1
‘ Database Settings >
No Database Backups Active Unit of Frequency
= * Begin
= | 2016-12-24) | 92857 AM |
g UTC +05:30 w
* Retention (Days) @
*
[ 10 v| -
=
sk,

Click on Database Settings. We have the web application with SQL database, so select
defaultConnection. Click on OK:

& Configure Backup.. — O X a Linked Database Settings

Hsave ¥ Discard

Storage Settings 5 Select Databases to Backup
LT P
petclinic
— Select the databases you wish to include with your backup. This list is based on the
Schedule Settings > E apps connection strings configuration. Frequent backups can increase your SQL
a Scheduled Backup Active database costs by up to 100%.
Database Settings
' . NAME DATABASE TYPE
No Database Backups Active 2
= +/| defaultConnection & Sql Database
=
@
-
oL,
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The Azure SQL database business continuity model includes the point-in-time restore point.
It means that backups are retained for x number of days based on the pricing tier, as

follows:

e Basic: Any restore point within 7 days
¢ Standard: Any restore point within 14 days
e Premium: Any restore point within 35 days

Save the Backup schedule settings:

X & Configure Backup... — O X
'ﬁ} Configure I_:| Save ¥ Discard
Backup Configuration Summary Storage Settings 5
LT P
petclinic
q Backup not configured. Start backing up your app by selecting a storage account. Schedule Settings
y ) >
o Scheduled Backup Active
A
‘ L Database Settings 5
A -
o 1 Database Backups Active
= | Storage: Not configured Schedule: Not configured
e
L E
All backups
@
STATUS BACKUP TIME SIZE (MB) LAST RESTORED
No backup history is available
-
seL, -

Verify the Backup Configuration Summary. Storage and Schedule are configured.
For testing, let's take a back up now:

1. Click on the Backup Now option:
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MyPetClinic - Backups

App S

® Clear

'm' Configure M Bacl'“up Now O Refresh

0

Search

UERIOYITIETIL CLIeuenudls
Backup configured properly with a Schedule to backup your site every 1 days. Last
Deployment slots backup happened on --.

'@' Deployment options

L)
% Continuous Delivery (Preview)

Storage: Configured Schedule: Configured
SETTINGS

= Application settings E

Authentication / Authorization
All backups
& Backups
STATUS BACKUP TIME SIZE (MB) LAST RESTORED
& Custom domains
No backup history is available

2. Verify the status of the existing backup. It is showing InProgress:

ﬂ} Configure O Refresh ® Clear

Backup Configuration Summary
LT
LEpIoyment creaenudrs
'q Backup configured properly with a Schedule to backup your site every 1 days. Last
Deployment slots backup happened on --.

'm' Deployment options

& ©

L)
% Continuous Delivery (Preview)
- | Storage: Configured Schedule: Configured
SETTINGS
! = Application settings E
@ Authentication / Authorization
All backups
& & Backups
STATUS BACKUP TIME SIZE (MB) LAST RESTORED
? B8 Custom domains
= O InProgress 12/27/2016 9:36 AM 0 -
<>
sk, -
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3. Click on the InProgress backup to get more details on its status. Observe
TRIGGER TYPE:

E= Backup properties

'm' Configure O Refresh @ Clear
Backup Configuration Summary Backup Details
LT
BACKUP TIME 12/27/2016 9:36 AM
Backup configured properly with a Schedule to backup your site every 1 days. Last
backup happened on --. STATUS InProgress
L SIZE (MB) 0MB
L)
L] FILE LOCATION 18%3A55Z8ise=2290-10-11T03%3A58%3A5
- . -
Storage: Confi d Schedule: Conf i
s orage: Configure chedule: Configured LAST RESTORED ~
! E TRIGGER TYPE Manual
B BACKUP LOGS -
All backups
2
STATUS BACKUP TIME SIZE (ME) LAST RESTORED
Q InProgress 12/27/2016 9:36 AM ] —
-
saL, -
Ll »

4. A successful backup process will take some time. Verify the status in the Azure
portal:

MyPetClinic - Backups

App Service

ﬁ Configure M Backup Now |I| Restore Now O Refresh @ Clear

£ Search (C

Backup Configuration Summary
L1

UERIOYITIENL CIeuenudis
Backup configured properly with a Schedule to backup your site every 1 days. Last
Deployment slots backup happened on --.
{31' Deployment options

L)
% Continuous Delivery (Preview)

Storage: Configured Schedule: Configured

e ©

H|

SETTINGS

= Application settings E

@ Authentication / Authorization
All backups
- & Backups
STATUS BACKUP TIME SIZE (MB) LAST RESTORED
? B8 Custom domains
T +" Succeeded 12/27/2016 9:36 AM 0.58 ==

£0
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5. Click on the backup line and verify the overall status with backup size:

o—
A _ 0O X . i
+=Backup properties
48 configure |4 Backup Now [ T] Restore Now ) Refresh @ Clear
s Backup Configuration Summary Backup Details

g
BACKUP TIME 12/27/2016 9:36 AM

= &%y Backup configured properly with a Schedule to backup your site every 1 days. Last

backup happened on --. STATUS Succeeded
L SIZE (MB) 0.58 MB
- L

[ FILE LOCATION https://appservicebackupa883.blob core.windows.net/pe | |

= 5 o1 0 re Sched: i

3 Storage: Configured Schedule: Configured LAST RESTORED

] E TRIGGER TYPE Manual

o] BACKUP LOGS -

All backups
®
STATUS BACKUP TIME SIZE (MB) LAST RESTORED
+/ Succeeded 12/27/2016 936 AM  0.58
|

Once we have a backup ready for Azure web application, we can use it to restore the web
application.

Azure Web Apps restore

To restore Microsoft Azure web application, the ASP should be in the Standard or Premium
pricing tier.
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On the Backups pane, click on Restore Now:

@;‘ Restore Now

48 configure V] Backup Now || RestoreNow ) Refresh @ Clear

Backup Configuration Summary Restore Backup

Restore source ®

Backup configured properly with a Schedule to backup your site every 1 days. Last App backup [REIERE
backup happened on --.

= C)

Select the Backup to Restore @

Backed up Tuesday, December 27, 2016, 9:36:38 AM v

e
[

a8 Storage: Configured Schedule: Configured A | S backup to your current site or existing site will overwrite all the content
= and settings.
&l »
Restore destination @
@ [ overite [ELORED
All backups

STATUS BACKUP TIME SIZE (MB) LAST RESTORED Ignore Conflicting Host Names on Restore @
' N -

' Succeeded 12/27/2016 9:36 AM  0.58
-
ok,
&

@ Restore Now

4 configure V] Backup Now | |[P] RestoreNow ) Refresh @ Clear

Backup Configuration Summary Restore Backup

Restore source @

ﬁ Backup configured properly with a Schedule to backup your site every 1 days. Last App backup @
backup happened on --

D
Storage: Configured schedule: Configured J Restoring your backup to your current site or existing site will overwrite all the content
and settings

L)
E Restore destination @

m Existing App

STATUS BACKUP TIME SIZE (MB) LAST RESTORED Ignore Conflicting Host Names on Restore @

Restore from Storage Blob
MyPetClinic_201612270406.zip

(- ]

]

All backups

[ ]
L]
@
t

/' Succeeded 12/27/2016 9:36 AM 058

This is how we can make a backup and restore the backup.
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Azure Web Apps custom domains

Azure Web Apps has a unique subdomain. It is azurewebsites.net. For development, QA,

and stage, we can manage with a unique subdomain, but for the production application, it
is essential to have a custom domain.

We can map a custom domain to the Azure web application using Azure portal. By default,

the name of Azure web app will be <webapp_name>.azurewebsites.net. Tomap a
custom domain, go to Azure web application in the Azure portal, go to SETTINGS and

click on Custom domains.

We can purchase domains and add a hostname too:

Subscriptions: Visual Studio Enterprise with
) MSDN — Don't see a subscription? Swit

1 items

NAME

e e

MyPetClinic

20

- & @ &

©
7
g

Lepiuyisin ssus i
Deployment slots
% Deployment options

% continuous Delivery (Preview)

SETTINGS

== Application settings
Authentication / Authorization

@ Backups

B Custom domains

O ssi certificates

<o Networking

Purchased Domains

Buy Domain

DOMAINS EXPIRES STATUS

No results

External IP Address

Use this IP Address to configure your DNS settings for A records

IP Address: |

Hostnames

Adi hostrame

HOSTNAMES ASSIGNED TO SITE

To get more details on a custom domain, visit the following resources
available in Microsoft Azure Documentation. Map a custom domain name
to an Azure application https://docs.microsoft.com/en-us/azure/app

-service-web/web-sites-custom-domain—-name.
Configuring a custom domain name for a web app in Azure App Service
using Traffic Manager https://docs.microsoft.com/en-us/azure/app-

service-web/web-sites-traffic-manager-custom-domain-name.
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Continuous Development with Microsoft Azure Web Apps

Azure Web Apps SSL certificates

As we know, Azure Web Apps or Azure App Service comes with a unique subdomain,
azurewebsites.net and it gives a wildcard certificate too. However, we can purchase and
manage an SSL certificate from the Microsoft Azure portal itself for custom domains.

Go to Azure web application in the Azure portal, go to SETTINGS, and click on SSL
certificates:

App Services . MyPetClinic - SSL certificates
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== columns ) Refresh
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. LepuyE Geusuars . 4 SSL
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%3 Networking

= -

For more details on buying and configuring an SSL certificate for your
Azure App Service refer to https://docs.microsoft.com/en-us/azure

/app-service-web/web-sites-purchase-ssl-web-site.

Azure Web Apps networking

Azure Virtual Networks (VNets) allow us to keep Azure resources in a non-internet
routable network. The main benefit of VNets is that we can control and restrict the overall
access to Azure resources to and from. We can connect to on-premise resources too with
VPN.

[201]
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Continuous Development with Microsoft Azure Web Apps

VNET Integration allows us to configure a web application so that it can access a web
service or database available in Azure VNets.
There are three options available in Networking;:

LT

@@ -+ & 0 B a0 & ©

e VNET Integration: This is to access Azure resources available in or through

Azure VNets

e Hybrid Connections: This is to access applications in private networks

e App Service Environment: This is to host Azure web application in an Azure

VNet

App Services

Directory)

+ Add =2 Columns c) Refresh

Subscriptions: Visual Studio Enterprise with
MSDN - Don't see a subscription? Switc
rectories
Filter by name..
| iterns

NAME

MyPetClinic

MyPetClinic - Networking
ApE

A~ Search (Ctrl+/)
LEpioy RN CsuEuan
Deployment slots

1 Deployment options

% Continuous Delivery (Preview)

SETTINGS
= Application settings
Authentication / Autherization
& Backups
B= Custom domains
[) SsL certificates

<% Networking

<.. .> VNET Integration

Not Configured
Securely access resources available in or through
your Azure VNET
Lear ore

3-) Hybrid Connections
G Not Configured

securely access applications in private networks
Lear

App Service Environment

Not in an ASE
Host your web apps in your own Azure Virtual
Network
Lear ore

Create an App Service Environment

Azure Web Apps and networking is out of the scope of this book as the
focus is on end-to-end automation of Application Lifecycle Management
(ALM). To get more details on how to integrate Azure web application

with an Azure VNet, visit https://docs.microsoft.com/en-us/azure/a
pp-service-web/web-sites-integrate-with-vnet.

[202]



https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet
https://docs.microsoft.com/en-us/azure/app-service-web/web-sites-integrate-with-vnet

Continuous Development with Microsoft Azure Web Apps

Azure Web Apps security scanning

Web vulnerability scanning services powered by Tinfoil Security can be utilized in Azure
App Services to make web applications more secure. Tinfoil Security is built into the Azure
App Service management and available in the Azure portal itself.

1. Go to the Azure management portal.

2. Select the MyPetClinic web application.
3. Go to SETTINGS and click on Security scanning:

Subscriptions: Visual Studio Enterprize with
) MSDN - Don't see a subscription? Switch @ Enable Tinfoil Securty for Azure,
directories W 5L Lenuiiaies Tinfoil requires a valid credit card

. - associated with your account.
B Filter by name...

@ Netwarking
e 1 items

NAME 4 Scale up (App Service plan)
. . % Scale out (App Service plan)
MyPetClinic ree

= [&] C
sa = | Secunty scanning
& s Weblobs
@ Push

&% MySOL In App (preview)

Properties

&8 Locks
=
sy

= Automation script

= T

We need to have a credit card associated with the account to get the benefit of this service.

To get more details on web vulnerability scanning for Azure App Service

powered by Tinfoil Security, visit https://azure.microsoft.com/en-us
/blog/web-vulnerability-scanning-for-azure-app-service-powered

-by-tinfoil-security/.
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Azure Web Apps locks

Let's consider a scenario where there are multiple people who are given the same kind of
access to Azure web application or other resources. What if someone who is authorized to
access the Microsoft Azure resources accidentally deletes the resources available in the
Azure portal?

To avoid such a scenario, we can set the lock level to CanNotDelete or ReadOnly.

e CanNotDelete: This lock level allows users to read and modify resources, but
authorized users can't delete the resource

¢ ReadOnly: This lock level allows only read permissions and authorized users
can't delete the resource

Let's try to apply the lock level on the Azure web application we have created:

Go toMyPetClinic Azure web application. Go to SETTINGS and find Locks.
Click on Locks.

Click on +Add.

Provide Lock name and Lock type.

Click on OK:

Ol PN

Clinic - Locks

Refrash == Add @ Resource group @} Subscription T Refresh

Subscriptions: Visual Studio Enterprise with O Search (ctrit)) Add lock
) MSDN - Don't see a subscription? Swit

rectorie SsLcsunLaLes

Filter by name...
- 7 Networking Lock name Lock type
1items

a 2 . - Admin-DoNotDelete Delete v
NAME Scale up (App Service plan)
‘ 7 scale out (App Service plan) Notes
MyPetClinic I

= M security scanning

&
= % webios ok |
@ Push

F. MysQLIn App (preview)
®

Properties

& Locks
-
S

A Automation script
| -
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6. Go to the Overview section of Azure web application and try to delete the web
application.

We will get a notification of Failed to delete web app:

App Services # — X . MyPetClinic

mites efault Directory)

out

x
O railed to delete web app 956 AM

=+ add

Subscriptions: Visual Studic Enterprise with
MSDN - Don't see a subscription? Switc

olumns  {) Refresh [ Browse M Stop % Swap

app MyPetClinic: The scope
/subscriptions/b88f4447-ad0e-44d4-a662-
2eb5c950f091/resourcegroups/eTutorialsWorld/providers/Mi..
cannot perform delete operation because
are locked: Y/subscriptions/ba8fa447-zd0e-44d

Failed to delet

Essentials ~

iing scope(s)
52-

Overview

by i 2eb5c950f091,/resourceGroups/eTutorialsworld/providers/Mi
Status
Please remove the lock and try again
1items B Activity log Running Ve
NAME Location FTP/deployment username
& Access control (1AM) South Central US MyPetClinic\mitesh51
o ion name FTP hostname
VR I & T tudio Enterprise with MSDN f raws-prod-sn1-069.ftp.azurewebsites.

D F
adDe-44d4-2662-2eb5c950f091

ame

¥ Diagnose and solve problems ws-prod-sn1-069.fip.azurewebsite...

APP DEPLOYMENT
Quickstart Http 2xx, Http 3xx and 5 more metrics past hour
Deployment credentials
Deployment slots @
43 Deployment options

4 Continuous Delivery (Preview)

If we read the complete message, then we will see the reasons: ... cannot perform delete
operation because following scope(s) are locked....
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Azure Web Apps console

We can manage our web application environment in Console.

Console is available in the DEVELOPMENT TOOLS category of Azure web application.
We can execute commands in this section:

Subscriptions: Visual Studio Enterprise with
MSDN - Don't see a subscription?

M Sea

Filter by name... B App service plan

1 items
il Quotas
NAME Vv

. change App Service plan
MyPetClinic

DEVELOPMENT TOOLS D:\home\site\wwwroot

Clone app s ls

B console

K Advanced Tools

7> App Service Editor (Preview)
& performance test

15 Resource explarer

We executed the 1s command. This command gives us the list of files and directories
available in the existing folder. We can see all the files and folders available in the wwwroot
directory of our MyPetClinic Azure web application.

We have covered most of the basic tasks required to manage Azure Web Apps.
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Summary

Let's revise what we have covered until now.

In this chapter, we saw how to create Azure web applications and configure web
applications with programming language specific settings, deployment slots for managing
different environments in a cost-effective manner, use deployment credentials for FTP, basic
Azure Web Apps monitoring, configure role-based access for secure access of Azure Web
Apps, scaling up and down Azure web application resources, scaling in and out Azure web
application resources, Microsoft Azure Web Apps properties, Microsoft Azure Web Apps —
ASP, Azure Web Apps backups and restore from the backup, and overview of Azure Web
Apps custom domains, SSL certificates, networking, security scanning, locks, and console:

Continuous TES / Git: Continuous Cloud
Development Source Code Integration Resources
- Edlipse IDE Repository - Build - Azure Web
+ Eclipse and Definitions Apps
Repository
Integration

\ (@

Security
Configurations

Visual Studio Team Services (Automation - Continuous Integrationand Continuous

Release) and Microsoft Azure App Services (Cloud Computing - PaaS)

Continuous Continuous
Delivery Monitoring /
- Release Load Testing
Definitions - Apache [Meter
- Approval based - VSTS
Release
J/

In the next chapter, we will look into ASE which is considered more secure than a normal
Azure web application. An ASE is more secure and has a higher number of instances while
scaling operations at the time of peak load. We will cover how to create an ASE and how to

deploy Azure web applications into it.
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Most people overestimate what they can do in one year and underestimate what they can
do in ten years.
—Bill Gates

This chapter is a bit theoretical, but it covers a premium service of Microsoft Azure platform
that can be used for specific use cases that Azure Web Apps may not be able to handle
effectively. Other than that, it is important to know why we are covering Azure Web Apps
and App Service Environment (ASE). The reason behind that is it is equally important to
have an environment ready for package deployment. When we consider it in the context of
Java, we need to deploy the WAR file in a different environment. Here, we are dealing with
PaaS so we need not worry about installing a runtime environment, else we will also need
to find ways to automate it.

This chapter not only covers how to create ASEs but also provides a detailed comparison of
Azure Web Apps and ASEs to enhance security. Security is one of the most important parts
of application life cycle management, and hence this service increases the value in the
context of DevOps. The following topics are covered in this chapter:

e Overview of ASEs

¢ Creating and configuring ASEs

Enforcing HTTP redirection to HTTPS on Azure Web Apps
Filtering traffic by IP and dynamic IP restrictions

e Comparing ASE and non-ASE (Azure Web Apps) environments



Azure App Service Environments

Overview of ASEs

An ASE provides a dedicated and isolated environment to run Azure App Service. ASE is a
premium service offered in Microsoft Azure. It provides more instances to scale if Azure
Web Apps is hosted in an ASE. In Azure Web Apps, we have a Networking section where
we can integrate Azure Web Apps with Azure VNet. In ASE, we can host Azure Web Apps
in the VNet itself. In other words, ASE can be created in the subnet of a VNet as they are
deployed in a VNet created by the account owner.

The benefit of hosting Azure App Service or Azure Web Apps in the ASE is that we can
configure security for Azure Web Apps the way we do it for Azure VNet. In simple terms,
we can use Network Security Groups (NSGs) to make it more secure. We can create NSGs
with inbound and outbound rules to control traffic to Azure Web Apps. Thus, we can create
a hybrid cloud scenario where Azure Web Apps can communicate with on-premise
resources over a secure connection.

It also provides more instances in scaling. Up to 50 instances can be used in ASE while
scaling out. Hence, it is useful if we have requirements of high scaling. All these 50
instances are dedicated to the same subscription in which ASE is created.

ASE is made up of two main components:

¢ Front end compute resource pools: Front end pools can be used for load
balancing and SSL termination in ASE.

e Three worker compute resource pools: When we create ASE, three worker pools
are created. We can host multiple instances in each worker pool based on the
availability of resources and create ASP. Once ASP is created for ASE resources,
we can use it in a similar way we use normal ASP. Worker pools provide us the
facility to choose different sizes of compute resources based on the needs of
applications. Applications with a similar kind of needs can be hosted on a specific
worker pool where we can create multiple ASPs.

It is better to deploy an application in Azure Web Apps and in ASE and
conduct performance testing with the same kinds of parameter before
choosing any of these two environments for hosting an application. The
main reason for this is the performance of the environment. If performance
is the main criteria, then it is better to verify the performance and then go
for the final choice out of the two.
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Before we move ahead with creating ASE, we need to remember few things:

¢ By default, ASE is created with two front end instances and two worker pool
instances.

e We can't run workloads in the front end.

e We can configure a total of 55 instances in an ASE:

e Two instances are used for the front end (65-2=53); we can't directly
access front end pool instances or take remote access of them. We
can only change the number of instances in the pool.

e Each worker pool is given one additional instance that is not
utilized in ASP, but it is used for fault tolerance. As we have three
worker pools in ASE, three instances are needed (53-3=50). We can't
directly access worker pool instances or take remote access of them.
We can only change the number of instances in the pool.

e Front end and worker pool instances take 2-3 hours to provision.
e We can move Azure Web Apps from one worker pool to another worker pool.

e We can create multiple ASEs within a single Azure region and across multiple
Azure regions.

e The number of instances in the front end and worker pools can be specified
during ASE creation, or we can increase the size of instances manually and by
auto scaling.

e ASE comes with one IP address that can be utilized for IP SSL.

¢ Only one ASE can exist in a subnet.

¢ The subnet used to host the ASE must not contain any other compute resources.
e We can keep ASE and VNet in different resource groups.

¢ The VNet must have at least eight addresses or more.

e When we delete an ASE, it deletes all the contents within it.

e In an ASE, you have four size options, P1, P2, P3, and P4.

Once we add instances to the ASE, the price is calculated based on it. Even
if we don't use these instances in ASPs, we need to pay as we have
assigned these instances in the pools.

We know that we can host Azure Web Apps in standard ASP and an ASP created in ASE.
However, we can't move Azure Web Apps from a standard ASP to ASE directly. We can

use backup and the clone feature to achieve the deployment of an application in standard
ASP to ASE.
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Creating and configuring ASEs

Let's create an ASE with following:

¢ Front end pool with two P2 compute resources
e Worker pool 1 with two P1 compute resources
e Worker pool 2 with zero P2 compute resources
e Worker pool 3 with zero P3 compute resources
Single IP address to be used for IP SSL

VNet with 512 addresses using an RFC 1918 private address space; subnet with
256 addresses

To create an ASE follow, these steps:

1. In the left sidebar, find App Service Environments.

If it is not available, then click on More services and filter App Service
8 Environments. Click on the star icon to bring that link on the left sidebar.

2. Click on +Add. Enter Name for the ASEs, select Subscription, and select
Resource Group (we already created the eTutorialsWorld resource group) by
clicking on Use existing:
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App Service Environme... # — X pp Service Environment — B X
mi i83outlook (| t ) Create

Cre;

Columns O Refresh

Subscriptions: Visual Studio Enterpris

* Name
Ri MSDN — Don't see a subscription? S I
£source groups directories PetClinic-ASE v
- Jp.azurewebsites.net
Recent Filter by name. * Subscrintion
0 items Visual Studio Enterprise with MSDN v

App Services

* Resource Group @
5QL databases -
. ) Create new  (® Use existing
Mo App Service Environments to display b
eTutorialsWorld v

SQL servers

* Virtual Network/Location @
PetClinic-ASE-vnet(West US)

Storage accounts
App Service Environme...

o )
ore services ) Creation of your App Service

a Environment will take a minimum of
2 hours to complete.

Pin to dashboard

m Automation options

3. Click on Virtual Network and on Create New. Enter name for the Virtual
Network and select a Location. Click on OK:

mitesh.sonig3@outlo... (i
MITESHSONIS3OUTLOOK (DE.. QP

App Service Environment > Virtual Network > Virtual Network > Virtual Network

| Network

* virtual Network

Resource groups * virtual Network > reiEn PetClinic-ASE-net]
PetClinic-ASE-vnet e e
Recent No results * Lacation
VIP Type South Central US v
App Services External v

% SOL databases Number of IP Addresses
SQL servers
Storage accounts

App Service Environme...

More services »

[212]



Azure App Service Environments

Once we have configured VNet with the proper location, we can go back to the
pane where other details of ASEs are available.

Observe one notification available on the pane. It says that Creation of your App
Service Environment will take a minimum of 2 hours to complete. In other
words, a minimum 120 minutes of the creation of an environment. The reason it
takes so much time is that it is dedicated to a subscription and the resources are
isolated.

4. Click on Create.
Have a cup of coffee or go for lunch/dinner, as this will take time. However, the
time to create has decreased comparatively, but 120 minutes is given in the
notification, so it's better to wait and watch.

App Service Environments > App Service Environment

App Service Environment — O X

ate

Resource groups P
9 P PetClinic-ASE v

p.azurewebsites.net

Recent . oL
Subscription
; Visual Studio Enterprise with MSDN v
App Services
* Resource Group @
SQL databases Create new  (® Use existing
eTutorials\World v

SQL servers

" i AT f r 1
Storage accounts Wirtual Metwork/Location @

PetClinic-ASE-vnet(South Central...

App Service Environme...

More services ) :
> Creation of your App Service

J Environment will take a minimum of
2 hours to complete,

Pin to dashboard

m Automation options
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In the notifications, click on the latest work in progress notification to see the
existing progress of the ASE that we created recently.

Verify the status and duration. Observe the blue bar and information message
Deploying. Look at the Inputs section in this notification window. It
has WORKER1SIZE and WORKER1COUNT as well.

5. To get details as the time goes by, click on Refresh to get details of the
progressing state of the ASE deployment:

Web App + SQL - 0O X Database SQL Database

* * Name
) Resource Group @ Create a new database
Create new (@ Use existing petclinic-temp v
s eTutorialsWorld v
L No databases found P i
ricing tier
SO Standard 2
° * App Service plan/Location > andar
ServicePlan915ae612-a073(South...
. * Target server 5
Configure required settings
*
- | saL D‘atabase ) ; 5
Configure required settings * Collation ®
! SQL_Latin1_General CP1_CI_AS
Application Insights @ on m
Pin to dashboard

2l

Once ASE is ready, we can verify it in the list of ASEs available in the App Service
Environments section in Azure portal.

Select the ASE created recently and click on the Overview section.
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A side pane that contains basic information related to ASEs and also Monitoring (Front
End Metrics) will be opened.

If we monitor it closely, ASE has a subdomain name that is
<Name_of_ASE>.p.azurewebsites.net. We can see VNet we created and the location
that was selected for this.

It is important to note that ASEs doesn't host Azure App Service or Azure
Web Apps. It is the ASP that is used to host Azure App Service or Azure
Web Apps.

In our case, ASEs doesn't have any ASPs. As there is no ASP, we don't have any Azure Web
Apps or slots deployed in the ASP, so there are no Azure Web Apps that belong to this
ASE:

ok Addapp T Delete ) Restart i Scale

Subseriptions: Visual Studio Enterprise with 0 Subdomain Name
) MSDN - Don't see a subscription? Switc
re
Fil Qverview
Location
Y | ftems B Activity log
NAME B
— M Access control (IAM)
=
PetClinic-ASE & Tags
a RESOURCE MANAGEMENT Monitoring
& Llocks Front End Metrics
= .
21 Automation script
[rs]
[}
GENERAL
>

1Y properties

IP addresses

= Front End pool

% worker poals 315 PM
CPU PERCENTAGE REQUESTS

1.38 I
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Let's see what activity has been performed since we clicked on the Create button
of ASEs. We can see Write HostingEnvironments operations in the log in the last hour:

=2 columns P Export P Log search

@ Gain insights into Azure activities using log search and visualization for FREE @

Select query .. v A @ # Insights (Last 24 hours): 0 failed deployments | 0 role assignments | 1 error | 0

Overview : alerts fired | 0 outage notifications

* Subscription @ Resource group @ Resource @ Resource type @ * Operation @

Activity |
. H A e Visual Studio Enterpri... v eTutorialsworld ~ PetClinic-ASE ~ All resource type v ‘ ‘ A eratio v
- i Access control (IAM) Timespan @ Event category @ * Event severity @ Event initiated by @ Search @
st

Last 1 hour v All categories v 4 selected v all v
& Tags

-
sl

RESOURCE MANAGEMENT

[} Query returned 1 items. Click here t nload all the items as cs
a Locks
= OPERATION NAME STATUS TIME TIME STAMP SUBSCRIPTION EVENT INITIATED BY
3 Automation script
H @ Write HostingEnvironment:  Succeeded 26 min ago Fri Dec 30 20, Viswal Studio Enterprise with M... mitesh.soni83@outlook.com
GENERAL
>
I' Properties

IP addresses

ASE is created in a subnet of a VNet. It is not about connecting Azure Web Apps with any
network. It is about the created Azure Web Apps in the VNet.

In Azure Web Apps, we discussed how outbound IP addresses can be used to access on-
premise resources with the use of whitelisting those four outbound IP addresses. The
problem is that those four IP addresses are generic and not dedicated to a specific customer
or subscription or an Azure web application.
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In the case of ASE, we can use the IP address given in Properties for whitelisting to access
on-premise resources, and we can manage access to on-premise web services with
confidence:

Subscriptions: visual Studio Enterprise with
MSDN - Don't see a subscription? S

1 items

NAME

PetClinic-ASE

& Tags

RESOURCE MANAGEMENT
n Locks

= Automation script

GENERAL

I' Properties

&

1P addresses

Front End pool

# Worker pools

NAME
PetClinic-ASE

DOMAIN NAME

PetClinic-ASE.p.azurewebsites.net

LOCATION
South Central US

VIRTUAL NETWORK

PetClinic-ASE-vnet

VIRTUAL NETWORK
default

VIRTUAL IP ADDRESS
13.84,155.55

OUTBOUND IP ADDR
13.84.155.55

Each default configuration of an ASE comes with a single IP address
unassigned IP address is available in the GENERAL section of ASEs.
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We can increase up to 10 IP addresses in App Service Environments in Azure portal and
utilize them:

- IP addresses

Subscriptions: Visual Studio Enterprize with
MSDN - Don't see a subscription? tel

=
B ALLS33 LU Ui N " Changes to an App Service environment can take over an hour to apply
& Tags
1 items Numbers of IP addresses
NAME RESOURCE MANAGEMENT ﬂ] !
PetClinic-ASE & Lods IP ADDRESS PORTS (HTTP/HTTPS) USED BY

& Automation script

GENERAL
' Properties

1P addresses

B Front End pool

@ Worker pools

After discussing front end and worker pools in the Overview section, if we are still
searching where we will get them in the Azure portal and in ASEs, then we are at their
doorstep.

ASEs - front end pool

In App Service Environments, go to the GENERAL section. Here, we will get Front End
pool.

Click on Front End pool, and we will get a side pane with all the details about PetClinic-
ASE - Front End pool.

Remember that the front end pool is also a collection of compute instances.
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Observe the Resource group, Status, Location, and App Service Environment of the front
end pool.

If we remember the default Pricing Tier, we can have the minimum instances we have for
front end pool, which is P2 and 2 instances. We can choose a higher level of pricing tier for
the front end pool, but not the lower pricing tier.

The Monitoring section shows CPU percentage, memory percentage, and the number of
requests the front end pool has dealt with:

App Service Enwronme A X fa PetCIlnlc ASE Front End pool

Jirectory)

== columns  {) Refresh &F settings 3K Tools

Subscriptions: Visual Studio Em:rpmse. iith 0 ™
) MSDN - Don't see a subscription? Switc
® K Automation script -
1items
GENERAL
NAME .
— It properties
S Subscription id
PetClinic-ASE e [ » |
IP addresses
-
-
Monitoring
. Front End pool CPU Percentage, Memory Percentage and one more metric today
= 5
@ Worker pools
53]
[ ) Resource explorer
>
APPS & PLANS
Apps
B 2pp senvice plans
SUPPORT + TROUBLESHOOTING
New support request
| CPU PERCENTAGE | MENORY PERCENTAGE | REQUESTS

Front End pool also has settings and a set of operations associated with it.
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Click on Settings, and it will open a side pane with available settings that we can view or
change. We can perform the scale up/down or scale in/out operations:

- o X Settings

LF settings K Tools

R grou vice Environment
ys) o r N ‘ [Fitter settings ‘
) )
Status Prici e
B Automation script - Ready P2 SUPPORT + TROUBLESHOOTING
a Location Instance Count
Sauth Central US 2 H Activity lag >
GENERAL -
Enterprise with MSDN New support request >
— 1! Properties .
= Subscription id
- 1P addresses GENERAL
s,
1! Properties >
. Front End pool CPU Percentage, Memory Percentage and one more metric today
SCALE
= R t
& worker pools —
= 7 scaleup >
&
s 15} Resource explorer
7 scale out >
>
APPS & PLANS
RESOURCE MANAGEMENT
Apps
& Tags >
. App senvice plans
& Locks >
SUPPORT + TROUBLESHOOTING
s Users >
Dec30 2PM
New support request
I CRU PERCENTAGE | MEMORY PERCENTAGE | REQUESTS A Automation script >
042 8.58
4 »

Let's verify Front End pool.

Go to App Service Environments, click on the ASE that we created, click on Front End pool
in the GENERAL section of the ASE settings, and click on Scale up in the SCALE section in
Settings of a front end pool.

Here, we can choose the scale size.
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This section shows different instances that ASEs can have for a front end pool. The P1
instance is grayed out, because we can't select it in the case of Front End pool. The
minimum size supported in the front end pool for ASEs is P2:

e

App Service Environments > PetClinic-ASE - Front End pool > Settings > Choose Your Scale Size O d’ ‘{O; 8]

Settings S = S Choose Your Scale Size — O X

| P2 pemom | p3 pemom ] P4 premiom

2 Core 4 core 8 cCore
SUPPORT + TROUBLESHOOTING
3.5 GBRAM 7 GBRAM 14 GBRAM
Activity log
) yieg ’ »  BizTalk Services - BizTalk Services > BizTalk Services
New support request > ™ 500GB ™ 500GB ™= 500GB
Storage Storage Storage
P Up to 50 instances 7 Up to 50 instances 7 Up to 50 instances
GENERAL
Unlimited slots Unlimited slots Unlimited slots
= Web app staging = Web app staging = Web app staging
Properties > : " N
=% Unlimited times daily =3 Unlimited times daily =3 Unlimited times daily
Backup Backup Backup
Traffic Manager Traffic Manager Traffic Manager
SCALE Geo availability Geo availability Geo availability
2 =g > 26,823.06 53,646.12 135,188.22
4 scale out >

RESOURCE MANAGEMENT

& Taos > ’

a Locks > é

M Users > N H h
54 Automation script >

We can also modify scale out settings the way we do in ASP for Azure Web Apps or Azure
App Service.
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We can scale it manually, or by CPU percentage, or by other metrics:

> PetClinic-ASE - Front End pool > Scale setting

App Service Environments > Settings

Settings R = D 4 Scale setting — 0O X

PetClinic fault

SUPPORT + TROUBLESHOCTING

ﬁ| Activity log >
New support request >
GENERAL
05
Propertias >
SCALE 0
Dec 24 Dec 25 Dec 26 3 A Dec 28 Dec 29 Dec 30
7 scaleup >
AVERAGE INSTANCES PREDICTED INSTANCES
7 scale out >
* ceale by P rma v
RESOURCE MANAGEMENT Seale by ‘ an instance count that | enter manually v

Description Manual setup means that the number of instances you choose won't change, even if
there are changes in load.

' Tags
n Locks

Instances 2

;,.'. Users

VOLWN N

Automation script

Now comes the turn of worker pools.
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ASEs — worker pools

As we already know, there are three worker pools in an ASE. The pool of resources
physically hosts the ASPs. To get details of the worker pool specific to ASEs, click on

the ASE created recently and go to the GENERAL section; click on Worker pools and we
can see Worker pool 1, Worker pool 2, and Worker pool 3:

App Service Environments > PetClinic-ASE - Worker pools

App Service Environme... # _ X D PetClinic-ASE - Worker pools * _ 0O X
m Ao

Service Environment

f) Refresh

Subseriptions: Visual Studio Enterprise with
MSDN — Don't see a subscription? Switc

% Automation script - GENERAL
Filter by name...
| items € Worker pool 1 >
GENERAL
NAME € Worker pool 2 >
Properties
PetClinic-ASE e & Worker pool 3 >

IP addresses

= Front End pool
% Worker pools

=} Resource explorer

APPS & PLANS
Apps

P App Service plans

SUPPORT + TROUBLESHOOTING

New support request

With the default ASE settings, we can have instances created on only Worker pool 1 and

not other worker pools.
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To get the Worker pool 1 details, click on it, and it will open a side pane with its details. In a
front end pool, we have a restriction that we can't select scale size P1. However, in the case
of worker pools, we don't have that restriction. We can utilize all scale sizes such as, P1, P2,
P3, and P4. By default, Worker pool 1 has P1 instances and the Instance count is 2. As there
is no ASP created out of this worker pool, we can't host any Azure Web Apps, hence
application count is showing 0.

When we click on Settings, we get the same kind of options that we got in the front end
pool:

@ Worker pool 1 Settings
PetClinic-ASE
£ s A
ettings 44 Tools
Essentials ~ NG ‘ [Fitter settings
L
Resource group p Service Environment -
a GENERAL eTutorialsWorlc lini E SUPPORT + TROUBLESHOOTING
Status Pricing Tier
& Worker pool 1 > q;a‘éy g B Activity log
N Location nstance Count
@ worker pool 2 > South Central US 2 New support request
a PP Service plans
@ Worker pool 3 > e o
- GENERAL
S Apps

17 Properties

a
4

APPS & PLANS

Monitoring
Apps

o]
M

WorkersTotal and WorkersUsed today
B App service plans

v

SCALE
7 seale up

7 Scale out

0s RESOURCE MANAGEMENT

& Togs

Click on Scale up in the Worker pool 1 settings to verify existing scale size and other
options. We can see that there is no grayed out section of scale size in Worker pool 1 as we
have in Front End pool.
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The existing scale size is P1, and we can select any other scale size if we need it:

& O
O @& O

Choose Your Scale Size - 8 X

PetClinic-ASE - Worker pools > Workerpool1 > Settings > Choose Your Scale Size

Settings — 0O X

Filter settings

CIEEE T TS

1 Core 2 Core 4 Core
SUPPORT + TROUBLESHOOTING
1.75 GBRAM 3.5 GBRAM 7 GBRAM
Activity log
= ¥1eg > BizTalk Services _ BizTalk Services 2 BizTalk Services
New support request ~ >500GB = 500GB = 500GB
Storage Storage Storage
7' Upto 50 instances 7' Upto 50 instances 7' Upto 50 instances
GENERAL
Unlimited slots Unlimited slots Unlimited slots
= Web app staging = Web app staging = Webapp staging
Properties =% Unlimited times daily -5 Unlimited times daily -3 Unlimited times daily
Backup Backup Backup
Traffic Manager Traffic Manager Traffic Manager
APPS & PLANS Geo availability Geo availability Geo availability
apps 13.411.53 26,823.06 53,646.12
8 Core
SCALE
14 GBRAM
4 Scale up
¥ > BizTalk Services
A scale out > ™ 500GB
Storage
7 Up to 50 instances -

RESOURCE MAMAGEMENT

& Tags > | select

We can also modify the Scale out settings the way we do in ASP for Azure Web Apps or
Azure App Service.
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We can scale it manually, or by CPU percentage, or by other metrics:

PetClinic-ASE - Worker pools > Workerpool1 » Settings > Scale setting

Settings — 8 X Scale setting — 8 X

SUPPORT + TROUBLESHOOTING

ﬁ Activity log >
New support request >
GENERAL
05
Properties >
APPS & PLANS 0
Dec 24 Dec 25 Dec 26 Dec 27 Dec 26 Dec 29 Dec 30
Apps > AVERAGE INSTANCES PREDICTED INSTANCES
' App Service plans >
SCALE * Seale by | an instance count that | enter manually v
2 ccale up > Description Manual setup means that the number of instances you choose won't change, even if
scale up there are changes in load.
Instances 2
74 Scale out >

RESOURCE MANAGEMENT

& Tags >

Let's verify what Worker pool 2 has!
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As expected, it has zero instances because in the default ASE only Worker pool 1 has an
instance allocated, and that is 2. However, the Pricing Tier is associated with Worker pool
2. It is important to remember that it is a default setting and if we need, we can change the
scale size from P2 to P3, P2 to P4, or P2 to P1:

@ Worker pool 2 . - Y Settings
PetClinic-ASE
LF settings K Tools
Essentials ~ RS O ‘ [Fitter ‘
L1}
Resource group App Service Environment _
ENERAL . ol - o SUPPORT + TROUBLESHOOTING
eTutorial orlc PetClinic-ASE
a Status Pricing Tier
@ Worker pool 1 > ;;;;y FIZ e B Activity log >
e a Logati nstance Count
4 Worker pool 2 > o s New support request >
=
3 App Service plans
@ worker pool 3 > PP S 2o
- GENERAL
£ Apps
E 4 Properties >
a All settings =
APPS & PLANS
= Meonitoring
[»-9] Apps >
™~ WorkersTotal and WorkersUsed today
. 4pp service plans >
>
SCALE
7 scale up >
4 scale out >
No available data.
RESOURCE MANAGEMENT
& T1ags >
4 B »

Let's verify what Worker pool 3 has!

As expected, it has zero instances because in the default ASE only Worker pool 1 has an
instance allocated, and that is 2. However, the Pricing Tier is associated with Worker pool
3. It is important to remember that it is a default setting and if we need, we can change the
scale size from P3 to P2, P3 to P4, or P3 to P1:
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@ Worker pool 3 [ - Y Settings
PetClinic-ASE
L¥ settings 3K Tools
Search worker poals Essentials ~ RO ‘ [Fitter settings ‘
L1}
onment
ENERAL SUPPORT + TROUBLESHOOTING
N Pricing Tie:
@ Worker pool 1 > P3 H Actvity log >
. Insta Count
@ Worker pool 2 > snestes New support request >
-
- | App Service plans
& Worker pool 3 > PP Se o
- GENERAL
o, Apps
Properties >
-] p—
APPS & PLANS
= Monitoring
(-] Apps >
™~ WorkersTotal and WorkersUsed today
B 4pp service plans >
>
SCALE
' scale up >
4 scale out >
No available data.
RESOURCE MANAGEMENT
& 1egs >
4 - 3

We can't associate multiple scale sizes to Front End pool or Worker pools.

ASEs — app service plan

As we have verified all default configurations of ASEs, let's verify the same things in the
main window of ASEs in Azure portal.

It has zero APP & SLOTS COUNT and zero PLAN COUNT as we are yet to create ASP
and then host Azure Web Apps in ASEs:

App Service Environments

fault Directory)

1 items

NAME ~ LOCATION v APP & SLOTS COUNT PLAN COUNT RESOURCE GROUP SUBSCRIPTION

PetClinic-ASE South Central US 0 aQ eTutorialsWorld Visual Studio Enterprize w.., ***

As we iterated multiple times that we need to create ASP first in ASEs.

[228]



Azure App Service Environments

Click on App Service plans in the left sidebar; if it is not available, click on More services
and filter App Service plans and open it.

Click on +Add. Observe carefully here. The pane opened by clicking on +Add has all the
same details and options that we used while creating a normal ASP.

The question is, how to create ASP in ASEs?

It is Location and Pricing tier:

App Service plans > New App Service Plan

App Service plans # _ X New App Service Plan
m ult Di Create a plan for th )
O Refresh
Subscriptions: Visual Studio Enterprise with * App Service plan
5 MSDN — Don't see a subscription? Switch
directories ASE-Default-Plan v
Filter by name... * Subscription
2 items Visual Studio Enterprise with MSDN v
NAME
* Resource Group @
b | - -
b . Create new  (® Use existing
F eTutorialsWorld-Standard tee
eTutorialsWorld hd
F ServicePlan915ae612-a073 )
* Operating System
@ Linux v
= * Location
Southeast Asia v
[l
[l
* Pricing tier 5
(& 51 Standard
b

Pin to dashboard

Automation options
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We can select Worker pool that has available instances to host ASP can be utilized in the
Pricing tier:

App Service plans > New App Service Plan

D ) pp

App Service plans £ _ X New App Service Plan

Columns O Refresh

Subscriptions: Visual Studio Enterprise with

* App Service plan
MSDN — Don't see a subscription? Switch

directories ASE-Default-Plan v
Filter by name... * Subscription
2 items Visual Studio Enterprise with MSDN W
AT
NAME * Resource Group @
Create new (@) Use existing
P eTutorialsWorld-Standard see
eTutorialsWorld A
P ServicePlan915ae612-a073 wes o
* Operating System
Windows v
* Location
PETCLINIC-ASE(South Central US) v
Worker pool >

Worker pool 1 (WP1)

Pin to dashboard

Automation options

How do we bring the Worker pool 1 (WP1)?

Select the PETCLINIC-ASE(South Central US) ASE in the Location field. The moment we
select ASE in Location, it will change the pricing to Worker pool.

Now the obvious question is, where does pricing come into picture in this case?
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Remember that, we have scale sizes in Front End pool and Worker pool. This is used for
pricing:

App Service plans > New App Service Plan

App Service plans
i [

) App Service Environment
utl ult Direc )

PETCLINIC-ASE(South Central US)

E= Columns ) Refresh

Regions

Subscriptions: Visual Studio Enterprise with
MSDN - Don't see a subscription? Switch South Central Us

directories

Morth Europe

Filter by name... West Europe
2 items Southeast Asia

NAME East Asia
West US

P eTutorialsWorld-Standard e East US

P servicepiangisaes12-2073 Japan West
Japan East
East US 2

Morth Central US

PETCLINIC-ASE(South Central US) v |

Worker pool S
Worker pool 1 (WPT)

Pin to dashboard

Automation options

Then click on Worker pool. It gives us the list of worker pools available. Surprise!

Why does it have only Worker pool 1 (WP1)? In our ASE, we have three worker pools. The
reason is, even though we have three worker pools in ASEs, not all the worker pools are
allocated instances. Only Worker pool 1 has an instance, and that also has two instances, as
we saw in an earlier section.
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Again, there is a surprise here. Worker pool 1 (WP1) shows only one instance available,
even though we have two instances in Worker pool 1. The reason is, ASE uses one instance
for fault tolerance, and so we can't use it for hosting ASP. We will discuss this in a later
section regarding the number of instances available in the worker pools, and, how many of
these are actually usable considering fault tolerance.

Select Worker pool 1 (WP1) and click on Create:

App Service plans A _ X New App Service Plan - 0O X Worker Pool

fault Directory) Create a plan for the web app

== Columns ) Refresh

* App Service plan
Subscriptions: Visual Studio Enterprise with il p

) MSDN - Den't see a subscription? Switch ASE-Default-Plan v Worker pool 1 (WP1)
direc es P1 1 Avail...
* Subscription

» Filter by name...

Visual Studio Enterprise with MSDN ~
' 2items

NAME ™ * Resource Group @
— Create new (@ Use existing
sa
P eTutorialsWorld-Standard see eTutorialsWorld v
=
b Y .
- p ServicePlan915ae612-a073 see * Operating System
@ Windows v
* Location

= PETCLINIC-ASE(South Central US) v
(»'y]
[

Waorker pool >
=K Worker pool 1 (WP1)
>

Pin to dashboard

Automation optio

This will create a new ASP that is hosted in ASEs. We can see the newly created ASP named
ASE-Default-Plan in the list of ASPs available:

App Service plans
i fault Directory)
Columns O Refresh
Subscriptions: Visual Studio Enterprise with MSDN — Don't see a subscription? Switch directorie:
] -
Filter by name...
e 3 items
NAME APPS PRICING TIER RESOURCE GROUP ™ SUBSCRIPTION
P ASE-Default-Plan eTutorialsWorld Visual Studio Enterprise wi... +++
-
s
P eTutorialsWorld-Standard eTutorialsWorld Visual Studio Enterprise wi.., =¢+
P ServicePlan915ae612-a073 1 Standard: 1 Small eTutorialsWorld Visual Studio Enterprise wi.., =<«
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Click on the newly created ASP, and we can see Pricing Tier is P1. That is expected, as we
have selected Worker pool 1, which has scale size P1 selected:

: ASE-Default-Plan

‘ App Service plan
Columns o Refresh T Delete
Subscriptions: Visual Studio Enterprise with p Search (Ctrl+/) Essentials ~
) MSDN - Don't see a subscription? Switch
clirectories Resource group Pricing Tier
a Filter by name. P. Overview eTutorialsworld Premium: 1 P1
R Status Apps / Slots
‘ 3 items B Activity log Ready )/ 0
NAME Location
= M Access control (IAM) PetClinic-ASE - South Central US
= Subscription name
B AseDefauit-plan & Tags isual Studio Enterprise with MSDN
= P TutorialeWarld-Standard Subscriptian 1D
efutonialsivor andar X Diagnose and solve problems Le |
a P, serviceplangisaesiz-a073
RESOURCE MANAGEMENT Monitoring
=
8 Locks CPU Percentage and Memary Percentage
[w'5]
[
& Automation script .
)
GENERAL 20%
Properties 60%

Apps i
No available data.
»

Now, let's go to App Service Environments in Azure portal to check whether any
modifications are there.

If we observe carefully, PLAN COUNT has increased from 0 to 1, as we have one ASP in
our ASE:

Columns O Refresh

Subscriptions: Visual Studio Enterprise with MSDN — Don't see a subscription? Switch directorie:

() :

Filter by name...
o 1 items

NAME LOCATION APP & SLOTS COUNT PLAN COUNT RESOURCE GROUP SUBSCRIPTION

PetClinic-ASE South Central US 0 1 eTutorialsWorld Visual Studio Enterpri... =<

-
s
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Click on the ASE and verify the Overview section with the details of App Service plans too.
It also shows 1:

App Service Environments >  PetClinic-ASE

L] PetClinic-ASE
le App Service Environment
== Add App [ Delete ) Restart
B Search (c Essentials ~
LT
Resource group Subdomain Name
° Overview eTutorialsWorld PetClinic-ASE.p.azurewebsites.net
Status Virtual Ne
. ﬁ Activity log Ready PetClinic et
Location Subnet
- M Access control (IAM) South Central US default
b Subscription name App Service plans
' Tags Visual Studio Enterprise with MSDN
-
sab, Subscription ID Apps / Slots
| | 0 (0
g RESOQURCE MAMNAGEMENT
&8 locks Monitoring
=
Automation script Front End Metrics
(]
[} Edi
GENERAL 100
[
" Properties 80
>
IP addresses 50
= 40
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Now it is game time.
What do we need to create an App Service or Azure web application?

Yes, we need ASP. So, in other words, we can use ASP created in ASEs and create Azure
Web Apps, and it is that simple to create an Azure web application in the ASE.

In other words, our web application will be in VNet. How?

ASP is created in ASEs; ASE is created in the VNet that has a subnet:

8O X App Service pla

Select a plan for the web app

N * 2 ; ; ; - -
L. App name An App Service plan is the container for your app. The App Service plan settings will Z
PetClinic-ASE vy ‘-. determine the location, features, cost and compute resources associated with your
» PetClinic-ASE.p.azurewebsites.net app.

* Subscription

/i M
Visual Studio Enterprise with MSDN v Create New

-
sau * Resource Group @
- Createnew @ Use existing P ServicePlan915ae612-a073(S1)
L -] eTutorialsWorld v South Central US 1 instances
] . P ASE-Default-Plan(WP1)
App Service plan/Location > PetClinic-ASE(South Central US) 1 instances
ASE-Default-Plan(PetClinic-ASE)
=
E‘} Application Insights @ on m
-

Pin to dashboard
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Select ASP created in ASEs and click on Create:

* App name
PetClinic-ASE v
PetClinic-ASE.p.azurewebsites.net

* Subscription

Visual Studio Enterprise with MSDN v

* Resource Group @
Create new (8 Use existing

eTutorialsWorld ~

[* App Service plan/Location 5
ASE-Default-Plan(PetClinic-ASE)

Application Insights @ On m

Pin to dashboard

Wait for a while!

In Azure App Services, we will have the Azure web application that is created in ASEs.
Verify the location. We selected this location while creating ASEs:

App Services
ault Direc
Columns O Refresh
Subscriptions: Visual Studio Enterprise with MSDN — Don't see a subscription? Switch directorie:
() :
Filter by name...
o 2 items
NAME STATUS APP TYPE APP SERVICE PLAN LOCATION ™ SUBSCRIPTION
MyPetClinic Running Web app ServicePlan915ae612-a073  South Central US Visual Studio Enterprise wit... =+«
-
s
PetClinic-ASE Running Web app ASE-Default-Plan South Central US Visual Studio Enterprise wit... *e+<
-
say,
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Let's go to App Service Environments in Azure portal and verify the changes in the list
of ASEs. Now it shows 1 in APP & SLOTS COUNT:

App Service Env

miteshso

=+ Add

Subscriptions: Visual Studio Enterprise with MSDN — Don't see a subscription? Switch directorie:

Filter by name...

0 1 items

NAME LOCATION APP & SLOTS COUNT PLAN COUNT RESOURCE GROUP SUBSCRIPTION v

PetClinic-ASE South Central US 1 1 eTutorialsWorld Visual Studio Enterpri... =<

In the next section, we will see how to configure the Azure Web App so we can host our
Sample JEE application in it. It is not different than the way we do it in the normal Azure
App Service.

ASEs - configuring Azure Web Apps

As we have created Azure Web Apps in the ASE, our next task is to configure the Azure
Web Apps.

Click on PetClinic-ASE in the App Service section and go to Application settings.

Configure the Java version, Java Minor version, Web container, Platform, and Always On
properties.
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Save the settings. Click on the Overview section and visit the public URL assigned to Azure
Web Apps hosted in ASEs:

==m PetClinic-ASE - Application settings

ch (Ctri+/) )
P search (Ctri+/) General settings

LT}
NET Framework version @ | |
‘m' Deployment options
. PHP version @ | |
‘ » Continuous Delivery (Preview)
- Java version @ lava 8 e
oL
SETTINGS
- Java Minor version @ Newest hd
= = Application settings
Web container @ Newest Tomcat 7.0 i
g Authentication / Autharization
Python version @ |
B i Backups
) Platform @ 3. m
('] B8 Custom domains 32-bit
(e

O SSL certificates Web sockets @ m On
Always On @ Off “

]
14

Observe the URL and compare it with the normal Azure Web Apps URL.
Here, we have <Azure_Web_App_Name>.<App_Service_Environment_Name>.p.

azurewebsites.net.
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Everything else is similar to what we have in normal Azure Web Apps.

@ petclinic-ase.petclinic-ase.p.azurewebsites.net

This Java based web application
has been successtully created

There's nothing here yet, but Microsoft
Azure makes it simple to publish
content with GIT and FTP

Tell me more (3)

Java Property Value

java.version 1.8.0 102

java.vendor Azul Systems, Inc.

os.arch amd64

catalina.base D:\Program Files (x86)\apache-tomcat-7.0.62
user.timezone GMT

Now, we are quite familiar with the concepts of ASEs, front end pools, and worker pools.
We also know that Azure Web Apps is in a VNet now as the ASEs are created in a VNet.

ASEs - virtual network
Let's try to see the different aspects of VNet involved in the ASE.
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Go to the ASE that we created, click on Virtual Network, and then click on Address space.
Here we will get the default address space used in VNet:

« PetClinic-ASE > PetClinic-ASE-vnet - Address space

PetClinic-ASE-vnet - Address space

Virtual network
g Save x Discard

£ Search (Ciri+/) 192.168.250.0/23

LT
Add additional address range

» &> Overview
. ﬁ Activity log
- ;.'. Access control (IAM)
sal

‘ Tags
-
B
@ SETTINGS

< Address space
=

%> Connected devices
'y
i}

<> Subnets
= Em DNS servers
5 - -

In the ASE, click on Virtual Network, go to SETTINGS, and click on Subnets to get details
on the subnet used in this ASE:

App Service Environments > PetClinic-ASE >  PetClinic-ASE-vnet - Subnets /O [? @ © @

PetClinic-ASE-vnet - Subnets # _ 0O

Virtual ne

+ Subnet + Gateway subnet

):J Search (Cirl+/) Search subnets
LT
NAME “~  ADDRESSRANGE ™  AVAILABLE ADDR.. ™  SECURITY GROUP ™
o &> Overview
default 192.168.250.0/24 251

‘ ﬁ| Activity log

;.'. Access control (IAM)

-
L

‘ Tags
-
g SETTINGS
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Here, we will get details on Address range (CIDR block), Available addresses, Network
security group, and other details:

PetClinic-ASE » PetClinic-ASE-vnet - Subnets » default

default

PetClini

I Delete

* Address range (CIDR block) @
L 192.168.250.0/24
192.168.250.0 - 192,168.250.255 (256 addresses)

Available addresses @

251
L=y
oL -
MNetwaork security group >
- None
o
g Route table S
None
=
Users >
Y Manage users
Gl

The reason that we are discussing VNet and subnet more in detail is to configure better
security. One of the main reasons to have ASEs is better security.

Why and how?

We know we have hosted Azure Web Apps in the ASE that is in VNet. Hence, we can apply
all security-related configurations in the Azure web application that is available for VNet.
We can achieve this by configuring NSG.
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We can see that no NSG is assigned in our ASE. So our next task is to create NSG and assign
it to subnet so we can control inbound and outbound traffic to Azure web application
/ ASEs:

default - 8 x Resource

n
@ Delete

* Address range (CIDR block) @

LTl 1 68, 2
92.168.250.0/24 These are the network security groups in the selected subscription and location “South
192.168.250.0 - 192.168.250.255 (256 addresses) Central US".

Available addresses @

[ -] 251 U None
=
- Network security group 5
P None
g,

Route table >
2 None
L Users >
oo Manage users
&
[}
-
>

Click on More services in the left sidebar of Azure portal, filter Network security groups
and open it. As of now, there is no security group available. Let's create one NSG.

Click on +Add:

Columns C) Refresh

Subscriptions: Visual Studio Enterprise with MSDN - Don't see a subscription? S

Resource groups -
Fitter by name...

Recent 0 items

NAME RESOURCE GROUP ™ LOCATION SUBSCRIPTION
. App Services

No Network security groups to display

-

s&  SQL databases

-
%, SQL servers
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Give Name, Subscription, Resource group, and Location. Click on Create:

Network security groups > Create network security group

Create network security... — B X

* Name
Resource groups

PetClinic-NSG v
Recent * Subscription
Visual Studio Enterprise with MSDN w
App Services
* Resource group @
SQL databases Create new (8 Use existing
eTutorialsWorld| v
» SQL servers
* Location
Virtual machines (cla... South Central US v
Storage accounts
App Service Environ...
App Service plans Pin to dashboard

Wait until we get the notification of the creation of NSG. We can see the newly created NSG
in the list of Network security groups:

Subscriptions: Visual Studio Enterprise with MSDN — Don't see a subscription? Switch directorie

Filter by name...

1 items
NAME RESQURCE GROUP LOCATION SUBSCRIPTION
O PetClinic-NSG eTutorialsWorld South Central US Visual Studio Enterprise w... ===
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Let's explore NSG. Click on the NSG that we have created.

We can see that no security rules (inbound or outbound) are configured, and this NSG is
not associated with any subnets either:

. PetClinic-NSG
MNe

rity group
I Delete
O Search (Ctri+/) Essentials ~
Resource group (change) Security rules
U Overview eTutorialsWorld 0 inbound, 0 cutbound
Location Associated with
ﬁ| Activity log South Central US 0 subnets, 0 network interfaces
;,.'. Access control (IAM)
Subscription 1D
‘ Tags | : |
3( Diagnose and solve problems
0 i :
Inbound security rules
SETTINGS
PRIORITY NAME SOURCE DESTINATION SERVICE ACTION
nbound security rules
- ) No results.
Qutbound security rules
B Network interfaces
0 i :
<> Subnets Outbound security rules
Properties PRIORITY  NAME SOURCE DESTINATION ~ SERVICE ACTION
No results.

ASEs — network security groups

Let's configure Inbound security rules and Outbound security rules.

In the SETTINGS section, click on Inbound security rules and click on +Add.
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Here, we can give the name of the rule and the priority of the rule in the case of execution.
To get detailed information on priority, click on the small icon after the label:

Resource groups

Recent

App Services

SQL databases

5, SQL servers

Virtual machines (classic)

Storage accounts

App Service Environme...

App Service plans

¥ Network security groups

More services >

PetClinic-NSG - Inbound security rules

> Add inbound security rule

Add inbound security rule

PO

http

* Priority @
100

* Source @

I coroiock | Tag

Service @

Custom

* Protocol

B2l <« | w

* Port range @

| 20

* Action
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We can select from which source traffic should be allowed or restricted, for which protocol,
the port range or port number along with the action. The following rule is just an example
where any source is allowed to access any port. Observe the Priority given to this:

Resource groups

Recent

App Services

SQL databases

L, SQL servers

Virtual machines (classic)

Storage accounts

App Service Environme...

App Service plans

Network security groups

More services »

PetClinic-NSG - Inbound security rules

Add inb_ound security rule

7K Advanced

* Name

> Add inbound security rule

L Ps O

‘ Any

* Priority @

‘ 200

* Source @
MC\DR block Tag

Service @

Custom

* Protocol

* Port range @

-w

* Action
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Let's configure another rule for the HTTPS protocol and give it Priority as well:

Add inbound security rule

PetClinic-NSG

}‘ Advanced

* Name

\ HTTPS

* Priority @

\ 150

* Source @
CIDR block Tag

Service @

| HTTPS

* Protocol

LA rcp uoP_|

* Port range @

* Action

Deny m

Let's verify the list of inbound security rules and their priorities:

—— PetClinic-NSG - Inbound security rules

A

o Add

Search inbound security rufes

I Default rules

L Search (Ctrl+/)

PRIORITY NAME SOURCE
D Overview

100 http Any
ﬁ Activity log

150 HTTPS Any
;,." Access control (IAM)

200 Any Any

’ Tags

}( Diagnose and solve problems

DESTINATION

Any

Any

Any

SERVICE

Custom (Any/80)

HTTPS (TCP/443)

Custom [Any/Any)
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There are Default rules also that are already configured. To make default rules visible, click
on the Default rules link in the Inbound security rules pane.

All these rules are applied in the sequence of priority assigned to them:

+— PetClinic-NSG - Inbound security rules

V== Network security group

= Add | @ Default rules

L2 Search (Ctri+/) Search inbound security rules
PRIORITY NAME SOURCE DESTINATION SERVICE
@ Overview
100 http Any Any Custom (Any/80)
ﬁ| Activity log
150 HTTPS Any Any HTTPS (TCP/443)
;.'. Access control (IAM)
200 Any Any Any Custom (Any/Any)
' Tags
65000 AllowVnetinBound VirtualNetwork VirtualNetwork Custom (Any/Any)
X Diagnose and solve problems
65001 AllowAzureLoadBalanc... AzureLoadBalan.. Any Custom (Any/Any)
SETTINGS 65500 DenyAllinBound Any Any Custom (Any/Any)

Inbound security rules
+
Qutbound security rules

I Network interfaces

<> Subnets
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Similarly, we can control outbound traffic too. Outbound security rules also have a default
set of rules that is visible when we click on Default rules:

v PetClinic-NSG - Outbound security rules

v===Network security group

+ Add < Default rules

,O Search (Ctrl+/) Search outbound security rules

PRIORITY NAME SOURCE DESTINATION SERVICE
@ Overview

65000 AllowVnetQutBound VirtualNetwork  VirtualNetwork — Custom {Any/Any)
ﬁ| Activity log

65001 AllowInternetOutBound  Any Internet Custom (Any/Any)

sa Access contral (IAM)

& Tags

65500 DenyAllOutBound Any Any Custom (Any/Any)

}( Diagnose and solve problems

SETTINGS

*
nbound security rules
Qutbound security rules
l MNetwork interfaces

<> Subnets

Properties

Let's verify the NSG again, and we can see three inbound security rules are added and
visible on the main pane of NSG:
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. PetClinic-NSG

Ne security group

@ Delete

L Search (Cirl+/)

O Overview
ﬁ Activity log
;." Access control {IAM)

‘ Tags

}( Diagnose and solve problems

SETTINGS
Inbound security rules
Qutbound security rules
l Metwaork interfaces

<> Subnets

Essentials ~

Resource group (change)
eTutorials\\

Vorld
Location
South Central US

Subscription name (€
Visual Studio Ent

Subscription ID

v
3 Inbound security rules

Security rules

3 inbound, 0 cutbound
Associated with

0 subnets, 0 network interfaces

PRIORITY NAME SOURCE
100 http Any
150 HTTPS Any
200 Any Any

DESTINATION SERVICE ACTION
Any Custom (Any/80) Allow
Any HTTPS (TCP/443) Allow
Any Custom (Any/Any) Allow

To get more details on NSGs, go to https://docs.microsoft.com/en-us
/azure/virtual-network/virtual-networks-nsgand also refer to Azure
Network Security Groups (NSG) — Best Practices and Lessons Learned at https

://blogs.msdn.microsoft.com/igorpag/2016/05/14/azure-network-s
ecurity-groups-nsg-best-practices—-and-lessons—-learned/.

Now, we will assign NSG to the subnet available in ASEs.
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Configuring NSG in ASE subnet

Once we have created a NSG, we can assign it to the subnet we have in ASEs.

Go to ASE, then click on Virtual Network, and then click on Subnets, and go to the default
subnet. Click on Network security group.

Now we can see the NSG we created in the list, and we can assign it to this subnet:

PetClinic-ASE  » PetClinic-ASE-vnet - Subnets > default » Resource /C) [? @ @ @ mﬁi?oiﬁggi%z‘ﬂ;)ﬁ &

default - ax Resource
PetClini et
i Delete
* Address range (CIDR block) @
LT [ 0.0/
192.168.250.0/24 These are the network security groups in the selected subscription af
0 192.168.250.0 - 192.168.250.255 (256 addresses) Central US'.
Available addresses @
‘ 251 O None
-
= Network security group .
> PetClinic-NSG
- None southcentralus
£
Route table
2 N >
one
- Users
- >
(5] lanage users
{inrd |
>
2l »
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After selecting the Network security group, click on Save:

PetClinic-ASE > PetClinic-ASE-vnet - Subnets > default

default
PetClinic-/ net
Hsave X Discard [ Delete
* Address range (CIDR block) @
uy 192.168.250.0/24
° 192.168.250.0 - 192.168.250.255 (256 addresses)
Available addresses @
. 251
-
i Network security group >
- PetClinic-NSG
- o
g Route table S
None
=
Users S
o) Manage users
[ |
@
%
>
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Once we are ready with Azure Web Apps hosted in ASE, the rest of the things are similar to
Azure Web Apps. Even the Continuous Delivery (CD) process is also the same.

We only need to select the Azure web application that we created in ASE while configuring
the task Deploy Azure App Service.

We will cover this part in detail in the next chapter, where we will look into deploying a
WAR file into Azure Web Apps and ASE using VSTS.

PetClinic ~ Dashboards Code  Work  Build & Release  Test ‘ @
Builds Releases  Library  Task Groups  Explorer
& F-
U o+ Definition: PetClinic-Release ¢ | Releases
Environments  Artifacts  Variables  Triggers General  Retention  Histary
Search release definitions. pel
Relezse Definitions ¢} + Release ™
All release definitions
+ add environment ~ + Add tasks |~ WAR Converter **/* war, Version 1. ¥
PetClinic-EU
PetClinic-Release o = R oniagent §(System.DefaultWorkingDirector | .. |@
ST WAR Converter **/*.war WAR fil ) =
etClinici-Release 2/ 2 tasks enabled @ Trackyon WAR Converter X ane /% war D
1R 1 6
Deploy Azure App Service = WG et $(System.DefaultWorkingDirector | .. | O
QA Azure App Service Deploy f
4 Control Options
2/ 2 tasks enabled
181 & Enabled ?
Continue on error
L Always run
2/ 2 tasks enabled Timeout a o)
1R 16
Production = @ Replace with markdown to show in help
3 =

To delete an ASE, go to Azure portal and click on Delete. It will ask for confirmation and
once we delete it, all the resources in that ASE will be deleted.

So, we covered all the basic details regarding ASEs. As we are discussing securing App
Service or Web Apps, we will also discuss how to configure Azure Web Apps to increase
security. However, it is necessary to keep a lock on ASE as it may contain many
applications, and deleting an ASE will delete all of them.
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Enforcing HTTP redirection to HTTPS on
Azure Web Apps

By default, Azure App Service does not enforce HTTPS. We can enforce HTTPS redirection
by configuring the rules in the web. config file.

In our normal Azure Web Apps URL, add scm after the name of the Azure web application.
It opens a Kudu editor:

&« C | & httpsy//mypetclinic.scm.azurewebsites.net

Environment

Build 59.51212.2600.0 (1c6a99d178)

Azure App Service
Site up time
Site folder

Temp folder

REST API

"

App Settings

0 T W

S o 2

n E

D ]
w 0=
w 3

a

o

o

o

unume versions

Web hooks

WebJobs: a

R =
Site Extensions: insta

Functions: list | host

59.1.8598.16 (rd_websites_stable.161213-1110)
02.03:31:51
D-\home

DlocaliTemph

ed | feed

rggered | continuous

config

More information about Kudu can be found on the wiki.

Go to Debug console and navigate to the wwwroot directory in the Kudu editor.
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Create web . config by executing the touch web.config command in the console:

../wwwroot + 3items & @ &

Name
ey ™ webapps
70 i hostingstart html
L7579 i web config

Modified Size
1/1/2017, 12:47:55 PM

12/29/2016, 8:37:38 PM 198 KB
11112017, 1:30:40 PM

Use old console
Kudu Remote Execution Console

Type “exit’ then hit ‘enter’' to get a new CMD process.
Type 'cls’ to clear the console

Microsoft Windows [Version 6.2.9288]
(c) 2812 Microsoft Corporation. All rights reserved.

D:\home>
D:\home\site>
D:\home\site\wwwroot>touch web.config

D:\home\site\wwwroﬂt)l

Click on the Edit icon of the file and we can add the following content to redirect HITP to
HTTPS:

<?xml version="1.0" encoding="UTF-8"7?>
<configuration>
<system.webServer>
<rewrite>
<rules>
<!—— BEGIN rule TAG FOR HTTPS REDIRECT —-—>
<rule name="Force HTTPS" enabled="true">
<match url="(.*)" ignoreCase="false" />
<conditions>
<add input="{HTTPS}" pattern="off" />
</conditions>
<action type="Redirect" url="https://{HTTP_HOST}/{R:1}"
appendQueryString="true" redirectType="Permanent" />
</rule>
<!-— END rule TAG FOR HTTPS REDIRECT -->
</rules>
</rewrite>
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</system.webServer>
</configuration>

Save it:

E Cancel | web.config

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<system.webserver>
<rewrite»
<rules>
<rule name="Force HTTPS" enabled="true">
<match url="(.*)" ignoreCase="false" />
<conditions>
<add input="{HTTPS}" pattern="off" />
</conditions>
<action type="Redirect" url="https://{HTTP_HOST}/{R:1}" appendQueryString="true" redirectType="Permanent"” />
</rule>
</rules>
</rewrite>
</system.webServer>
</configuration>

444

Visit the application URL and you will be redirected to the HTTPS-based URL:

C | & https//mypetclinic.azurewebsites.net @ s

&) spring

A HOME Q FIND OWNERS VETERINARIANS A ERROR

Welcome

b

€) spring ...
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In the next section, we will cover how to filter traffic by IP and also regarding dynamic IP
restrictions to secure Azure Web Apps by adding rules in the web. config file.

Filtering traffic by IP and dynamic IP
restrictions

We may want to restrict access to Azure Web Apps. We can achieve this using the
<ipSecurity> element. We can define which IP addresses can access Azure, and the action
to take in case of a violation of that rule:

<configuration>
<system.webServer>
<security>
<ipSecurity allowUnlisted="true" denyAction="NotFound">
<add allowed="true" ipAddress="xXX.xXXX.XXX.xxx"
subnetMask="255.xxx.xxx.xxx" />
</ipSecurity>
</security>
</system.webServer>
</configuration>

Save Cancel | web.config
<?xml version="1.0" encoding="utf-8"?>
- <configuration>
- <system.webServer>
- <rewrite>
- <rules>

<rule name="Force HTTPS" enabled="true">
<match url="(.*)" ignoreCase="false" />
© <conditions>
<add input="{HTTPS}" pattern="off" />
</conditions>
<action type="Redirect" url="https://{HTTP_HOST}/{R:1}" appendQueryString="true" redirectType="Permanent" />
</rule>
</rules>
- <security>
- <ipSecurity allowUnlisted="false" denyAction="NotFound">
<add allowed="true" ipAddress="1.39.18.51" subnetMask="255.255.255.0" />
</ipSecurity>
</security>
</rewrite>
</system.webServer>
</configuration>
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Dynamic IP restrictions allow us to block access to Azure Web Apps based on different
scenarios as follows:

e To deny access by maximum concurrent requests
e To deny access by maximum requests within the specified time period

To configure dynamic IP restriction, make the following changes to the web.config file:

<configuration>
<system.webServer>
<security>
<dynamicIpSecurity>
<denyByConcurrentRequests enabled="true"
maxConcurrentRequests="10"/>
<denyByRequestRate enabled="true" maxRequests="10"
requestIntervalInMilliseconds="2000"/>
</dynamicIpSecurity>
</security>
</system.webServer>
</configuration>

Click on Save:

E Cancel web.config

<?xml version="1.8" encoding="utf-8"?>
<configuration>
<system.webServer»
<rewrite>
<rules>
<rule name="Force HTTPS" enabled="true">
<match url="(.*)" ignoreCase="false" />
- <conditions>
<add input="{HTTPS}" pattern="off" />
</conditions>
<action type="Redirect” url="https://{HTTP_HOST}/{R:1}" appendQueryString="true" redirectType="Permanent” />
</rule>
</rules>
- <security>
- <ipSecurity allowUnlisted="false" denyAction="NotFound">
<add allowed="true" ipAddress="1.39.18.51" subnetMask="255.255.255.8" />
</ipSecurity>
- <dynamicIpSecurity>
<denyByConcurrentRequests enabled="true" maxConcurrentRequests="180" />
</dynamicIpSecurity>
</security>
</rewrite>
</system.webServer>
</configuration>

444

In the next section, we will compare ASE and non-ASE (Azure Web Apps).
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Comparing ASE and non-ASE (Azure Web

Apps)

The following are some but not all the differences between ASE and non-ASE:

non-ASE ASE
Virtual Azure Web Apps are hosted in a ASEs are created in the VNet, so Azure
Network multitenant environment. We can | Web Apps are hosted in Azure VNet.
configure Azure Web Apps to
integrate it with VNet.
Resource There are instances that can be In ASE, we have two layers:
layers utilized directly in ASP. Front end pool: This is used for load
balancing and SSL termination
Worker pools: There are three worker
pools in ASE. Instances available in the
worker pools are used in the creation of
ASP, and then we can host Azure Web
Apps in the ASP.
Support for | Azure App Service / Azure Web As ASE is in VNet, we can configure the
NSGs Apps is a PaaS and not hosted in subnet with NSG. Hence, we can
VNet. Hence, we can't configure configure inbound security rules and
inbound and outbound rules. outbound security rules.
Instance Only three types of instance can be |In front end pool, we can utilize P2, P3,
size(s) used in Azure Web Apps: P1, P2, and P4 instances, while in worker pools,
and P3. P4 instances can't be used we can utilize P1, P2, P3, and P4
in the non-ASE environment. instances.
Number of In the Standard plan, we can have |In ASE, we can utilize 50 instances, while
instances 10 instances. in one ASE a maximum of 55 instances
In the Premium plan, we can have | can be created.
20 instances.
Time to Normal App Service are created ASE takes 2-3 hours to be created, and
create instantly. hence we need to wait until ASE is
created.
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Summary

Security is not a tool, a technology, or a one-time job, but an ongoing process. In this
chapter, we discussed how to create ASE that is more secure than non-ASE or a normal
Azure App Service. App Service is a PaaS offering from Microsoft Azure. ASEs offer App
Service in the VNet and hence we can configure NSG to make the environment more
secure.

In other words, we can configure inbound and outbound security rules for traffic that flows
inwards and outwards.

So far, we have covered continuous development using the Eclipse IDE and its integration
with source code repository in VSTS. We also discussed how to perform continuous
integration, how to create Azure Web Apps in a non-ASE environment, and how to manage
Azure Web Apps as well.

Continuous TFS / Git: Continuous Cloud Continuous Continuous
Development Source Code Integration Resources i Monitoring /
+ Eclipse IDE Repository - Build + Azure Web Load Testing
+ Eclipse and Definitions Apps : + Apache [Meter
Repository + App Service . VSTS
Integration Environment
Security
Configurations

We need to understand that in ASE and non-ASE scenarios, only the hosting environment
differs. Azure Web Apps related tasks and operations are same.

Our next goal is to deploy a package file in an environment that we have created that is
Azure Web Apps in ASE or non-ASE.

In our case, it is a Java application, so we will need to deploy a WAR file in Azure Web
Apps. In the next chapter, we will see how to achieve continuous delivery / continuous
deployment using an approval-based workflow.
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It’s fine to celebrate success but it is more important to heed the lessons of failure.
—Bill Gates

This chapter will present how to deploy an application in Azure Web Apps and ASEs using
VSTS. It also includes the security and governance aspects while deploying in different
environments to ensure that only authorized persons can perform the deployment
operation, and the process has to be verified.

This chapter will cover end-to-end automation visualization for deploying an application in
the PaaS offering of Microsoft Azure.

e Overview of CD and continuous deployment
¢ Configuration of Microsoft Azure subscription
Build and release automation

e Environment with release tasks

Security and governance with approver setup

End-to-end automation process execution
Continuous feedback on release execution
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Overview of CD and continuous deployment

CD and continuous deployment are normally used interchangeably. However, there is a
minor difference.

CD is the application deployment into an environment that is not production, so it can be
development, QA, stage, pre-production, and so on.

Continuous deployment is the application deployment into the production environment.

We need to understand the way an application is deployed in production and non-
production environments manually and then try to automate that process. The automated
approach of application deployment doesn't change. It is all about the location where the
application is getting deployed.

CD makes the application package production ready. Continuous deployment goes through
end-to-end automation for release management and manual intervention is not required.

A minor difference is the manual approval process in the environment that makes CD and
continuous deployment different from each other. In the case of a production environment,
it is better to have the manual approval process just before application deployment.

In the upcoming sections, we will see how to deploy the application package (the WAR file
in our case, as it is a JEE application) in Microsoft Azure Web Apps.

Configuration of Microsoft Azure
subscription

We will first go to our VSTS account. Here, we need the following things to be
accomplished:

¢ Configure our Microsoft Azure subscription so we can connect to Azure Web
Apps from VSTS

¢ Create a release definition that achieves the task of application deployment in
Azure Web Apps
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In the Recent section, click on PetClinic:

€J myvstutorials

Good afternoon, AmitPackt Ramadas

Projects Favorites Work items Pull requests e ‘ &

p rOJ acts Filter projects and teams Y

Recent
=1 PetClinic

= PetClinic-Git

Al
v B PetClinic

v B PetClinic-Git

It will open the Dashboards page for the project created in VSTS:

PetClinic ~  Dashboards Code Work Build & Release Test | &
Overview
Welcome Work assigned to AmitPackt Ramadas (1) Team Members

| using Visual Studio Team Services to make

= Manage Work
o D State Title
Add work to your board

7 New Create SQL Database

‘}K Collaborate on code

Add code to your repository

Work

Continuously integrate Backlog
Automate your builds Board

I I Visualize progress
il

Learn how to add charts

Sprint Burndown New Work Item Open User Stories Visual Studio
Enter title o Open in Visual Studio
Set iteration dates to use the sprint Requires Visual Studio 2013+
burndown widget Bug “

Get Visual Studio

Set iteration dates Work items See Visual Studio downloads

Create

F |+ New
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In the top bar, click on Build & Release, which will open a menu. Click on the Releases

menu item:

PetClinic ~  Dashboards

Code Work

Build & Release Test

Overview

Welcome

Get started using Visual Studio Team Services to make
am dashboard.

Manage Work

Add work to your board

Collaborate on code
®q

Add code to your repositary

Continuously integrate
Automate your builds

I I Visualize progress
il

Learn how to add charts

Sprint Burndown

Set iteration dates to use the sprint
burndown widget

Set iteration dates

Builds
Releases
Work assigr Library )
1 Task Groups
Task

Explorer
D State Tite

7 New Create SQL Database

New Work Item

Enter title
Bug e O

‘Work items

Open User Stories

F + New

Team Members

-« PR+

Work

Backlog
Board
Task board
Queries

Visual Studio
o Open in Visual Studio
Requires Visual Studio 2013+

Get Visual Studio
See Visual Studio downloads

Click on the Releases link on the page.

As this is a new account, there is no release definition, so this section is empty. We can
create a new release definition so that we can automate application deployment into Azure

App Service or ASEs.
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The way we have build definitions for continuous integration, we have release definitions
for continuous release, CD, or continuous deployment. Release definitions contain different
tasks that can be used for application deployment in the target environment.

So, let's create a new release definition. Each release definition can contain one or more
environment, and each environment can contain one or more tasks to deploy an application.

Click on +New definition:

PetClinic ~  Dashboards Code Work Build & Release Test

Builds  Releases  Library  Task Groups  Explorer

Release Management helps you automate the deployment and testing of
your software in multiple environments. You can either fully automate the
delivery of your software all the way to production, or set up semi-
automated processes with approvals and on-demand deployments.

Start by creating a new release definition.

~+ New definition (@ Getting started

Once we click on +New definition, it will open a dialog box with deployment templates
that can be used for deployment automation.
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We are going to deploy the WAR file into Azure App Service / Azure Web Apps, so select
Azure App Service Deployment. Click on Next:

PetClinic ~  Dashboards Code Waork Build & Release Test | @&

Builds  Releases  Library  Task Groups  Explorer

Release Managemer| o
your software n my  Create release definition
delivery of your sq
automated processe{

Select a template

Start by creating a n¢
Deployment

+ New definition Azure App Service Deployment

Deploy your Azure App Service.

Azure App Service Deployment with Performance Test
@ Deploy your Azure App Service and run a cloud based web performance

Azure App Service Deployment with Slot (PREVIEW)

Deploy your Azure Web App to a staging slot and swap slots to deploy to
production

Azure App Service Deployment with Test

Deploy and test your Azure App Service

a Azure Cloud Service Deployment

Deploy an Azure Cloud Service

Azure Service Fabric Deployment
Deploy an Azure Service Fabric application
Empty

Start with an empty definition

Let's remember few things from earlier chapters before explaining this deployment
automation.

We created a build definition PetClinic-Maven that compiles the source code, executes
unit test cases, and creates a WAR file. The WAR file is our artifact. This artifact is the result
of the build definition execution.

Now, in release definition, we need to select where the artifact will come from, and that is
from Build. Select the PetClinic project.

In Source (Build definition), all build definitions related to the PetClinic project will be
available. We will select PetClinic-Maven.
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In a nutshell, we want to achieve continuous integration and CD here. This means that
when a developer checks in new code or a bug fix in the repository, it will automatically
trigger a build definition. The build definition will compile source files, execute unit tests, if
any, perform static code analysis if Sonar is configured, and create a WAR/package file. This
is an artifact. Once the build definition is completed successfully, it will trigger a release
definition to deploy an artifact or a WAR file into Azure Web Apps that is hosted in ASE or
non-ASE.

Click on the Continuous deployment (create release and deploy whenever a build
completes) checkbox.

Click on Create:

PetClinic ' Dashboards Code Work  Build & Release  Test | &

Builds  Releases Library Task Groups  Explorer

Release Managemer| L.
your sofware in m|  Create release definition
delivery of your sq

automated processe{ )
Artifacts

SERE) @O0 Choose a source that publishes the artifact to be deployed

~+ New definition n

Build Jenkins Choose Later

Project
PetClinic ~
Source (Build definition)

PetClinic-Maven ~

@ Continuous deployment (create release and deploy whenever a build completes)

< Previous Create Cancel
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This will open a release definition in edit mode. We selected Deploy Azure App Service.
The first thing that is required is to configure Azure subscription with VSTS.

Click on the task, and see there are fields named AzureRM Subscription and App Service

Name. We need to configure our Azure subscription here, and the App Service names will
appear in the list automatically.

Click on the Manage link next to the Azure subscription field:

PetClinic v Dashboards Code Work  Build & Release  Test | &

Builds Releases Library  Task Groups  Explorer

<
U+~ Definition*: New Azure App Service Deployment 25-Apr &
e relesee defintions o | FEovironments 4 Triggers  General  Retention  History
Release Definitions 0]

All release definitions , 1,
+ Add environment ~ + Addtasks  ~ Deploy Azure App Service X Version 35 Y (@

£ Run on agent Azure subscription o
Environment 1 o P [«] Manzage @
Deploy Azure App Service A Service name *
0R | &

Deploy to slot

Virtual application

Package or folder 5(System.DefaultWe

v File Transforms & Variable Substitution Options
» Additional Deployment Options
4 Output

App Service URL

4 Control Options
Enabled s
Continue on error
Always run

Timeout

@ More Information 2

It will open a Services page in the VSTS portal. As of now, there is no service configured, so
the list is empty:
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(o | PetClinic ~  Dashboards Code Work Build & Release  Test | &
Overview  Work  Security  Version Control  Agent queues  Notifications  Service Hooks  Services Test  Release
Endpoints  XAML Build Services
+ New Service Endpoint ~

Search Services...

P Services

Mo Services found.

Click on +New Service Endpoint. A menu will open; select the Azure Resource Manager
item from the menu to configure Azure subscription:

J PetClinic ~  Dashboards Code Work Build &Release  Test | &}
Overview  Work  Security  Version Control  Agent queues  Notifications  Service Hooks  Services  Test  Release
Endpoints  XAML Build Services
+ Mew Service Endpoint ¥
Azure Classic b

Services

Azure Resource Manager )
Mo Services found.

Azure Service Bus Azure Resource Manager h

Azure Service Fabric

Chef

External Git

Generic

GitHub

Jenkins

SSH
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As we are already logged in, the VSTS and Azure account will get a subscription name in
the list. Give the connection name that we will use in the release definition task to connect
to the Azure account.

Click on OK:

PetClinic ' Dashboards Code Work Build & Release Test | &

Overview Work  Security Version Control ~ Agent queues  Notifications  Service Hooks  Services Test  Release

Endpoints  XAML Build Services
+ MNew Service Endpaint ~

Search Services. - i
earch Semvices... e Services

No Services found.

X
Add Azure Resource Manager Service Endpoint
Connection name  DevOps with Microsoft Azure and Virtual Studio Team Serviced
Subscription pey-tsvou-co [ '
will be created and assigned with "Contributor” role, having access ta all
If your subscription is not listed above, or your account is not backed by Azure Active Directory or to

specify an existing Service Principal click here

“ CLE=3

The purpose of adding the Azure subscription here is to get a list of resources available in
that subscription to VSTS so we can configure them for deployment. In our example, we
need a list of Azure Web Apps that are hosted in ASEs or non-ASE so we can deploy the
PetClinic application to Azure Web Apps.

Once we close the box to add an Azure Resource Manager (RM) endpoint, we can see
the list of endpoints in Services under Endpoints. Now we have our Azure RM
subscription configured successfully:
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J PetClinic ~ Dashboards Code Work Build & Release  Test | &
Overview  Work  Security  Version Control  Agent queues  MNotifications  Service Hooks  Services  Test  Rele
Endpoints  XAML Build Services

| New Service Endpoint ~ | | Endpoint: DevOps with Microsoft Azure and Visual Studio Team Services
Search Services... jel Details  Roles

&> DevOps with Microsoft Azure and Visu  [NFORMATION

Type: Azure Resource Manager

Created by AmitPackt Ramadas

Connecting to service using Service Principal

ACTIONS

List of actions that can be performed on this service endpaoint:
Update Service Configuration
Manage Endpoint Roles

Manage Service Principa
Disconnect

Click on the Roles link to verify the available roles of the Azure subscription:

PetClinic ~  Dashboards Code Work Build & Release Test

Owerview  Work  Security  Version Control  Agent queues  MNotifications  Service Hooks — Services  Test  Release
Endpoints  XAML Build Services

+ New Service Endpoint Endpoint: DevOps with Microsoft Azure and Visual Studio Team Services
Search Services... 0 Details  Roles

&5 DevOps with Microsoft Azure and Visu + Add ? L

User Role Access
E [PetClinic]\Endpoint Administrators Administrator  Inherited
AmitPackt Ramadas Administrator  Assigned
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Now go to Release Definitions and click on the list box of Azure subscription, and now
our newly added endpoint is available in the list.

Select the endpoint:

PetClinic ~  Dashboards Code Work Build & Release Test ‘ &

Builds  Releases  Library  Task Groups  Explorer

<

[CE Definition®: New Azure App Service Deployment 25-Apr &
- - o | Emwironments Atifacts  Variables Tnggers Genersl  Retention  History
earch relesse definitions.
Release Definitions o)

All release definitions (D No artifact sources are linked to this release definition. Link to an artifact source

+ Add environment ~ + Addtasks  ~ Deploy Azure App Service s

£ Run on agent Azure subscription o
Environment 1 9 P v Manage (0

Deploy Azure App Servi ; - -
1/1 tasks enabled @ i b Ul App S¢ Available Azure service connections
0R | &

Version 3> ¥ (@)

Deploy  DevOps with Microsoft Azure and Visual Studio Team Services

VIMEl available Azure subseription :cucos1 st 4424 060F 77447682104

Package or folder $(System.DefaultWe

p File Transforms & Variable Substitution Options
» Additional Deployment Options
4 Qutput

App Service URL

4 Control Options

Enabled "
Continue on error
Always run

Timeout

@ More Information 2

So far, we have configured Azure subscription endpoint in VSTS, so we can use it in a
release definition to deploy the artifact in Azure App Service hosted in ASE and non-ASE.

In the next section, we will cover how to automate artifact deployment into Azure App
Service when the build definition is executed successfully.
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Build and release automation

Our main idea is to automate end-to-end activities that play a role in application life cycle
management. To be precise, we want to have a scenario where the following activities are
automatically executed with some workflow or approvals once developers commit some
code for feature development or bug fixes:

¢ Continuous integration:
e Compilation of source files
e Execution of unit tests
e Static code analysis
e CD:
e Workflow-based application deployment into different
environments, where one or more approvals are needed to deploy
in a specific environment

¢ Continuous testing;:
¢ Load testing with VSTS or Apache JMeter

We have already configured Azure subscription. Once it is completed successfully, we can
select App Service Name. Click on the down arrow, and Azure Web Apps available in the
configured Azure subscription will be available in the list.
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It is important to note that the list in App Service Name can have Azure
Web Apps hosted in ASE or non-ASE. In simple terms, it doesn't matter
whether Azure Web Apps are hosted in ASE or non-ASE. We only need to
select App Service Name and that's it.

PetClinic ~  Dashboards Code Waork Build & Release Test | (i)

Builds  Releases  Library  Task Groups  Explorer

<

U o+ Definition*: New Azure App Service Deployment 25-Apr &
Semrch relence definit o | [Eovironments  Anifocts  Varigbles  Triggers  Genersl  Reteniion  Hisiory
earch release definitions.d

Release Definitions U | Hsae

HDTEER 0N + Add environment + Addtasks | = Deploy Azure App Service ¢ Version 377 @
PetClinic-EU

. £ Run on agent Azure subscription
PetClinic-Release Environment 1 9 ’

DevOps with Mi ™ ¢ Manage
Deploy Azure App Service

App Service name
Azure App Service Deploy X a MyPetClinic ™ | ¢

Deploy to slot

1/1 tasks enabled

0l %

Virtual application

b, folder
ackage or folde; $(System. Defaultc

v File Transforms & Variable Substitution Options
+ Additional Deployment Options

4 Output

App Service URL

4 Control Options

Enabled vl
Continue on error
Always run

Timeout

© nore Information 2

Go to Package or Folder and click on the three dots (...). Go to the PetClinic-Maven, and
select the WAR file created after the successful execution of the build definition.
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Our release definition will pick this WAR file and deploy it in Azure Web Apps.
Click on OK:

etClinic Dashboards ~ Code  Work  Build & Release  Test

Builds Releases Library Task Groups  Explorer

<
U +- Definition*: New Azure App Service Deployment 25-Apr &
S ———— o Environments  Artifacts  Variables Triggers ~ General  Retention  History
Release Definitions 0] H save e «
All release definitions o i
. R Al6
+ agdenviel  Select File Or Folder pp Service * Version 3+ 7 ©
PetClinic-EU
PetClinic-Release Environment1 4 I Linked Artifacts DevOps with Mi ~ ' ¢ Manage ©
1 /1 tasks enab 4 PetClinic-Maven (Build) MyPetClinic Ve ®
08 | & » 1 Code Coverage Report_34 - _
4 i drop - -
4 B NewPetClinic @
4 W target
SEs $(System.DefaultWe 0]
[ petclinicwar
b B build.Sourcel abel s & Variable Substitution Options
fioyment Options
L @
@
The artifacts published by each version will be available for deployment in Release Management, e
The last successful version of PetClinic-Maven (Build) published the following artifacts: Code
Coverage Report 34, drop, build.Sourcelabel. 2
or @
Location  PetClinic-Maven/drop/NewPetClinic/target/petelinicwar a

@ More Information &2
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Now, we are all set to execute the release definition, but before that we need to save the
release definition:

PetClinic ~  Dashboards Code Work Build & Release Test | &

Builds  Releases Library Task Groups  Explorer

<

U+~ Definition*: New Azure App Service Deployment 25-Apr &
- i o Environments  Artifacts  Variables  Triggers ~ General ~ Retention  History
earch release definitions..
Release Definitions 0] H sae
All release definitions + Add - + Addtasks | - ’ Version 357 @
environmen asks Deploy Azure App Service ersion 3. i
PetClinic-EU

= Run on agent

A bscript
PetClinic-Release Production Zure subscription

DevOps with Mi ¥ & Manzge @
1 /1 tasks enabled
0l 5

Deploy Azure App Service o Service name
Azure App Service Deploy X e MyPetClinic v ¢

Deploy to slot

Virtual application

Package or folder 5(System.DefaultWe

» File Transforms & Variable Substitution Options
» Additional Deployment Options
4 Output

App Service URL

4 Control Options

Enabled s
Continue on error
Always run

Timeout

@ More Information 2

Click on the Save button and it will open a new dialog box. Provide a Comment and click
on OK to save the release definition in VSTS:
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~  Dashboards Code

Work Build & Release Test

U +-
Search release definitions... pel

Release Definitions

PetClinic-EU

PetClinic-Release

<

All release definitions

Builds  Releases  Library  Task Groups  Explorer

Definition*: New Azure App Service Deployment 25-Apr &

Environments  Artifacts  Variables  Triggers  General Retention  History
O | Hsae Release
+ Add environment ~ + Addtasks | -

Production o

1/ 1 tasks enabled
ol | &

£ Run on agent

ﬁ Deploy Azure App Service
Save

Comment

Release Definition

le URL

Deploy Azure App Service s

Azure subscription

DevOps with Mi ™~
App Service name MyPetClinic o
X
(=]
tion
der

§(System. DefaultWc

prms & Variable Substitution Options
Deployment Options

RI

4 Control Options

Enabled 2}
Continue on error @

Always run 2

Version 3. ¥ @

<
(]

Manage @

o)
@

@

<]

Verify that you have saved the release definition:

shboards Code Work Build & Release Test

L+~

Search release definitions... 0
Release Definitions
All release definitions
New Azure App Service De.. ==
PetClinic-EU

PetClinic-Release

Builds  Releases Library Task Groups  Explorer

Definition*: PetClinic-Release ¢ | Rele

Environments  Artifacts

[@)] A save

+ Add environment ~

Variables  Triggers  General  Retention  History

+ Addtasks | -

Production -

171 tasks enabled
0R | &

£ Run on agent

Deploy Azure App Service
Azure App Service Deploy

Deploy Azure App Service s

Azure subscription DevOps with Mi

App Service name MyPetClinic o

Deploy to slot [w]

Virtual application

Package or folder §(System.Defaultwe

» File Transforms & Variable Substitution Options
» Additional Deployment Options
4 Output

App Service URL

4 Control Options

Enabled [l
Continue on error (W]
Always run (=]

Timeout

@ wore Information 2

Version 3. Y (D

<
<

Manage @

)
@

S}
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Before executing the release definition, let's look at other tabs/panes, such as Artifacts,
Variables, Triggers, General, Retention, and History:

e The Artifacts section shows the artifacts of the linked sources (such as build
definition, which will create a WAR file) that are available for deployment in
releases:

PetClinic ~  Dashboards Code Waork Build & Release Test | &

Builds Releases Library Task Groups  Explorer

<

U o+ Definition*: PetClinic-Release ¢ | Rel

Environments | Artifacts | Variables Triggers General Retention History
Search release definitions. o - o ’

Release Definitions (0] H save # Link an artifact source

All release definitions

Artifacts of the linked sources are available for deployment in releases. Learn more about artifacts.
New Azure App Service De... =« .
Source alias Type Default version
PetClinic-EU
PetClinic-Maven (Primary) Build Latest

PetClinic-Release

e The Variables section can be used to create environment variables, and we can
store parameters such as FTP hostname and other details:

PetClinic ~  Dashboards Code Work Build & Release Test | @&

Builds  Releases  Library  Task Groups  Explorer

<

D o+ Definition*: PetClinic-Release & | Rel
Search release definit 0 Environments ~ Artifacts  Variables  Triggers  General Retention  History Release variables
earch release definitions..
Release Definitions | O A Save
All release definitions

. Variable groups
New Azure App Service De... sss

PetClinic-EU Link variable groups to this release definition to include the variables they contain. Manage variable groups here

PetClinic-Release No variable groups are linked.

& Variable group
Variables

Define custom variables to use in this release definition. View list of pre-defined variables

Name Value

) of

—+ Variable
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e The Triggers section allows us to set when a new release should be created. We
can set it when a new artifact version is available, or in other words, when build
definition execution is successfully completed:

PetClinic v Dashboards Code Work  Build & Release  Test | &

Builds Releases Library Task Groups  Explorer

<
U o+ Definition*: PetClinic-Release ¢ | Releases
Ceareh relence definitions.. p | Emnments  Atfacts  Variables | Triggers | General  Retention History
Release Definitions (] H save
Al rel lefinitions

Release triggers
New Azure App Service De... =«

Release trigger specifies when a new release will get created.
PetClinic-EU

PetClinic-Release ¥ Continuous Deployment

Creates release every time a new artifact version is available.

=+ Add new trigger

Set trigger on artifact source | PetClinic-Maven v | withtags @  Add..

Scheduled

Create a new release at a specified time.

Environment triggers
Environment triggers specify when and how a deployment will be triggered on an environment.

Environment rigger

Production Automated: After release creation Va
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We can also schedule release definition execution based on the day and time
specified with the time zone:

Dashboards

Builds Releases  Library

<

O+

el

Search release definitio
Release Definitions
All release definitions
New Azure App Service De... e
PetClinic-EU

PetClinic-Release

Task Groups

Code  Work  Build & Release  Test

Explorer

Definition*: PetClinic-Release & | Relec

Environments  Artifacts  Variables  Triggers  General Retention  History
[&)] H save
Release triggers -
Release trigger specifies when a new release will get created.

¥ Continuous Deployment

Creates release every time a new artifact version is available.
=+ Add new trigger
PetClinic-Maven v | withtags O | Add.

Set trigger on artifact source

¥ Scheduled
Create a new release at a specified time.

+ Add new time
dhtime: (03 ¥ 00 ¥ | | (UTC) Coordinated Universal Time
Su Ml Tulel Wiel Thi#l Fietl Sa

Environment triggers

Environment triggers specify when and how a deployment will be triggered on an environment.

ronment

Em

Production Automated: After release creation

¢ The General section allows us to set Release name format. We will keep the

Builds Releases  Library

O o+~

o

Search release definitions.
Release Definitions
All release definitions
New Azure App Service De... ses
PetClinic-EU

PetClinic-Release

Task Groups

default format for release name:

Dashboards ~ Code ~ Work  Build & Release

Explorer

Definition*: PetClinic-Release & | Rel
Environments  Artifacts  Variables gers General  Retention  History
9] H save
(0] -

Release-${rev:r)
Set the format for default name of releases from this *
release definition. See the list of available pre-defined
variables here.

Release name format
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¢ The Retention section allows us to define the retention policy for releases
deployed to different environments in the release definition:

PetClinic ~  Dashboards Code Waork Build & Release Test | &

Builds  Releases  Library  Task Groups  Explorer

Definition*: PetClinic-Release & | Rel

L+
[ — o Environments  Artifacts  Variables  Triggers  General | Retention | History
Release Definitions U | Hsae
All release definitions Define retention policy for releases deployed to each environment in this release definition. Learn more about retention policy.
New Azure App Service De... ==« Days to retain a relesse : [ 30 1D
Environment : Production Retain build : @ (O
Minimum releases ta keep:[ 3 (D)

PetClinic-EU

PetClinic-Release

e The History section will provide details on the changes made to the release
definition, on which date, by whom, and comments, if any:

Test | o)

PetClinic ~  Dashboards Code Work Build & Release

Builds  Releases  Library  Task Groups  Explorer

Definition*: PetClinic-Release ¢ | Releases

Do
Environments  Artifacts ~ Variables  Triggers  General Retention | History

Search release definitions... pel
Release Definitions O | H s
All release definitions Changed By Changed Date Change Type Comment
Add Release Definition

New Azure App Service De... ==« MS 4/25/2017 12:06 PM

PetClinic-EU

PetClinic-Release
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To check end-to-end automation, we will start the build definition execution. So, once it is
successful, it will trigger a release definition. Save the release definition and click on Queue
new build...:

etClinic Dashboards ~ Code  Work  Build & Release  Test

Builds Releases Library Task Groups Explorer

Build Definitions / PetClinic-Maven Bt Osecurity @ Help

Summary  History  Deleted

Details Branches
Repository o PetClinic No data ilable to show
Default queue Hosted | Manage

Last updated by M S | Friday, February 10, 2017 1:19 PM

Queued & running
No builds queued or running at the moment| Queue new build...

Recently completed

#20170210.1 ~ succeeded 17 §/PetClinic  [etutorialsworld]\Project
Collection Service Accounts
#20170200.1 ~ succeeded 7 §/PetClinic  [etutorialsworld]\Project
Collection Service Accounts
#20170130.1 " succeeded 7 $/PetClinic  [etutorialsworld]\Project
Collection Service Accounts
#20170128.1 + succeeded ¥ §/PetClinic  [etutorialsworld]\Project
Collection Service Accounts
#20170123.1 ~ succeeded ¥ §/PetClinic  [etutorialsworld]\Project
Collection Service Accounts
#20170120.1 ' succeeded ¥ $/PetClinic  [etutorialsworld]\Project
Collection Service Accounts
#20170119.1 ' succeeded § §/PetClinic  [etutorialsworld]\Project
Collection Service Accounts
#20170118.1 ' succeeded ¥ §/PetClinic  [etutorialsworld]\Project
Collection Service Accounts
#20170104.1 + succeeded ¥ §/PetClinic  [etutorialsworld]\Project
Collection Service Accounts
#20170103.1 + succeeded 17 §/PetClinic  [etutorialsworld]\Project
Collection Service Accounts
Analytics

Number of builds

0

[282]



Continuous Delivery to Azure Web Apps and ASE Using VSTS

The Queue build for PetClinic-Maven build definition will trigger the release definition if
it is completed successfully. Click on OK:

PetClinic ~  Dashboards Code Work Build & Release Test
Builds  Releases Library Task Groups  Explorer
Build Definitions /  PetClinic-Maven ~ passing LR < Edit O Security @ Help
Summary  History  Deleted
Details Branches
REFC“EW £ PetClinic ¢ §/PetClinic ~/ passing 2/10/2017
Default queue Hosted | Manage
Last updated by M S | Friday, February 10, 2017 1:19 PM
Queued & running
No builds queued or running at the moment| Queue new build, . L. x
T, Queue build for PetClinic-IMaven
#20170210.1 ~ succeeded 17 $/Petdli
Queue
Hosted v
#20170208.1 + succeeded 1 s/petcli =
Source Version
0]
#201701301 " succeeded I $/PetCli
Shelveset name
#201701281 " succeeded P $/PetCli
Variables  Demands
#201701231 ~ succeeded P $/PetCli
system.debug false
4 Add verisble
#20170120.1 ~ succeeded P $/petcli
#20170119.1  succeeded  s/petcli “ ——
#20170118.1 ~ succeeded P §/PetCli
Collection Service Accounts
#20170104.1 + succeeded ¥ §/PetClinic  [etutorialsworld]\Project
Collection Service Accounts

Once the build definition is successfully completed, the PetClinic-Release release
definition will be triggered. Its job is to deploy the .war artifact into Azure App Service.
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Deployment failed! Let's find out why this deployment has failed:

PetClini Dashboards Code Work Build & Release Test

Builds Releases Library Task Groups  Explorer

<

D 4+~ PetClinic-Releas
Summary Envionments  Artifacts  Variables  General ~Commits  Work items
ease definitions... P
Release Definitions U | 7 Deploy~ Abandon [ Send Email
All release definitions -
Details

PetClinic-Release
Triggered by PetCinic2-Maven 201704274, &

Continuous deployment requested for AmitPackt Ramadas 3 minutes age

4 PetCinic2-Maven / 201704274 (Build) &Y master

Tests Llogs History

Work items

No associated work items found
Tags

Add...

Environments

Deployment

Completed  Tests
. Triggered ompleted

Environment  Actions

Production FAILED 3minutesago 2 minutes a... No tests
Issues
- Errors (3)

€3 Failed to deploy web package to App Service.
€ Erron: Package file 'di\a\rl\a\PetCinic2-Maven'drop\target\patclinicwar’ does nat
have a zip file name extension. Error count: 1.

€ Error: C:\Program Files\IIS\Microsoft Web Deploy V3\msdeploy.exe failed with return
code: 4294967295

Verify History first. We can see that the release definition was triggered, but deployment
has failed:

Dashboards Code Work

Build & Release Test

Builds  Releases Library Task Groups  Explorer

<
PetClinic-Release / Release-1

O+~
e relome defritone. | Summary Enviowments  Arfacts  Varables  General  Commits  Worktems  Tests  Logs | History
Release Definitions 9] 1" Deploy ~ Abandon [ Send Email
Al release definitions " | Changed By Changed Date ChangeType  Change Details Comments
PetClinic-Release MicrosoftVisualstudio.Servic.. 4/27/2017 4:13 AM Deploy Rejected deployment an 'Production’
Microsoft.VisualStudio.Servic.. 4/27/2017 4:12 AM Deploy Triggered deployment on ‘Preduction’
MicrosoftVisualStudio.Servic.. 4/27/2017 4:12 AM Deploy Queued deployment on "Production’

AmitPackt Ramadas 4/27/2017 412 AM Create Created ‘Release-1' Triggered by PetCinic2-Maven 20170427

Let's find out from the logs the likely cause of this failure.
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Go to the Logs section and verify the release definition execution steps. It clearly indicates
that it is the final deployment operation that has failed:

~  Dashboards Code Work B

ild & Release

Test

Builds  Releases  Library

L+

Search release definitions...
Release Definitions
All release definitions

PetClinic-Release

Task Groups  Explorer

<

Summary  Environments  Artifacts

9}

" Deploy ™
Step
~ EEProduction
& Pre-deployment approval
v ) Run on agent

@ Initialize Agent

& Initialize Job

@ Download Artifacts

& Deploy Azure App Service

Variables  General ~Commits

Abanden

Actio

I A R =]

Work ftems  Tests | Logs | History View All  Details pane On

L Download alllogs aszip =1 Send Email

n Agent: Hosted Agent

2
3
5

2017-84-27T64.
2017-04-27T04.
2017-84-27T04,

2017-84-27T04:
2017-84-27T04:

2017-84-27T64.
2017-04-27T04.

Start Time: 4/27/2017 4:13 AM | Duration: 00:00:13

:13:04. 75868722 #4[section]Starting: Release
113104, 75968762 Current agent version: '2.115.9'
:13:05.05768861 ¥#{section]starting: Initialize Job
13:05.05971382 Prepare release directory.
13:05.06068927 Releaseld=5, TeamProjectld=bS6b3F97-c185-41¢7-b953-46adace
:13:05.67068862 Release folder: d:\a\rlia
:13:05.08368672 Envirorment variables available are below. MNote that these
[ADMINISTRATORLOGIN] --> []
[AGENT_HOMEDIRECTORY] --> [Ci\LR\mms\Services\Mms\Provisioner'iTaskAgent'.
[AGENT_ID] --» [1]
[AGENT_JOBNAME] --> [Release]
[AGENT_MACHINENAME] --> [FACTORYVHM-17]
[AGENT_NAME] --> [Hosted Agent]
[AGENT_RELEASEDIRECTORY] --» [d:\a\rlia]
[AGENT_RCOTDIRECTORY] --> [d:\a]
[AGENT_SERVEROMDIRECTORY] --> [C:\LR\mms\Services\Hms\Provisioner\TaskAg
[AGENT_TEMPDIRECTORY] --> [d:\a\_temp]
[AGENT_TCOLSDIRECTORY] --> [d:\a\_tool]
[AGENT_VERSION] --> [2.115.8]
[AGENT_WORKFOLDER] --> [d:\a]
[AZURE_HTTP_USER_AGENT] --> [VSTS_GfefeTee-dfaa-4a2b-acbd-GfcbcaebScab_r
[BUILD_BUILDID] --> [171
[BUILD_BUILDNUMSER] --> [20176427.4]
[BUILD_BUILDURI] --> [vstfs:///Build/Build/17]
[BUILD_DEFINITIONID] --> [3]
[BUILD_DEFINITIONNAME] --> [PetCinic2-Maven]
[BUILD_REPOSITORY_NAME] --> [spring-petclinic]
[BUILD_REFCSITORY_PROVIDER] --» [TfsGit]
[BUILD_REQUESTEDFOR] --> [AmitPackt Ramadas]
[BUILD_REQUESTEDFORID] --> [2c2adcdf-277d-62c8-b775- dedb6620F0F7]
[BUILD_SOURCEBRANCH] --> [refs/heads/master]
[BUILD_SCURCEBRANCHNAME] --> [master]
[BUILD_SCURCEVERSION] --> [fBefcfSbddd574c6115c6066bF31ccbbBadc37dd]
[BUILD_TYPE] --> [Build]
[CONMECTIONSTRINGNAME] --> []
[DATABASENAME] --> [1
[MSDEPLOY_HTTE_USER_AGENT] --> [VSTS_ffefe7es-afas-4a2b-asbd-6fccazhsca
[RELEASE_ARTIFACTS_PETCINIC2-MAVEN_BUILDID] --> [17]
[RELEASE_ARTIFACTS_PETCINIC2-MAVEN_BUILDNUMBER] --> [20170427.4]
[RELEASE ARTIFACTS PETCINICI-MAVEN BUTLDURI] --> [vstfs:///Build/Build/1
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Click on the failed step, that is, Deploy Azure App Service:

etClinic ~  Dashboard: Code Work Build & Release Test

Builds  Releases  Library  Task Groups  Explorer

<

10 2017-64-27T@4:13:14.5431917Z Got connection details for Azure App Service:'MyPetClinicProj
2017-04-27704:13:15.6960649Z [command]"C:\Program Files\IIS\Microsoft Meb Deploy V3\msdepl
2017-04-27T€4:13:16.97441491 ##[error]Failed to deploy web package to App Service.
2017-04-27T64:13:16. 97441497 #4[error]Error: Package file 'di\a\rl\a\PetCinic2-Maven\drop\
4 Error count: 1.

@ Dowrload Artifacts

D+ PetClinic-Release / Release-1
- p  Smmay  Emionments Arfacts  Varisbles General Commis  Workitems Tests logs History View All Details pane On
ease definitions...
Release Definitions V] " Deploy ~ Abandon L Download all logsaszip [ Send Email
All release definitions Step Action Agent: Hosted Agent Start Time: 4/27/2017 4:13 AM | Duration: 00:00:05
PetClinic-Release - moroduction 1 2017-84-27T64:13:12.47757917 #4[section]Starting: Deploy Azure App Service
= 2 2017-04-27T@4:13:12.4875790L
QPrE'depluyrﬂem approval ’Q 3 2017-04-27T@4:13:12.4875799Z Task : Azure App Service Deploy
4 2817-84-27T84:13:12.4885777Z Description : Update Azure App Service using Ueb Deploy / Ku
@ Runonagent a8 5 2617-84-27T24:13:12.48857777 Version 1
2017-84-27T@4:13:12.48857771 Author : Microsoft Corporation
Initialize Agent E 7 2017-04-27T@4:13:12.48857771 Help : [More Information](https://aka.ms/azurermwebde|
9
8 2017-084-27T04:13:12.48857771
olnmallze Job E 9 2017-04-277@4:13:13.52107347 fcac951d-bS5Ff-442d-9fBf-77447d68al1@4 exists true
|

& Deploy Azure App Service

2017-04-27T@4:13:16.9744149Z ##TerrorlError: C:\Program Files\IIS\Microsoft Wieb Deploy V3\
7 2017-04-27T@4:13:17.7297879Z Successfully updated deployment History at https://mypetclind
2017-84-27T84:13:17. 74478672 ##[section]Finishing: Deploy Azure App Service
12 | ]

After closely examining the logs, we can see that it is mentioned that .war does not have a
. zip file extension.

Remember, we selected petclinic.war and notpetclinic.zip. It
seems to deploy a WAR file with this task. We need to have a ZIP file and
not a WAR file.

How do we solve this?
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If we convert the WAR file into ZIP file, then it can be done, and it should happen

automatically:

Dashboari Work Build & Release Test

Builds  Releases  Library  Task Groups  Explorer

<
PetClinic-Release / Release-1

L+~
Summary  Environments  Ariifacts  Varisbles General Commits Workitems Tests logs History View All  Details pane On
Seal ease definitions... yel
Release Definitions o] " Deploy ~ Abandon i Download all logsaszip  [=1 Send Email
All release definitions | Step Action Agent: Hosted Agent Start Time: 4/27/2017 4:13 AM | Duration: 00:00:05
PetClinic-Release ~ B Production ; idee
Pre-deployment approval A 3
° Py PP 2 sing Wieb Deploy / Kudu REST APIs
~ @ Runonagent | s
@ Initialize Agent g 7 'zks.ms/szurermwebdeplovreadme)
@ Initialize Job | s true
16 .ce:'MyPetClinicPros’
@ Download Artifacts g8 11 leb Deploy V3\msdeploy.exe” -verbisync -source:package='d:\a\rlia\PetCinic2-Havemarop\targ]
A 12 ipp Service.
13 rtCinic2-Maven\drop\targetipetclinic.uar’ does not have a .zip file name extension.

@ Deploy Azure App Service

soft Web Deploy V3\msdeploy.exe failed with return code: 4294967295
‘mypetclinicoroi.scm.azurenehsites. net/deployments/ 51493,

hitps:
vice

The question is, how?
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Trackyon task to convert a .war file into a .zip file

The best way should be any task that can convert .war into a . zip file. So let's do it:

1. Click on +Add tasks and click on the Marketplace link:

PetClinic ' Dashboards Code  Work Build & Release  Test ‘ &

Builds  Releases  Library Task Groups  Explorer

<

D o+ Definition: PetClinic-Release ¢ | Releases
P— et o Environments  Artifacts  Varisbles  Triggers  General  Retention  History
earch release definitio £
Release Definitions (] + Release >
All release definitions + Addem t + Add task ’ v v
environment = asks Deploy Azure App Service ersion 3. i
PetClinic-Release
Production & Runon agent Azure subscription DevOps with Mic ¥ ¢ Manage @
Deploy Azure App Service oD Servi am ~
1/ L tasks enabled Azure App Service Deploy x App Service name MyPetClinicPre) ~ & @
0R | % Deploy to slot 0]

Virtual application

Package or folder §(System.DefaultWe | .. (O

b File Transforms & Variable Substitution Options
» Additional Deployment Options
4 Output

App Service URL -

4 Control Options

Enabled vl
Continue on error
Always run

Timeout

© wore Information 2
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Dashboards Code Work Build & Release Test

Builds Releases Library Task Groups  Explorer

<

D +- ition: PetClinic-Release &
E X
o nviron |
. Task catalog
Release Definitions (©]
All definitions Azure App Service Deploy i Rice 4 Version 3.5 ¥ @
petClinic_Release Update Azure App Service using / Add

APls

DevOps with Mi

(v}
.f- Azure App Service Manage (PREVIEW) ;
{5 Start, Stop, Restart or Slot swap for an Azure App o MyPetClinicProj ~ ¢ @
Service
Azure App Service: Classic (Deprecated)
@ Create or update Azure App Service using Azure Add
PowerShel
§(System DefaultWc 0]

Azure CLI Preview
@, 2 Shell or Batch scipt with Azure CLT commands o Bble Substitution Options
against an azure subscription
k Options
Azure Cloud Service Deployment

Deplay an Azure Cloud Service Add I
Azure File Copy
Q‘. Copy files to Azure blob or VM(s) Add I

Azure PowerShe
@& fun 2 Pouershel script within an Azure (] el
snvironment

Azure R rce Group Deployment -
gy A2ure Resource Group Deplayme .

I (D Don't see what you nsed? Check out our Mark

It will open a new window of Marketplace window.

2. Find Trackyon Advantage:

D‘ Visua

tudic | Marketplace

yel

Visual Studio Code Subscriptions Build your own

signin

Visual Studio Visual Studio Team Services

trackyon‘

1 Result Showing: Build and release - Hosted On: Any v Price: Any v Sort By: Relevance v

Trackyon Advantage
- )

targeti

% ¥k FREE
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Observe carefully the Usage part, as it says the WAR converter task converts
WAR files into ZIP files. Hence, before deployment, we will convert WAR files
into ZIP files using the Trackyon task. Once that is done, our deployment on
Azure Web Apps should work.

3. Click on Install:

2] Studio | Marketplace Signin ,0

visual Studio Team Services > Build and release > Trackyon Advantage

Trackyon Advantage
Trackyon | £ 3892installs | ¢ % % % (16)

A collection of tasks to enable DevOps for any language targeting any platform.

Click Install for Team Services and Download for Team Foundation Server.

The software landscape is demanding that you constantly deploy value. With the tasks provided by the Trackyon Zip
Advantage extension, you can do just that @ Trackyon Zip

WAR Converter
Trackyon Advantage will continue to evolve to meet new challenges as they arise as we all embark on this DevOps @ Trackyon WAR Converter
Journey.

23] SWapping slots on Web App

Trackyon Swap Slots

Usage Stop slot on Web App
Trackyon Start/Stop Slot

. . . " », Trackyon ClickOnce
This extension installs the following components:
g & Trackyon ClickOnce

* A cross-platform Zip task to package any folder as a zip file ready to be used by Azure deployment tasks

* A cross-platform WAR converter task to convert WAR files into zip files ready to be used by Azure deployment

tasks Categories
A Windows to swap Azure ¥ . o

A Windows agent Swap slot task able to swap Azure Web App deployment slots Build and release
A Windows agent Start/Stop slot task to start or stop a Azure Web App deployment slot

A ClickOnce task that signs your manifest and deployment files Tags

A cross-platform start build task

4. Select the VSTS account where we want to install Trackyon Advantage.
5. Click on Continue:
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Trackyon Advantage

by Trackyon

Select Account

Select a Visual Studio Team Services account where you would like to install this extension.

‘ myvstutorials v

Confirm

The extension will be granted these permissions:

® Build (read and execute)
¢ Service Endpoints (read, query and manage)

This extension is offered to you for your use by a third party. not Microsoft. By
clicking Confirm, you agree to the license and privacy policy, if any, for this
extension.

Cancel

6. Click on Proceed to the account. Click on Close:

Trackyon Advantage

by Trackyon

v You are good to go!

This extension is installed and ready for use on account:
myvstutorials

Proceed to the accou

Additionally you can,
Browse Marketplace
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After installation, our next task is to add that task to the release definition. So, before
deployment into Azure Web Apps, the WAR file is converted into a ZIP file:

1. Select the Trackyon WAR Converter task.
2. Click on Close:

PetClinic ~  Dashboards Code Work Build & Release Test ‘ &

Builds Releases Library Task Groups Explorer

<
D +- Definition: PetClinic-Release & | Releases
Search release definitions.. Jol B IERirce N |
Task catalog
Release Definitions O
All release definitions — T T T e e s "
All release de +ad vice, Version 32 ¥ @
PetClinic-Release All Service Fabric PowerShell
Build Run & PowerShell script within the context of an Add o ~
Produ .. Azure Service Fabric cluster connection. DevOps with Mi v | ¢ Manage @
Yy
171t Test Shell Script MyPetClinicProj ~ | ¢ ®
08 || Package E Run & shell seript using bash = .
5]
0]
Deploy Trackyon Start Build .
Starts another build defintion in the same team bE =
roject by ID.
promEehy $(System.DefaultWc - @
Trackyon WAR Converter
@ Converts a WAR file 50 it can be uploaded to an Add Bble Substitution Options
Azure Web App. )
t Options
Trackyon Zip |
f@ A task for that zips 2 folder. s
o
Updiate Service Fabric App Versions 10)
Q futomatically updates the versions of a packaged Add ]
Service Fabric application b
Xamarin License 7]
Activate or deactivate Xamarin licenses (deprecated; i o
upgrade to free version of Xamarin:
hitps/store xamarin.com) > (5]
@ Don't see what you need? Check out our Marketplace. 2 ) 1)
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3. Select the folder where the WAR file is located:

PetClinic

Builds  Releases  Library

<

S

Search release definitio

el

Release Definitions
All release definitions

PetClinic-Release

Dashboards

Task Groups

Code  Work Build & Release  Test

Explorer

Definition*: PetClinic-Release & | Relea

Environments Artifacts Variables T s General Retention History

O | Hsme | +R

=+ Add envirol pes

Select File Or Folder

Production

2/ 2 tasks enab 4 Linked Artifacts

R4 4 Wl PetCinic2-Maven (Build)
— 4 M drop

4 I target
O petclinicvar
The artifacts published by each version will be available for deployment in Release Management.

The last successful version of PetCinic2-Maven (Build) p

d the following artifacts: drop.
Location

PetCinic2-Maven/drop/target

OK Cancel

e war * Version 1* ¥
§(System.DefaultWorking Dir
*/* war
$(System.DefaultWorkingDit
15
7]
ror @
@
a

imarkdown to show in help

[©]

(3]

o]
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4. Select the folder where the ZIP file should be created:

PetClinic ~  Dashboards Code Work Build & Release Test ‘ &

Builds  Releases  Library  Task Groups  Explorer

<

U +- Definition*: PetClinic-Release & | Releases
S———— o | FEovironments Aifacts  Varisbles Triggers General  Refention History
Release Definitions O H save

Al release definitions
e + Add envirof

X Penprwar Version 1 ¥
PetClinic-Release Select File Or Folder
Production $(System.DefaultWorkingDir ®
M nked Artifac
2/ 2 tasks enatl Linked Artifacts e/t .o
0R | & 4 PetCinic2-Maven (Build)
- 4 Ml drop $(System.DefaultWorkingDit 0]
4 W target
i
0 petclinicawar
v
fror
0 0}
markdown to show in help
The artifacts published by each version will be available for deployment in Release Management,
The last successful version of PetCinic2-Maven (Build) published the following artifacts: drop.
Location  PetCinic2-Maven/drop/target

Now our release definition has two tasks to perform.

5. The first task converts the . war file into a . zip file, and the other task deploys
the . zip file into Azure Web Apps:
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All release definitions

PetClinic-Release .

+ Add environment

Work  Build & Release  Test

Builds Releases Library Task Groups  Explorer

O+ Definition: PetClinic-Release & | Releases

- Environments  Artifacts ~ Variables  Triggers  Genmeral  Retention History

Search release definitions... yel = ’
Release Definitions 9} + Release ~

+ Addtasks |~

Production

2/ 2 tasks enabled

0R | &

£ Runonagent

Deploy Azure App Service
Azure App Service Deploy

WAR Converter ™/“war
Trackyon WAR Converter

Deploy Azure App Service 4

Azure subscription DevOps with Mir

App Service name MyPetClinicProj

Deploy to slot

Virtual application

Package or folder §(System.DefaultWc

» File Transforms & Variable Substitution Options
» Additional Deployment Options
4 Output

App Service URL

4 Control Options

Enabled ?
Continue on error
Always run

Timeout

@ wore Information 2

Version 3.5 ¥ (O

<
[

o
@

@

Manage ©

@

@

o

Dashboards Co

Work Build & Release

Builds  Releases Library Task Groups  Explorer
Build Definitions
Mine All Definitions Queued XAML

Requested by me

PetCinic2-Maven: £201704275
AmitPackt Ramadas requested 43 minutes ago

PetClinic-Maven : #20170427.2
AmitPackt Ramadas requested an hour ago

Status

V succeeded

# Queue new build...

Move definition

Build ID or build number

Triggered by

Changed import

100%
& fBefcfS in 29 mas.

First Commit

50%
& 17 in §9 $/PetCii

@ View definition summary

A

Edit...

Add to my favorites
Add to team favorites
[ Clone...

=h Rename...

# Save as a template...
X Delete definition

® Security..

U Security

7-day pass rate

@ Help

History
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7. The build will start when the hosted agent is available:

Dashboards Code Work & Release Test

Builds Releases Library Task Groups  Explorer

» Build & Edit build definition Can

+ Initialize Agent Started
+ Initialize Job

B Queue new build... "2 Release

IIII Build
+ Get Sources Running for 84 seconds (Hosted Agent)

P Maven pomxml Console  Timeline Code coverage®  Tests i

o Copy Files to: $(build.artifactstagingdirectory)

Downloaded c 7 t 19.9 KB/sec)
Downloadin s .1.8.Final.pom
3/3 KB

& Publish Artifact: drop

& Post Job Cleanup
Downloaded: http://repo.maven.apache.org/maven2/org/jboss/jandex/1.1.8. Final/jandex-1.1.8.Final.pom (3 KB at 36.5 KB/sec)
Downloading: ://repo.maven.apache. org/maven2/org/ jboss / jboss-parent/5/jboss-parent-5. pom

://repo.maven.apache.org/maven2/org/ jboss/ jboss-parent/5/ jboss-parent-5.pom (19 KB at 291.3 KB/sec)
http://repo.maven.apache . org/maven2/org/s1¥43/s1f43-api/1.7.16/s1F4i-api-1.7.16.pom

Downloaded: http://repo.maven.apache.org/maven2/org/s1f4j/s1f4j-api/1.7.16/51F4j-api-1.7.16.pom (3 KB at 43.8 K8/sec)
Downloading: http://repo.maven.apache org/maven2/org/s1¥4]/s1f4j-parent/1.7.16/s1f4]-parent-1.7.16. pom

Downloaded: http://repo.maven.apache.org/maven2/org/s1f4j/s1f4j-parent/1.7.16/s1f4j-parent-1.7.16.pom (14 KB at 212.7 KB/sec)
Downloading: http://repo.maven.apache.org/maven2/org/jadira/usertype/usertype.spi/3.2.8.GA/usertype.spi-3.2.6.GA

475 KB

5/5 KB

Downloaded: http://repo.maven.apache.org/maven2/org/jadira/usertype/usertype.spi/3.2.8.GA/usertype. spi-3.2.9.GA.pom (5 KB at

Downloading: http://repo.maven.apache.org/maven2/org/apache/tomcat/tomcat -servlet-apif7.8.59/toncat-servlet-api-7..59.pom
2/2 k8

Downloaded: hEtp://repo.maven.apache.org/maven2/org/apache/tomcat/toncat-servlet-api/7.0. 59/tomcat-serviet-api-7.8.59.pom (2
Downloading: http://repo.maven.apache.org/maven2/javax/serviet/jsp/javax. servlet.jsp-api/2.2.1/javax. serviet. jsp-api-2.2.1.

Wait until the build execution has completed successfully.

As we configured our release definition for CD, the successful build definition
execution will trigger our release definition to achieve end-to-end automation.
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Note the build number, Build 20170427.6:

etClinic ~  Dashboards Code Work Build & Release Test

Builds  Releases  Library Task Groups  Explorer

PetCinic2-Ma

ild (® ) Build not retained

& Editbuild definition 0 Queuenewbuild.. 4 Download all logsaszip  *f" Release

+ Initialize Agent Build succeeded

+ Initialize Job I Build
~ Get Sources IIII I Ran for 65 seconds (Hosted Agent), completed 97 seconds ago
+ Maven pom.xml| Console logs Timeline Code coverage”  Tests Ll

~ Copy Files to: $(build.artifactstagingdirectory)

~" Publish Artifact: drop

+ Paost Job Cleanup Task : Publish Build Artifacts
Description : Publish Build artifacts to the server or a file share
+ Finalize build Version 0.40
Microsoft Corporation
+ Report build status [More Information](http:

Uploading 1 files

Uploading ‘drop/target/petclinic.war’
Uploading 'drop/target/petclinic.war'
Uploading ‘drop/target/petclinic.war’ {
Uploading drop/target/petclinic.war'
Uploading ‘drop/target/petclinic.war' (.
Uploading ‘drop/target/petclinic.war’
Uploading 'drop/target/petclinic.war' (77
Uploading drop/target/petclinic.war’ (i

File upload succeed.
Upload 'd:\a\l\a’ to file container: *
Associated artifact 9 with build 19

This build will trigger the release definition if completed successfully.

Continuous release — deploying the application in
Azure Web Apps

Go to Releases and check the latest release definition. Look at the Build column to verify
the build number.
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Double-click on Release-11 to get more details on the release definition execution in VSTS:

PetClinic ~  Dashboards Code Waork Build & Release Test | &
Builds  Releases  Library  Task Groups  Explorer
<
D+ All release definitions
R 0| Oweriew Releases Deleted Branch Al = State Al
Release Definitions )
All release definitions & & T Releass Definition Emvironments Build Branch
PetClinic-Release T Release-11 =+ PetClinic-Release 20170427.12 (Build) master
{2 Release-10 PetClinic-Release 20170427.11 (Build) master
£ Release-9 PetClinic-Release 20170427.11 (Build) master
T Release-8 PetClinic-Release [x | 20170427.11 (Build) master
T Release-7 PetClinic-Release [x | 20170427.10 (Build) master

Now let's verify the details we have on the release definition execution in VSTS.

In Details, verify the build number that triggered the execution of the release definition. It
also provides details on the user who requested continuous deployment.

The Environments section provides details about the environment the release definition has
deployed to. It also shows the Deployment status —when the release definition was
triggered, when it was completed, and whether any test execution was there. In our case,
there are no test cases in the release definition:

PetClinic ~  Dashboards Code Work Build & Release Test | @&

Builds  Releases  Library  Task Groups  Explorer

¢
D o+ PetClinic-Release / Release-11
b el o | Summary Enironments Atifacts Verables Generol Commits Warkitems Tests logs History

Release Definitions O " Deploy ~ Abandon [ Send Email

All release definitions

Details Work items
PetClinic-Release

Triggered by PetCinic2-Maven 20170427.12. & No associated work items found.

Continuous deployment requested for AmitPackt Ramadas 2 minutes ago Tags

i PetCinic2-Maven / 20170427.12 (Build) ¥ master Add..

Environments

Environment  Actions EZ‘.T”EW Triggered Completed  Tests
Production phieeaani] 2 minutes ago a minute ag.. No tests

Issues

Mo issues reported in this release.
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To get more details about the release definition execution, click on Logs. It will have series
of steps that have been executed during release definition execution.

If the approval mechanism is set, then it will ask for approval first; once approval is given, it
will Run on agent. It will initialize the agent first. Once the agent is available for the release
definition execution, it will download the artifact or WAR file from the source folder.

As we already know that we can't deploy the WAR file directly, based on our configuration,
it will convert the WAR file into a ZIP file. Once we have a ZIP file of our package, then our
Deploy Azure App Service task will deploy the application package into Azure Web Apps:

PetClinic ~  Dashboards Code Work Build & Release Test | &

Builds  Releases  Library  Task Groups  Explorer

<

(SR PetClinic-Release / Release-11
[ | Summary Envionments Atiacts  Variables  Genersl  Commits  Workitems  Tests | Logs | History View All  Details pane On
Release Definitions @] "t Deploy ~ Abandon L Download alllogs aszip [ Send Email
All release definitions Step Action Agent: Hosted Agent Start Time: 4/27/2017 6:51 AM | Duration: 00:00:43
PetClinic-Release « S=production 1 2@17-84-27T@6:51:@3.5537173Z ##[section]Starting: Release

2 2817-84-27T86:51:03.5557173Z Current agent version: '2.115.8"

© Pre-deployment approval a 3 2017-04-27706:51:03.86343407 ##[section]Starting: Initialize Job
4 2017-84-27T06:51:03.8664339Z Prepare release directory.
+ @ Run on agent g 5 2017-04-27706:51:83.8664339Z Releaseld=15, TeamProjectld=b5603£97-c185-417-b953-26adac2
& 2817-84-27705:51:83.8764345Z Release folder: d:\a\rlla
@ Initialize Agent g 7 2817-84-27T86:51:03.8894337Z Environment variables available are below. Note that these
8 [ADMINISTRATORLOGIN] --> []
@ Initialize Job g [AGENT_HOMEDIRECTORY] --> [C:\LR\mms\Services\Mms\Provisioner\Taskagent\
) 10 [AGENT_ID] --> [1]
@ Download Artifacts g 11 [AGENT_JOBNAME] --» [Release]
’ ) s = 12 [AGENT_MACHINENAVE] --> [FACTORYVM-5]
@ WAR Converter **/%.war 13 [AGENT_NAME] --> [Hosted Agent]
) 12 [AGENT_RELEASEDIRECTORY] --> [d:\a\rlia]
@ Deploy Azure App Service g 15 [AGENT_RCOTDIRECTORY] --> [d:\a]
@ Post-deployment approval a 15 [AGENT_SERVEROMDIRECTORY] --> [Ci\LR\mms\Services\Mns\Provisioner\TaskAg
17 [AGENT_TEMPDIRECTORY] --> [d:\a\_temp]
18 [AGENT_TOOLSDIRECTORY] --> [d:\a\_tooll
19 [AGENT_VERSION] --> [2.115.8]
20 [AGENT_UORKFOLDER] --> [d:\a]
2 [AZURE_HTTP_USER_AGENT] --> [VSTS_6fefeTee-dfaa-4a2b-acbd-G7cEcaebScab_r
22 [BUILD_BUILDID] --> [25]
23 [BUILD_BUILDNUMBER] --> [20170427.12]

24 [BUILD_BUILDURI] --> [vstfs:///Build/Build/25]
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Click on the individual step to get a detailed log of the step
WAR Converter **/*.war step does:

execution. Let's see what the

PetClinic ~  Dashboards Code Work Build & Release Test | &
Builds  Releases  Library  Task Groups  Explorer
<
D o+ PetClinic-Release / Release-11
[ | Summary  Envionments  Arfacts  Variables  Genersl  Commits  Werk fems  Tests
Release Definitions 9] " Deploy ~ Abandon L Download alllogs as zip
Al release definitions Step Action Agent: Hosted Agent
PetClinic-Release « EEProduction 1 2017-84-27T@6:51:12.
= 2017-04-27T06:51:12
Pre-deployment approval _ 2017-84-27706:51:12,
© ey FP 4 2017-04-27T06:51:12.
~ @ Run on agent i @17-4-27T06:51:12.
5 2017-84-27T86:51:12
@ Initialize Agent | 2017-84-27T86:51:12
2017-04-27T06:51:12.
& Initialize Job g 9 2017-84-27T06:51:18.
@ Download Artifacts |
& WAR Converter **/*.war |
@ Deploy Azure App Service g
@ Post-deployment approval A

Logs  History View All  Details pane On

3 Send Email

Start Time: 4/27/2017 &:51 AM | Duration: 00:00:05

68411977 ##[section]Starting: WAR Converter **/*.uar
69411957

69411957 Task
69411952 Description
69411952 Version
69411957 Author
69411957 Help
69411952

: Trackyon WAR Converter

: Converts a WAR ile so it can be uploaded To
: 1.0.987

: Trackyon

: Replace with markdown to shew in help

17495782 ##[section]Finishing: WAR Converter **/*.war

Similarly, the Deploy Azure App Service step execution w
deployment process is executed:

ill give details on how the
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Dashboards Code Work Build & Release Test

Builds Releases Library Task Groups  Explorer

<

U o+ lease / Release-11
Summary  Envionments  Arifacts  Variables General Commits Warktems Tests logs History View All  Details pane On
Search relezse definitions.. Pl
Release Definitions @] T Deploy ™ Abandon L Download all logsaszip [ Send Email
All release definitions = | step Agent: Hosted Agent Start Time: 4/27/2017 6:51 AM | Duration: 00:00:28
PetClinic-Release . Eeroduction . 1 2017-84-27T06:51:18.17507562 ##[section]Starting: Daploy Azure App Service
= 2 17685782
@ Pre-deployment approval 3 17685782 Task : Azure App Service Deploy
a 17605787 Description : Update Azure App Service using lieb Deploy /
~ @ Run on agent 5 \17605752 Version f 321
.176@578Z Author : Microsoft Corporation
olmuallze Agent .176@578Z Help : [More Information](https://ake.ms/azurermweb
17685782
olmtlallzs Job 63985797 fcac951d-bSFF-442d-0FAF-77447d68a104 exists true

.6974704Z Got comnection details for Azure App Service:'MyPetClinicPr
.55700922 [command]"C:\Program Files\IIS\Microsoft Web Deploy V3\msde
.3768718Z Info: Using ID 'elcd574e-6322-4eF3-0516-8F1d3eed1298° for o
.9126678Z Info: Using ID '9@bS76bc-9700-4727-93d9-67eb635Fee30’ for
64379602 Info: Updating file (MyPetClinicProj\webapps\ROOT\META-INF\I
.64479567 Info: Updating file (MyPetClinicProfiwebapps\ROOT\META-INF\
.64479567 Info: Updating file (MyPetClinicProfiwebapps\ROOT\META-INFY
.64479567 Info: Updating file (MyPetClinicProjiwebapps\ROOT\resources
.64479562 Info: Updating file (MyPetClinicProj\webapps\ROOT\resources
64479562 Info: Updating file (MyPetClinicProj\webapps\ROOT\resources
.6447956Z Info: Updating file (MyPetClinicProfiwebapps\ROOT\resources
.64479562 Info: Updating file (MyPetClinicProjiwebapps\ROOT\resources
.64479567 Info: Updating file (MyPetClinicProjiwebapps\ROOT\resources
.64479562 Info: Updating file (MyPetClinicProj\webapps\ROOT\resources
64479562 Info: Updating file (MyPetClinicProj\webapps\ROOT\resources!
.6447956Z Info: Updating file (MyPetClinicProfiwebapps\ROOT\resources
.64479562 Info: Updating file (MyPetClinicProjiwebapps\ROOT\resources
.64479567 Info: Updating file (MyPetClinicProjiwebapps\ROOT\resources
64479562 Info: Updating file (MyPetClinicProj\webapps\ROOT\resources
64479562 Info: Updating file (MyPetClinicProj\webapps\ROOT\resources!
.64479567 Info: Updating file (MyPetClinicProfiwebapps\ROOT\resources
.64579547 Info: Updating file (MyPetClinicProjiwebapps\ROOT\resources
.64579547 Info: Updating file (MyPetClinicProj\webapps\ROOT\resources
64579542 Info: Updating file (MyPetClinicProj\webapps\ROOT\resources
.64579547 Info: Updating file (MyPetClinicProfiwebapps\ROOT\resources
.6457954 Info: Updating file (MyPetClinicProfiwebapps\ROOT\resources
.64579547 Info: Updating file (MyPetClinicProjiwebapps\ROOT\vendors\b
.64579547 Info: Updating file (MyPetClinicProj\webapps\ROOT\vendors\b
64579542 Info: Updating file (MyPetClinicProj\webapps\ROOT\vendors\b
.66479507 Info: Updating file (MyPetClinicProfiwebapps\ROOT\vendors\b
.66579587 Info: Updsting File (MyPetClinicerof\webappsiRO0T\vendorsibd

& Download Artifacts

& WAR Converter **/*.war

& Deploy Azure App Service

< T i i W I

& Post-deployment approval

htps://myvstutorialsisualstudic.com

As there is no post-deployment approval configured, it is auto-approved, and hence the
build execution is successful:

~  Dashboards Code Work Build & Release Test

Builds  Releases  Library  Task Groups  Explorer

<

D+ PetClinic-Release / Release-11
Summary  Environments  Artifacts  Variables General Commits Workitems Tests  logs  History View Al Details pane On
Search release definitions... pel
Release Definitions @] " Deploy ™ Abandon L Download all logs aszip B Send Email
All release definitions . Step Action Start Time: 4/27/2017 6:51 AM | Duration: 00:00:00
PetClinic-Release  Eproduction . 1 The post-deployment approval has been auto-approved.
= 2 Please click on the approval icon in the left pane for details
& Pre-deployment approval
v @ Run on agent
@ Initialize Agent
& Initialize Job

@ Download Artifacts
& WAR Converter **/*.war

& Deploy Azure App Service

= I R T I =}

@ Post-deployment approval
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We already know the Azure web application URL, or we can get it from the Azure portal.
Visit it and check whether the application is deployed correctly or not:

C | ® mypetclinic.azurewebsites.net

.
g Spr'ng A HOME Q FIND OWNERS 2 VETERINARIANS A ERROR

Welcome

€ spring ..

So, until now, we have configured end-to-end automation for application life cycle
management using continuous integration and continuous deployment.

In the next section, we will cover how to create multiple environments and deploy an
application into them using VSTS.

Environment with release tasks

We have configured automated deployment in the production environment. What if I need
to deploy into multiple environments?

Let's remember how we are managing different environments in Azure Web Apps.
Any guesses?

Yes, you are right!
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Deployment slots. We use deployment slots for different environments. So we should create
multiple environments in the release definition and perform the deployment.

So, the next question should be, how do we create an environment that we can use for
package deployment in a specific deployment slot in Azure Web Apps?

In the release definition, click on +Add environment and select Create new environment.

We can select Clone selected environment if we want to have the same tasks as the existing
environment in the new environment:

PetClinic ~  Dashboards Code Work Build & Release Test ‘ ]

Builds  Releases  Library  Task Groups  Explorer

<

0o+ Definition: PetClinic-Release & | Rel
- . (| Environments  Artifacts  Variables  Triggers General Retention History
Sea definitions. Je
Release Definitions 9] + Release ~
All release definitions 2
+ Add environment ~ + Addtasks |+ WAR Converter *~/*war ¢ Version 1+ ¥
PetClinic-Release
Clone selected environment £ Run on agent Copy Roct (system DefaultWorkingDil
Create new environment WAR Converter */*war x WAR file
T Trackyon WAR Converter it war

0R | &

Working Directory

Deploy Azure App Service

§(System DefaultWorkingDir
Azure App Service Deploy

4 Control Options

Enabled ”
Continue on error
Always run

Timeout

@ Replace with markdown to show in help

In the new environment, let's keep pre-deployment approval automatic.
Select Trigger to deploy automatically whenever a deployment to the previous
environment is successful. We can rearrange or rename it once all the environments are

configured.

Select the Hosted agent for release definition execution.
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Click on Create. Change the name of the environment by double-clicking on the name of
the environment. Based on the environment, the rest of the deployment details can be

configured:

b PetClinic ~

<

U+

4 Release Definitions
All release definitions

v PetClinic-Release

Home

Builds  Releases Library  Task Groups I

Definit

Environn

Add new environment o

Tasks, parameters and configuration settings from the environment Production will be

copied to the new environment. Values for encrypted variables shall not be copied.
Pre-deployment approval

Select the users who can approve or reject deployments to the new environment

® Automatically approve

Specific users

Trigger

¥ Deploy automatically whenever a deployment to the environment Production is
successful

Queue
Select an agent queue | manage queues 2

Hosted r O

g ..

/*.war #

$(System.DefaultWorking
w47k war

$(System.DefaultWorking

kdown te show in help

Change the existing environment name to Dev and click on (...). It will open a menu and
select the Clone selected environment option.

In case of a new environment, what if we want to keep approvals before the deployment
process takes place?

In the Pre-deployment approval, select Specific users. All the users available in the VSTS
account are eligible for approval rights. We can give any name from that list.

Select Trigger to deploy automatically whenever a deployment to the previous
environment is successful. We can rearrange or rename it once all environments are

configured.
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Click on Create. Change the name of the environment to QA by double-clicking on the
name of the environment. Based on the environment, the rest of the deployment details can

be configured:

PetClinic ~  Dashboards Code Work Build & Release Test | &

Builds  Releases  Library Task Groups  Explorer

<
NS o PR

D+ Definitior ™= %
o Ewrenmen  Add new environment o

Search release definitions...

Release Definitions 0]
Pre-deployment approval
Gl ke uchton + Adden Select the users who can approve or reject deployments to the new environment - war rd Version 1* ¥
PetClinic-Release N
Automatically approve
Productiol @ Specific users $(System.DefaultWorkingDit @
2/ 2tasksd ARIESCKURAMBEI < .. 1 ysers and groups /% war - @
0R | & .
Trigger $(System.DefaultWorkingDit . @
# Deploy automatically whenever a deployment to the environment Production is
successful
L4
0 @

down to show in help

< Previous Create Cancel

Configure the UAT environment in a similar fashion.
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To assign approvals manually to any environment, select the environment, click on (...), and
select Assign approvers...:

PetClinic ~  Dashboards Code Work Build & Release Test

Builds Releases Library Task Groups  Explorer

<
U o+ Definition*: PetClinic-Release & | Releases
Search release definitions.. 0 Environments  Artifacts Triggers ~ General Retention  History
Release Definitions @] M Save
All release definitions 4 Ad emvronment - + Addussks | i , T
PetClinic-Release WAR Converter **/*.war
£ Run on agent Copy Root

Dev

S(System.DefaultWorkingDit

Assign ap, onverter **/*war WAR
2/2tasks enabled b Assign approvers by WAR Converter X WAR file e ar

0R | &

x Configure variables...
x d Working Directory

£ Deployment conditions.. | *\2re APP Service $(System.DefaultWorkingDir
QA pp Service Deploy
33 task bled X Delete 4 Control Options
/ 2 tasks enable
1A | & [ Clone environment Enabled 7
7 Save as template.. Continue on error
UAT Always run
2/2tasksenabled | W Security. Timeout 0
181 %4

© Replace with markdown to show in help

In Pre-deployment approver, we can specify users who can approve the execution of the
release definition for the deployment.

Click on OK:
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Dashboards ~ Code  Work  Build & Release  Test

Builds Releases Library Task Groups  Explorer

<

U +- Definition*: PetClinic-Release & | Rel

Environments  Artifacts  Variables  Triggers  General Retention  History
Search release definitions... 2 22 Y

Release Definitions . .
Configure - 'UAT' environment
All release definitions
Version 1.* ¥

PetClinic-Release L . N
Approvals  Varisbles  Deployment conditions ~ General

[tWorkingDit @
Approvers 6]
0}
Select the users who can approve or reject the deployments to this environment. @ ItWorkingDit —
@
Pre-deployment approver Automatic
® Specific Users
AmitPackt Ramadas X szarch users and groups
Mare Options
oyment approver ® Automatic
Specific Users @

Options

@ Send an email natification to the approver whom the approval is pending on

[ User creating the release or deployment should not approve the deployment to this environment

We only need to configure where to deploy the WAR file in different environments that we
have created recently:

'  Dashboari Work Build & Release Test

Builds  Releases  Library  Task Groups  Explorer

<
- Definition*: PetClinic-Release & | Releases
o+
o e detnitons | [Eovironments  Afacts  Varisbles  Triggers  Genersl  Retention  History
Release Definitions U | Fsae Re
All release definiti + add " + Add task # v 1ew
environment ~ asks | v WAR Converter **/*.war ersion 1.
PetClinic-Release
Zr t /R

Dev unonagen Copy Reot S(System.DefaultWorkingDit @

‘WAR Converter **/*war WAR file i
2/ 2tasks enabled @ Trackyon WAR Converter X [ war @
ol | & W !

Deploy Azure App Service Werking Directory $(System.DefaultWorkingDit @
QA Azure App Service Deploy
2/ ek bled 4 Control Options

acks enable
121 & Enabled vl
Continue on error (=]

UAT Always run =]
2/ 2 tasks enabled Timeout 0 o)
1] 5

© Replace with markdown to show in help
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Let's start with Dev environment:

1. Click on the Dev environment.
2. Go to Deploy Azure App Service task in the release definition.

3. Azure subscription and App Service name are already configured, as we did
that exercise earlier.

4. To deploy the WAR file into a specific slot, dev in this case, let's click on the
Deploy to Slot checkbox.

5. It will ask for the Resource Group. Select the resource group in which Azure web
application is available.

6. In the Slot list, all the slots created for Azure Web Apps will be listed. Select the
dev slot.

7. Keep the rest of the details as they are and save the release definition:

PetClinic ~  Dashboards Code Waork Build & Release Test | &

Builds  Releases  Library  Task Groups  Explorer

<
o+ Definition*: PetClinic-Release & | Rel
[ | FEovironments  Aditacts  Variables  Triggers  General  Retention  History
Release Definitions U | Hsae
All release definitions + Add emy t - + Add task ’ v T
environmen asks | - Deploy Azure App Service ersion 3.0 ¥ (@
PetClinic-Release
£ r it Z! bscripti - N

Do un on agen Azure subscription DevOps with Mi™~ ¢ Manage

‘WAR Converter **/*.war a0 Sery am
2/ 2 tasks enabled @ Trackyon WAR Converter App Senvice name MyPetClinicProj ™~ &
0 | % Deploy to slot ! T

Deploy Azure App Service
QA Azure App Service Deploy X Resource group eTutorials v
2 / 2 tasks enabled Slot dev v e
1A 14 Virtual application
UAT  or folder

Package or folde $(System DefaultWe

2/ 2 tasks enabled
18 & » File Transforms & Variable Substitution Options

» Additional Deployment Options
4 Output

App Service URL

4 Control Options

Enabled el
Continue on error
Always run

Timeout
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Now, let's configure the QA environment:

1. Click on the QA environment.

2. Go to Deploy Azure App Service task available in the release definition.

3. Azure subscription and App Service name are already configured, as we did
that exercise earlier.

4. To deploy the WAR file into a specific slot, qa in this case, let's click on the
Deploy to Slot checkbox.

5. It will ask for the Resource Group. Select the resource group in which Azure web
application is available.

6. In the Slot list, all the slots created for Azure Web Apps will be listed. Select
the qa slot.

7. Keep the rest of the details as they are and save the release definition:

PetClinic ' Dashboards Code Work Build & Release Test

Builds  Releases  Library  Task Groups  Explorer

<

D+ Definition* PetClinic-Release # | Rel
[ | FEovironments  Aditacts  Variables  Triggers  General  Retention  History
Release Definitions U | Hsae
All release definitions + Add emy t - + Add task s v T
environmen asks | - Deploy Azure App Service ersion 3.7 ¥ (@
PetClinic-Release
2 r it Z! bscripti - N
ber un on agen Azure subscription DevOps with Mi™~ ¢ Manage
‘WAR Converter **/*.war a0 Sery am
2/ 2 tasks enabled @ Trackyon WAR Converter App Senvice name MyPetClinicProj ™~ &
08 | & Deploy to slot ! T
Deploy Azure App Service
QA Azure App Service Deploy X Resource group eTutorials v
2 / 2 tasks enabled Slot q v e
1A 1% Virtual application
UAT o or folder
Package or folde; $(System DefaultWe
2/ 2 tasks enabled
10 & » File Transforms & Variable Substitution Options

+ Additional Deployment Options
4 Output

App Service URL

4 Control Options

Enabled el
Continue on error
Always run

Timeout
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To configure the UAT environment, follow these steps:

1. Click on the UAT environment.
2. Go to the Deploy Azure App Service task in the release definition.

3. Azure subscription and App Service name are already configured, as we did
that exercise earlier.

4. To deploy the WAR file into a specific slot, dev in this case, let's click on the
Deploy to Slot checkbox.

5. It will ask for the Resource Group. Select the resource group in which Azure
Web App is available.

6. In the Slot list, all the slots created for Azure Web Apps will be listed. Select
the uat/stage slot.

7. Keep the rest of the details as they are and save the release definition:

PetClinic ' Dashboards Code Work Build & Release Test

Builds  Releases  Library  Task Groups  Explorer

<

D+ Definition® PetClinic-Release & | Releases
o e detnitons | Eironments  Artacts  Vari Triggers General  Retention History
Release Definitions D Hsae
All release definitions + adden - + addtask ’ v PR
environmen asks | - Deploy Azure App Service ersion 3.7 ¥ (@
PetClinic-Release
Er t 2 pscript . o
ber un on agen Azure subscription DevOps with Mi™~ ¢ Manage
. WAR Converte: op Serv am
2/ 2 tasks enabled @ Trackyon WAR Co App Service name MyPetClinicProj ~ ¢
0R | & Deploy to slot ! T
Deploy Azure App Service x
QA Azure App Service Deploy Resource group eTutorials v
2 f 2 tasks enabled Slot stage v
1A% Virtual application
UAT or folder
Package or folde; §(System. DefaultWc
2 / 2 tasks enabled
18] & » File Transforms & Variable Substitution Options

+ Additional Deployment Options
4 Output

App Service URL

4 Control Options

Enabled el
Continue on error
Always run
Timeout
a

To deploy an application in the production slot or main Azure Web Apps, we don't need to
select a slot. We just need to provide the Azure web application name, and it will deploy
into the main web application in Azure:
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Dashboards Code Work Build & Release Test
Builds Releases Library Task Groups  Explorer
U+ Definition*: PetClinic-Release & | Rel
i s Varighles  Trigge: e Reter story
lense definftons. | Evironments  Artfacts  Varisbles  Triggers  General  Retention  Histon
Release Definitions ] H save
Al release definitions
+ Add environment - + Addtasks - Deploy Azure App Service s Version 3.0 Y @
PetClinic-Release

£ Run on agent

‘WAR Converter **/*.war
Trackyon WAR Converter

Azure subscription Manage

Dev DevOps with Mi™~ ¢

2 / 2 tasks enabled App Service name MyPetClinicProj ~ ¢ @

0R | & Deploy to slot ®
Deploy Azure App Service x i
QA Azure App Service Deploy Virtual application ®
2/ 2 tasks enabled Package or folder $(System.DefaultWe - @
18] 5%
v File Transforms & Variable Substitution Options
UAT e

» Additional Deployment Options
2/ 2 tasks enabled

181 4%

4 Qutput

App Service URL m

@

Production

2/ 2 tasks enabled 4 Control Options

0R | &

Enabled i

Cantinue on error
Always run

Timeout @)

@ wore Information 2

Save the release definition:

'  Dashboari Work Build & Release Test
Builds  Releases  Library  Task Groups  Explorer
o+ Definition: PetClinic-Release ¢ | Releases
e e defnitone | Envionments  Atacts  Vericbles  Triggers  General  Retention | History
Release Definitions 0} + Release ~

All release definitions Comment

PetClinic-Release

Changed By
AmitPackt Ramadas
AmitPackt Ramadas
AmitPackt Ramadas
AmitPackt Ramadas
AmitPackt Ramadas
AmitPackt Ramadas
AmitPackt Ramadas
AmitPackt Ramadas
AmitPackt Ramadas
AmitPackt Ramadas

AmitPackt Ramadas

Changed Date
4/27/2017 7:30 AM
4/27/2017 6:43 AM
4/27/2017 6:40 AM
4/27/2017 6:02 AM
4/27/2017 5:45 AM
4/27/2017 5:40 AM
4/27/2017 5:35 AM
4/27/2017 507 AM
4/27/2017 4556 AM
4/27/2017 413 AM

4/27/2017 410 AM

Change Type
Update
Update
Update
Update
Update
Update
Update
Update
Update

Update

Add release

Order changed

release

Click on the Releases link.
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Pre-approval before application deployment

Here, we are exclusively executing the release definition just to check approvals and
application deployment in different environments. So we are not executing the build
definition for continuous integration.

In new release, a list box is available to select the build definition, so the artifact created by
the execution of the build definition can be utilized in the deployment process.

Select the last build executed successfully from the list and click on Create:

PetClinic ~  Dashboards Code Work Build & Release Test ‘ &

Builds  Releases  Library  Task Groups  Explorer

<

O o+~ Definition: PetClinic-Release & | Releases
initions. o FEnvid «
I — v, | Create new release for PetClinic-Release

All rele

definitions

2= Release Description ir? Version 1* ¥
PetClinic-Release

S(System.DefaultWorkingDit

Artifacts
x5 o ar
Source Alias Version (D LD
- S(System.DefaultWorkingDit
PetCinic2-Maven (Build) 20170427.12 v

Automated deployments

v
Environments to which nts will be triggered automatically. You can choose to disable automated
UAT nent to an envirt
244 Environment Deployment trigger
19 Dev Automated deployment: After release creation ~ 0
Pro QA Automated deployment: After successful deployment to Dey I to show in help
271 7
08

What should happen next?
Deployment, right? No!

We have set the approval process in the release definition execution, so until and unless the
approver approves it, the execution of the release definition won't take place.

Look at the warning in the Summary section of the release definition execution. It says A
pre-deployment approval is pending for 'Dev' environment.

As I have configured my own ID for this, links are available to approve or reject the build:
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etClinic Dashboards Code Work Build & Release Test

Builds Releases Library Task Groups  Explorer

<

U o+ PetClinic-Release / Release-12
e definone. | Summary Emionments Arfacts Vorsbles Genersl Commits Workitems Tests logs  Histary
Release Definitions @] " Deploy~ Abandon =1 Send Email
All release definitions «s+ | Apre-deployment approval is pending for ‘QA' environment. Approve or Reject X

PetClinic-Release

Details Work items

No description & No associated work items found
Manually created by AmitPackt Ramadas just now Tags

84 PetCinic2-Maven / 20170427.12 (Build) & master Add

Environments

Environment  Actions E:JL‘:WE'“ Triggered Completed Tests
Dev SUCCEEDED V-t just now No tests
QA just now No tests
AT No tests
Production No tests
Issues

No issues reported in this release.

Let's click on the Approve or Reject link.

It will open a small dialog box. We need to provide a comment in it and click on Approve
or Reject. We can assign multiple approvers with this mechanism, and we can also set
whether we want to have approval from either approver.

In this case, we will click on Approve:

etClinic ~  Dashboard: Code Work Build & Release Test

Builds  Releases  Library  Task Groups  Explorer

<

D+ FetClinic-Release / Release-12
e dtnitone | Summary Emionments Arfacts Vorsbles Genersl Commits  Workitems Tests logs  Histary
Release Definitions 0] ¥ Deploy ~ Abandon [ Send Email

All release definitions A pre-deployment approval is pending for ‘QA' environment. Approve or Reject x

PetClinic-Release x
Details .

Pre-deployment approval pending

No description & AR on AmitPackt Ramadas (Reassign)

just now
Manually created by AmitPackt Ramadas just now -

i PetCinic2-Maven / 20170427.12 (B

& master o

Environments

Defer this deployment to 530 PM
e (UTC) Coordinated Universal Time
Environment  Actions E:fu‘f”"“ Triggered
e just now Apprave Reject
QA just now
uat z

Production  *** jnot perLo.] No tests

Issues

N issues reported in this release.
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In Logs, now we can see that Pre-deployment approval is given and the rest of the
processes are about to be executed for application deployment in the Dev slot:

PetClinic ~  Dashboards Code Waork Build & Release Test | &

Builds  Releases  Library  Task Groups  Explorer

<

D+ PetClinic-R

Summary Environments  Artifacts  Variables General Commits Workitems Tests logs History View Al Details pane On

Search release definitions... pel

Release Definitions @] ¥ Deploy~ Abandon L Download alllogs aszip = Send Email

All release definitions Action Start Time: 4/27/2017 7:45 AM | Duration: 00:00:19

1 The pre-deployment approval has been Approved.
2 Please click on the approval icon in the left pane for details.

PetClinic-Release

v BUAT

@ Pre-deployment approval
~ @ Run on agent
@ Initialize Agent
@ Initialize Job
& Download Artifacts

© WAR Converter **/*.war

LR o I =

9 Deploy Azure App Service

S Production

The artifact from the build definition will be downloaded so it can be converted to a ZIP
file, and then we can deploy it into the Dev slot.

Once deployment to the Dev environment is successful, the execution process will wait for
approval before it starts deployment into the QA slot.
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We need to provide approval to get the execution going for the application deployment:

G PetClinic ~  Dashboards Code Work Build & Release Test ‘ 8
Builds Releases  Library  Task Groups  Explorer
<
U o+~ PetClinic-Release / Release-12
Search release definitions... o Summary Environments  Artifacts  Variables  General Commits Work items Tests Legs  History
Release Definitions 9] "+ Deploy ~ Abandon £ Send Email
All release definitions
Details Work items

PetClinic-Release
No description /

Manually ereated by AmitPackt Ramadas 7 minutes ago

Ne issues reperted in this release.

iy PetCinic2-Maven / 2017042712 (Build) & master
Environments

Deployment
Environment  Actions _t:fu?ym " Triggered Completed
Dev ae=anay] 7 minutes ago 5 minutes a..
QA SUCCEEDED 5 minutes ago just now
UAT SUCCEEDED it 3t just now
Production [N PROGRE.. [ S
Issues

No associated work items found.
Tags
Add...

Tests

. No tests

No tests
No tests
No tests

In the Releases section, we can see that there are four different environments, because we

created those environments in our release definition.

We can see the current status of the release definition execution.

Deployment in the Dev slot of Azure web application is successful, while

the next deployment is waiting for approval.

PetClinic ' Dashboards Code Work Build & Release

Test |

&

Builds  Releases  Library  Task Groups  Explorer
<
L o+ PetClinic-Releass | Edit
e el dfnitone. | Oweniew | Releases | Deleted
Release Definitions U+ Release~
Al release definitions & £ Te Environments
PetClinic-Release £ Release-12 .
T Release-11
£ Release-10
£ Release-9

Branch All -
Build Branch Created J
20170427.12 (Build) master 9 minutes ago
20170427.12 (Build) master 58 minutes ago
20170427.11 (Build) master an hour ago
20170427.11 (Build) master an hour ago

State All
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Give approvals for the QA slot deployment, and it will deploy a WAR file into the QA slot
as well. We need to remember that the process is going to be the same, and nothing is going
to change except some parameters during application deployment in the different Azure
web application deployment slots.

We need to remember that every slot is a live web application, so if we want to see where
the application is deployed and what else is going on behind the scene, then we can go to
Kudu editor for each slot and verify the operations that have taken place for the
deployment in each slot of Azure web application:

PetClinic ~  Dashboards Code Work Build & Release Test
Builds  Rel Library  Task Groups  Explorer
<
D o+ PetClinic-
o| Summary  Enviranments Commits rkitems  Tests  logs  History View Al Details pane On
Search release definitions... je
Release Definitions O " Deploy = Abandon L Download alllogsaszip [ Send Email
All release definitions st step Action Agent: Hosted Agent Start Time: 4/27/2017 7:44 AM | Duration: 004
PetClinic-Release - =ne 1 2817-84-27T67:44:53,40257832 ##[section]Starting: Release
= 2 2817-84-27T67:44:53.40561122 Current agent version: '2.115.8"
& Pre-deployment approval a 3 2017-04-27707:44:53,67254922 #¥[section]starting: Initizlize Job
4 2017-4-27T07:44:53, 67456722 Prepare release dirsctory.
~ @ Runon agent = 5 2817-84-27T67:44:53 67556822 Releaseld=16, TeamProjectld=b56b9¢97-c185-417-b953-46adac2
2017-84-27787:44:53.68456542 Release folder: d:\a\rlia
@ Initialize Agert | 2017-84-27T07:44:53.69656752 Envirorment varisbles availsble are below. Note that these
[ADMINISTRATORLOGIN] --> []
@ Initialize Job 8 [AGENT_HOMEDIRECTORY] --> [C:\LR\mms\Services\Mas\Provisioner\TaskAgentt
[AGENT_ID] --> [1]
@ Download Artifacts il [AGENT_JOBNAME] --> [Release]
. § e = [AGENT _MACHINENAVE] --» [FACTORYVH-12]
@ WAR Converter /*.war [AGENT_NAME] --> [Hosted Agent]
) [AGENT_RELEASEDIRECTORY] --> [d:\a\rl\a]
@ Deploy Azure App Service g [AGENT_RCOTDIRECTORY] --> [d:\a]
@ Post-deployment approval Q [AGENT_SERVEROMDIRECTORY] --» [C:\LR\mms\Services\Mms\ProvisionerTaskAg
AGENT_TE! --> [d:\a\_temp
[AGENT_TEMPDIRECTORY] [¢:\a\_temp]
L mon - [AGENT_TCOLSDIRECTORY] --> [d:\a\_tool]
= [AGENT_VERSION] --> [2.115.8]
@ Pre-deployment approval a [AGENT_WORKFOLDER] --» [d:\a]
[AZURE_HTTP_USER_AGENT] --> [VSTS_Gfefe7ee-dfaa-4a2b-acbd-EfchcasbScab,_r
~ @ Run on agent i | [BUILD BUILDID] --» [251
[SUILD_BUILDNUMBER] --> [20170427.12]
& Initialize Agent g [BUILD_BUILDURI] --> [vstfs:///Build/Build/25]
[BUILD_DEFINITIONID] --> [3]
@ Initialize Job g [BUILD_DEFINITIONNAME] --> [PetCinic2-Maven]
[BUILD_REPOSITORY_NAME] --> [spring-petclinicl
Download Artifacts | i
& Dow [BUILD_REPOSITORY_PROVIDER] --> [Tfs6it]
) [BUILD_REQUESTEDFOR] --> [AmitPackt Remadas]
0 . o
@ WAR Converter ™/"war g [SUILD_REQUESTEDFORID] --> [2c2adcdf-277d-62c-b775-dedbsa2dfasT]
& Deploy Azure App Senice &) [BUILD_SOURCEBRANCH] --» [refs/heads/master]
[5UILD_SOURCESRANCHNAME] --> [master]
@ Post-deployment approval a [BUILD_SCURCEVERSION] --> [fBefcfSbdd@s74c6115¢60660F31cct084dc37dd]
’ [BUILD_TYPE] --> [Build]
© EUAT - [CONNECTIONSTRINGNAME] --> []
[DATABASENAME] --> []
@ Pre-deployment approval a [MSDEPLOY_KTTP_USER_AGENT] --> [VSTS_6fefelee-Gfas-4520-a200-6FC6Cae05Ca
[RELEASE_ARTIFACTS_PETCINIC2-MAVEN_BUILDID] --> [25]
~ @ Run on agent [RELEASE_ARTIFACTS_PETCINIC2-MAVEN_BUILDNUMBER] --> [20178427.12]
— - [RELEASE ARTIFACTS PETCINICI-MAVEM BUTLDURT] -—> [vstfs:///Build/suild/2§
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Similarly, deploy into the UAT or stage slot, and the Production slot too:

PetClinic ~  Dashboards Code Waork Build & Release Test | fo)

Builds  Releases  Library  Task Groups  Explorer

<

o+ PetClinic-Release / Release-12
Cearch release definitions | Summery Envicnments Artfacts Variables General Commits Workitems Tests logs History
Release Definitions @] " Deploy ™ Abandon L Download all logs aszip I3 Send Email
All release definitions Step Action
tClinic-Releas + Deployment summary: Production
PetClinic Releass @ WAR Converter **/"war 8 Py 8
SUCCEEDED
@ Deploy Azure App Service il
Succeeded
@ Post-deplayment approval a Automated - After successful deployment to UAT
v BUAT Microsoft, Service
AmitPackt Ramadas
& Pre-deployment approval A ikt Ramasa
4 minutes ago
~ @ Run onagent 8 2 minutes ago
@ Initialize Agent g
& Initialize Job |
@ Download Artifacts 8
@ WAR Converter /" war |
@ Deploy Azure App Service i
@ Post-deployment approval A
~ BBProduction
@ Pre-deployment approval a
~ @ Run on agent 8
@ Initialize Agent |
@ Initialize Job 8
@ Download Artifacts g
& WAR Converter **/*war |
@ Deploy Azure App Service g
@ Post-deplayment approval A

Now for self-exercise, commit some changes in the code of the application and observe how
the build definition is executed, how it triggers the release definition after successful
execution of the build job, and how an application is deployed on different slots. Once that
is done, visit a specific URL of the deployment slot of an Azure web application and

check whether application deployment in different environments is successful or not.
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Summary

We are at the end of another milestone, and that is CD or continuous deployment of an
application package into Azure Web Apps that can be hosted in ASE or non-ASE:

Qontinuous TES / Git: Continuous Cloud Continuous
Development Source Code Integration Resources Delivery
- Edlipse IDE Repository * Build « Azure Web * Release
« Eclipse and Definitions Apps Definitions
Repository + App Service » Approval based
Integration Environment Release
o
Security
Configurations

We covered the following things in detail:

¢ Creating a release definition to deploy a WAR file, an artifact, or an application
package to Azure App Service

e Triggering a release definition execution based on successful build definition
execution in VSTS

¢ Deploying a WAR file, an artifact, or an application package to Azure Web Apps
deployment slots

e Converting a WAR file into a ZIP file using the Trackyon Advantage task so it
can be distributed in the Azure Web Apps

¢ Creating or cloning multiple environments in the release definition to deploy
Azure Web Apps to deployment slots

¢ Creating approval-based workflow for release management so the deployment
process will start only after approval from designated stakeholders

So far so good.
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We covered in detail the basic concepts related to DevOps, Eclipse, and TFS integration for
a code repository, continuous integration using a TFS repository or Git repository, and
VSTS, so any commit in code will result in build definition execution and trigger the release
definition once the build definition has been executed successfully.

In a nutshell, we have covered continuous integration and CD or deployment using VSTS
and Azure App Service hosted in ASE and non-ASE.

The next step is to maintain and manage the application hosted in ASE and non-ASE. We
will also look into testing that can be performed in the different environments using Apache
JMeter and VSTS.

Keep calm, the end is near!
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Continuous Monitoring in Cloud
Platform

The vision is really about empowering workers giving them all the information about
what’s going on so they can do a lot more than they ve done in the past.
—Bill Gates

We have already completed the Continuous Integration (CI) and Continuous Delivery
(CD) part of the vision for application deployment. In this chapter, we will cover another
stepping stone in achieving end-to-end automation and that is continuous monitoring.

We will cover the importance of monitoring and the different ways to monitor and
troubleshoot Azure Web Apps and App Service Environment (ASE) so we can ensure that
applications remain problem free and highly available. The following topics will be covered
in this chapter:

¢ Overview of continuous monitoring

Azure Web Apps diagnose and monitoring

Azure Application Insights for application monitoring
Architecture of disaster recovery and high availability of Azure Web Apps
Creating and configuring Traffic Manager with endpoints

Performance testing using JMeter



Continuous Monitoring in Cloud Platform

Overview of continuous monitoring

CI and CD result in faster time-to-market. That being said, what if something goes wrong in
this automated approach? Do we still need to do manual things or any automated or hybrid
approach is available to monitor and manage this automation process?

Another question is what to monitor?

The following points can be some of the factors that needs monitoring;:

Static code analysis — code is not up to the quality gate defined

Failure of the CI process

Infrastructure or platform issues where an application needs to be deployed

Application issues

If we observe properly, then it is all about notifications, infrastructure management, and
application monitoring. We already configured notifications in VSTS for alerts and
notifications in case of build or release failures. Let's see how we can monitor and manage
Azure Web Apps or Azure App Service.

Continuous monitoring not only helps us identify the issue or find the main cause of issue,
but it also helps to fix issues to keep operations smooth. Continuous monitoring is not only
a part of production environment. It should not be. Why?

It is always better to detect errors in earlier phases or in non-production environments as
we will have more time to fix, and there won't be any surprises in the production
environment when the application goes live. It is always better to have monitoring in place
for all the environments as we will have more experience, and most of the issues will be
identified before the application goes into production and fixed.

Azure Web Apps troubleshooting and
monitoring

Azure App Service / Azure Web Apps comes with Diagnose and solve problems to find
out about the resource health and solutions to some common problems.

Let's dive deep into Diagnose and solve problems to get more details.
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Diagnose and solve problems

Go to Azure App Services and select the Azure web application that we created earlier.
Click on Diagnose and solve problems.

Another pane will be opened that will have the Health and Troubleshoot indicator and
solution to some common problems.

We can see that the MyPetClinicProj Azure web application is available and running
normally based on the status and the green indicator:

amitpackt@outlook.co.. (i
AMITPACKTOUTLOOK (DEFAL.. QP

App Services > MyPetClinicProj > MyPetClinicProj > Send Feedback

App Services A X 5 MyPetClinicProj A X MyPetClinicProj
© Feedback
= Subscriptions: Pay-£5-Vou-Go
i . Overview %2 Health K Troubleshoot
2 items B Activity log
5 NAME v & Access control (AM) v No active issues detected.
Check back if you have any problems with your app.
[ MyPetClinicPraj & Tas
H PetClinic-ASE X Brrrrarc s 10100
< 10050
8 DEPLOYMENT
10000
7] Quickstart 99,50
Jeployment credentia 92.00
L] Deployment credentials 04/25 12:00 04/25 18:00
04/2515:00 04/25 21:00
& DateTime (U
| B
@ Continuous Delivery (Preview) .
& SETTINGS 2
= Application settings 0
[ -] 04/25 12:00 04/25 18:00
04/2515:00 04/25 2100
Authentication / Authorization DateTime (U
<.
& Backups
L
B Custom domains

In my encounter with Azure Web Apps, I have faced the HTTP 5xx errors many times due
to various reasons. It is also important to identify the root cause of an issue to fix it.
However, there are some quick solution/suggestions given here.
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Azure App Services — Resource health

We can get details on the health of a web application from Diagnose and solve problems:

App Services > MyPetClinicProj > MyPetClinicProj

MyPetClinicProj A X
Ly !

MyPetClinicProj

©)

amitpackt@outlook.c
AMITPACKTOUTLOOK (DEFAI

Qverview

B Activity log
o N
2l Access control (IAM)

(] & Tags

=2 ,( Diagnose and solve problems
L DEPLOYMENT

i Quickstart

= Deployment credentials

Deployment slots

E’ Deployment options

m ¢

% Continucus Delivery (Preview)

SETTINGS
== application settings

Authentication / Authorization

> ® &

& Backups

B8 Custom domains

@
[0}

O ssicertificates A2

tal.azure.com/#

(©) Feedback

2 Health # Troubleshoot

SOLUTIONS TO COMMON PROBLEMS

W My app is returning HTTP 5xx errors

Recommended actions

Assess the HTTP errors impact using Live HTT

Identify instance(s) exhibiting poor a

Attempt to resolve the issue by using Ad

Identify highest CPU/r

Check out the application e

Enable Failed Request Tracing

> My app is performing slowly

¥ Howdolset up an SSL certificate?

CONTACT MICROSOFT SUPPORT

ny consuming Web App(s) within your App Service Plan

s to understand the potential root cause

to debug and analyze your application issue

e HTTP tra
plication E

Enable Failed

PREMIUM EXTE|
PHP debu

Secu
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To get some more details on the availability of an application you can see the graph:

MyPetClinicProj X

©) Feedback
? Health # Troubleshoot
Refresh
No active issues detected. Service health @
Check back if you have any problems with your app. App health @
@ Platform Availabilit.. @ App Availability
100.00
95.00
90.00
04/26 09:00 04/26 15:00 04/26 21:00 04727 03:00
04/26 12:00 04/26 18:00 04/27 00:00 04/27 06:00

DateTime (UTC)

Azure App Services — HTTP live traffic

In solution to some common problems, we can assess live traffic to know whether existing
resources can manage the current load or not.

If live traffic is normal then it may not be an issue and we should go a further step to
troubleshoot the problem:

o X Live HTTP traffic

MyPetClinic

L1

2
- 15
=
L]

10

5
L
08:42:30 AM 084320 AM 08:44:10 AM 08:45.:00 AM 08:45:50 AM 08:46:40 AM 08:47:20 AM

= Time
=
L 4 2

We can get HTTP live traffic based on one or all hostnames available in Azure App
Services.
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Azure App Services — Metrics per instance

We can also assess poor performances of instances available too.

O X

Metrics per instance (Apps)

MyPetClinic

Crl

[ = NET Process

.
= Private Bytes

=l |0 Read Operations/sec
[ & ] 10 Write Operations/sec
& |0 Other Operations/sec
f |10 Read Bytes/sec

B 10 Write Bytes/sec

B 10 Other Bytes/sec

@ -

m 1h | 3h | Bh 12h  24h

NET Process\ % Processor Time Last 10 minutes

% Processor Time is the percentage of elapsed time that all of process threads used the processor to execution
instructions

RDO003FFI3EETE

100.0,

0.
08:39:10 08:40:00 08:41:40 08:43:20 08:45:00 08:46:40 08:48:50

In Site Metrics, we can see the overall metrics values or instance-based metrics values to
monitor. It shows the 2xx, 3xx, 4xx, Http server errors, and average response time:

o X

Metrics per instance (Apps)

MyPetClinic

@Hitp 2xx  @Http 3xx @Http dxx  @Http Server Errors @ Average Response Tim

L
Perf Counters Site Metrics
‘ RoooarTe §
= Last24 Hours ~
=
=
90.0,
L]
*
50.0
-
o
0.
Tue 08 AM Tue 11 AM
=
& -

Tue 02 PM Tue 05 PM Tue 08 PM

Time

Tue 11 PM Wed 01 AM Wed 04 AM Wed 08 AM
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Metrics per instances (Apps) also shows values of the CPU time and average memory
utilization.

Apart from this, it also shows Data In (MBytes), Data Out (MBytes), Local read bytes
(MBytes), Local written bytes (MBytes), Network read bytes (MBytes), and Network
written bytes (MBytes):

s per instance (Apps)

w
@CPU Time (seconds) @ Average memory worki
37.6,
[} 300
(-] 200
s 10.0
- 0.0
- Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11PM Wed 01 AM Wed 04 AM Wed 08 AM
Time

L=}
@
¥ @ Data In (MBytes) @Data Out (MBytes) @ Local read bytes (MB @ Local written bytes ... @Network read bytes (... @ Network written byte..
- 128.0,
EY

100.0
]

50.0
L]
L 4 0.

Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11PM Wed 01 AM Wed 04 AM Wed 08 AM

4 5

If all of these values are up to proper limits, then we can try to find other causes for failures,
or else we can increase resources by scaling in or scaling out.

Azure App Services — Advanced Application restart

What if we have Azure Web Apps that have many instances, and we want to restart these
instances one by one or with specific intervals after looking at some metrics of their
performances?

We have one option to restart the Azure web application, but it will restart all the instances
in one go. We can use Advanced Application restart.
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We can decide Restart Sleep timer in between instances so the application doesn't go down:

> MyPetClinicProj » MpyPetClinicProj > Advanced Application restart

App Services

Advanced Application restart

Advanced application restart lets you restart individual instances of your application as
well as intelligently restarting multiple instances. The restart timer lets you specify the
time interval in seconds used between restarting individual instances of the app
reducing the effect of cold starts.

Restart Sleep timer @

Q0

]

Application Instances

SERVER PROCESS STATUS

RDOOO3FF21EAFT wiwp.exe Running

> © o n ¢

0 e
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In our case, we have only one instance, so we can use either approach. Here we can select
an instance and click on Restart.

It will ask for confirmation; click on Yes:

App Services » MpyPetClinicProj » MyPetClinicProj » Advanced Application restart

Advanced Application restart

T Restart

Advanced Application Restart

Are you sure you want to restart selected instances?

Application Instances

+' SERVER PROCESS STATUS

+| RDOOO3FF21EAFT w3lwp.exe Running
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If we observe properly, then we see that it will only restart the w3wp . exe process and not
the VM or instance:

Advanced Application restart

0 Advanced appliaction restart in progress...

Advanced application restart lets you restart individual instances of your application as
well as intelligently restarting multiple instances. The restart timer lets you specify the
time interval in seconds used between restarting individual instances of the app
reducing the effect of cold starts.

Restart Sleep timer @

a0

Application Instances

| SERVER PROCESS STATUS

v| RDOO03FF93EETE w3wp.exe Successfully restarted

rew

Once, instance is restarted successfully, we can access the Azure web application as usual.
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Azure App Services — CPU and memory consumption

We can also get details regarding CPU and memory percentage to find the performance of
the Azure web application and whether it is required to go for scaling operations:

Metrics per Instance (App Service plan)

MyPetClinic

L1}
Overall RDO003FF9
@ Last24 Hours ~
- @DataIn (MBytes)  Data Out (MBytes) CPU Percentage Memory Percentage  @Disk Queue Length Http Queue Length
59.0,
[ ] Wed 03 AM
40.0 M Data In (MBytes) 0.0
B Data Out (MBytes) 0.0
200 { CPU Percentage 20
@ L
Memory Percentage 58.0
0.0 . M Disk Queue Length 0.0
T Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11 PM Wed 01 AM Wet [ fttp Queue Length 0.0
- Time
oty
=
. 4 3

We already know that there is a main Azure web application, and other deployment slots
are also available. We can get details of Azure Web Apps or sites in service plans too:

o X Metrics per Instance (App Service plan)

MyPetClinic

o . .
Sites In Service Plan (5)

| ]
0 MyPetClinic | MyPetClinic(ga) ‘ ‘ MyPetClinict ‘ MyPetClinic(dev) ‘ | MyPetClinic(uat)
- CPU/Memory Statistics -
e
[e] @ MyPetClinic:CPU Time. MyPetClinic: Average

37.6,
=] 300
L J 200
L4 100
B 0.0

o Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11PM Wed 01 AM Wed 04 AM Wed 08 AM
Time

=
. 4 >
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Here, we are looking at the details of the dev deployment slot of Azure Web Apps:

o X Metrics per Instance (App Service plan)

MyPetClinic

L)
Sites In Service Plan (5)

© MyPetClinic | MyPetClinic(ga) ‘ MyPetClinic(stage) MyPetClinic(dev) | MyPetClinic(uat)
— CPU/Memory Statistics =
e
[ | @ MyPetClinic:CPU Time, MyPetClinic:Average @ MyPetClinic(dev):CPU MyPetClinicidev)-Ave

37.6,
a 300
* 200
4 100
a 0.0!
s Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11 PM Wed 01 AM Wed 04 AM Wed 08 AM

Time

=
- 4 3

We can pick and choose the slots one at a time or select all of them to see CPU and memory
utilization in ASP:

B X Metrics per Instance (App Service plan)

MyPetClinic

LT
Sites In Service Plan (5)
[ MyPetCiinic [l MyPetClinic(qa) fll MyPetClinic(stage) i MyPetClinic(dev) | MyPetClinic(uat)
- CPU/Memory Statistics =
-
3] @ MyPetClinic(dev) CPU MyPetClinic(dev)Ave . @ MyPetClinic:CPU Time MyPetClinic Average @ MyPetClinic(qa) CPU
MyPstClinic(qa) Aver @ MyPetClini MyPetClini A @ MyPetClinic(uaty CPU MyPetClinic(uat) Ave.

g 37.6,

300
bt 200
t 100
= 0.
= Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11PM Wed 01 AM Wed 04 AM Wed 08 AM

Time

=
- 4 »

[331]



Continuous Monitoring in Cloud Platform

Similarly, we can verify HTTP Statistics for main Azure web application and deployment
slots hosted in a specific ASP:

= 4 Metrics per Instance (App Service plan)

L1}
Hitp Statistics =
© @ VyPeiClinic(dev) Hit MyPetClinic(dev) Hit My PetClinic(dev ) Htt MyPetClinic(devyHtt . @ MyPetClinic(dev) Ave.
MyPetClinic:Http 2xx @ MyPetClinic:Http 3xx MyPetClinic:Hitp 4xx @ MyPetClinic:Http Ser.. & MyPetClinic:Average ..

& @ MyPetClinicqay Hitp MyPetClinic(qa) Hitp. WMy PetClinic(qay Htp MyPetClinic(ga) Hitp.. @ MyPetClinic(qa)-Aver

90.0,
=
S

500
L ~.

0.
a Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11 PM Wed 01 AM Wed 04 AM Wed 08 AM

Time

@

Similarly, we can verify Network Statistics for main Azure web application and
deployment slots hosted in a specific ASP:

per Instance (App Service plan)

0.0l —=
& Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11 PM Wed 01 AM Wed 04 AM Wed 08 AM
Time
Network Statistics -
- @ MyPetClinic(dev)Dat MyPetClinicidev)Dat MyPetClinic(dev)Loc MyPetClinic(devyLoc . @ MyPetClinic(dev) Net
= MyPetClinic(dev) Net @ MyPetClinic:Data In MyPetClinic:Data Qut @ MyPetClinic:Local re. MyPetClinic-Local wr
@ MyPetClinic:Netwaork ... MyPetClinic:Network . MyPetClinic(ga):Data... MyPetClinic(ga):Data.. @ MyPetClinic(ga):Loca..
® MyPetClinic(qalLoca MyPetClinic(ga) Netw MyPetClinic(qa) Netw
128.0,
g 100.0
50.0
@
0.0°
f Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11 PM Wed 01 AM Wed 04 AM Wed 08 AM
Time
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If we keep a cursor on a specific location of the chart, then we will get all the details of that

specific point for main and other deployment slots:

Metrics per Instance (App Service plan)

L —1

) Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tueﬂt? PM Tue o Pm
- Time W MyPetClinic(dev):Data In (MBytes) 0.0
L MyPetClinic(dev):Data Out (MBytes) 0.1
° MyPetClinic(dev):Local read bytes (MBytes) 258
Network Statistics MyPetClinic(dev) Local written bytes (MBytes) 0.0
‘ W MyPetClinic(dev):Network read bytes (MBytes) 0.0
@ MyPetClinic(dev) Dat MyPetClinic(dev) Dat MyPetClinic(dev) Loc MyBeiGlinictiev)hetworigyritien bytes (MByles) 0.0
E MyPetClinic(dev):Net... @ MyPetClinic:Data In MyPetClinic:Data Out...| ™ MyPetClinic:Data In (MBytes) 0.0
@ MyPetClinic:Network MyPetClinic:Network MyPe(Clinic(qa) Data MyPetClinic:Data Out (MBytes) 0.0
el MyPetClinic(ga):Loca... MyPetClinic(qa):Netw... MyPetClinic(qa):Netw... | Bl MyPetClinic:Local read bytes (MBytes) 187
128.0, MyPetClinic.Local written bytes (MBytes) 0.0
<] 100.0 W MyPetClinic:Network read bytes (MBytes) 15
50.0 % MyPetClinic:Network written bytes (MBytes) 0.0
- o I’f MyPetClinic(qa):Data In (MBytes) 0.0
¢ Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM e 1 MyPetClinic(qa):Data Out (MBytes) 0.1
Time W MyPetClinic{qa):Local read bytes (MBytes) 27.9
eﬂ: MyPetClinic(qa):Local written bytes (MBytes) 0.0
MyPetClinic(qa):Network read bytes (MBytes) 0.0
B MyPetClinic(ga):Network written bytes (MBytes) 0.0

® >

So we have seen the Diagnose and solve problems section until now. In the next section,
we will look at details related to activity logs.
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Azure App Services — Activity log

Activity log shows what actions have been performed in the Azure web application based
on Subscription, Resource group, Resource, Resource type, Operation, Timespan, Event
category, Event severity, and Event initiated by:

[‘ MyPetClinic - Activity log

== Columns 1‘ Export q;.m Log search

‘D Gain insights into Azure activities using log search and visualization for FREE @

. Select query .. v H m Insights (Last 24 hours): 0 failed deployments | 0 role assignments | 3 errors | 0
Overview alerts fired | 0 outage notifications
* Subscripticn @ Resource group @ Resource @ Resource type @ * Operation @
Activity lo N
L] = vieg visual Studio Enterpri.. v | | eTutorialsworld v || mypetclinic ~ | | All resource type v ‘ | All operations v
. &M Access control (IAM) Timespan @ Event category @ * Event severity @ Event initiated by @ Search @
Last month v All categories v 4 selected v All v
& Tags
-
3 [ rory
# Diagnose and solve problems
(3] Query returned 4 items. Click here to download all the items as cs
APP DEPLOYMENT
[ =] OPERATION NAME STATUS TIME TIME STAMP SUBSCRIPTION EVENT INITIATED BY
Quickstart
o © Delete website Failed 23 hago Tue Dec 27 2...  Visual Studic Enterprise with M...  mitesh.sonig3@outlock.com
Deployment credentials
f @ Write Backup Started 24 hago Tue Dec 27 2. Visual Studio Enterprise with M...  mitesh.sonig3@outlock.com
Deployment slots
- @ Update website Succeeded 3 wk ago Tue Dec 06 2...  Visual Studio Enterprise with M...  mitesh.sonig3@outlock.com
5, 1% Deployment options
@ Update website Succeeded 3 wk ago Tue Dec 06 2... Visual Studio Enterprise with M... mitesh.soni83@outlook.com
i Continuous Delivery (Preview] ™
~

We can see different operations such as update, write, and delete operations.

In the next section, we will cover details on the Kudu editor in detail, which is very essential
in terms of troubleshooting Azure App Services.

Kudu

Kudu is an engine behind different features in Azure Web Apps.

The GitHub URL for Kudu is https://github.com/projectkudu/kudu.
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Continuous Monitoring in Cloud Platform

Go to Azure portal and then Azure App Services, select the Azure web application, go to
the DEVELOPMENT TOOLS section, click on Advanced Tools, and click on Go.

Another way is to add . scm in the URL of the Azure web application.

Consider this example: https://mypetclinic.azurewebsites.net ->
https://mypetclinic.scm.azurewebsites.net.

-{ MyPetClinic - Advanced Tools

) Advanced Tools
N Advanced Tools provides a collection of
HH P. change App Service plan developer oriented tools and extensibility points

for your App Service Apps. Learn Mors
0 DEVELOPMEMT TOOLS 50 =
‘ @ Clone app
-] Bl Console
! k Advanced Toals
App Service Editor (Praview)
& Performance test
} Resource explorer
Fd PHP Debugging
= Testing in production

Cuwtmmeimme
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A Kudu editor will be opened, where we can see the folder structure of Azure web
application, logs, and we can also perform some command-line operations and some
troubleshooting as well:

C | & https;//mypetdlinic.scm.azurewebsites.net @ ¥

Environment

Build 59.51212.2600.0 (1c6239d178)

Azure App Service 59.1.8598.16 (rd_websites_stable.161213-1110)
Site up time 00.23:44:16

Site folder D-home

Temp folder D:llocaliTemp\

REST API

* Runtime v
ite Extensions: installed

* Web hooks
* WebJaobs: a
* Functions: list

More information about Kudu can be found on the wiki.
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We can get all the environment- / system-related information by clicking on the menu item
available in the Kudu editor:

&« C | @ httpsy//mypetelinic.scm.azurewebsites.net/Env.cshtm Qx B

System info

System up time: 12.16:19:40.8430000

QS version: Microsoft Windows NT 6.2.9200.0

64 bit system: True

64 bit process: True

Processor count: 1

Machine name: RDO0O03FF93EETE

Instance id: f35af11e1b3f43e97867 1dcf45dT7ad82411f774745f3d4d 1b669567d40a0b6f3

Short instance id: f35af1

CLR version: 4.0.30319 42000

System directory: D:Windows'system32

Current working directory: D-'Windows\system32

IIS command line: D:\Windows\system32\inetsrviw3wp.exe -ap "~1MyPetClinic" -v "v4.0" -a "\.\pipeliisipm19af9e 18-ebdc-48ef-aef5-3005d00ac0fc” -h
"C-\DWASFiles\Sites'#1MyPetClinic\Config\applicationhost.config” -w "C:\DWASFiles\Sites# 1MyPetClinic\Config\rootweb config” -m 0
+ D’home usage: 51,200 MB total; 51,194 MB free

« dilocal usage: 230,397 MB total; 190,579 MB free

Based on the system information, we can see that the Azure web application is hosted on a
Windows instance.

Azure App Services — LogFiles
Click on the Debug console and select CMD.
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Here we have LogFiles that will give detailed information on the Azure web application

life cycle:

< C | @& https//mypetdlinic.scm.azurewebsites.net/DebugConsole

/+ 3items A @ A

Name
iQ
0
i0Q

Kudu Remote Execution Console
Type 'exit' then hit 'enter' to get a new CMD process.
Type "cls’ to clear the console

Microsoft Windows [Version 6.2.9200]
(c) 2012 Microsoft Corporation. All rights reserved.

D: \home>

Modified

12/27/2016, 9:47:02 PM
12/27/2016, 9:47:08 PM
12/27/2016, 9:47.08 PM

Size

Use old console

Click on LogFiles to see various kinds of log files stored here, and at the time of some
issues we can utilize these log files for troubleshooting;:

&« C | @& nttps//mypetclinic.scm.azurewebsites.net/DebugConsole

Kudu Remote Execution Console
Type 'exit' then hit 'enter' to get a new CMD process.
Type "cls’ to clear the console

Microsoft Windows [Version 6.2.9200]
(c) 2012 Microsoft Corporation. All rights reserved.

D:\home>

.../ LogFiles + 14items # @ A
Name

10 '™ Application

Y] = k

10 =

170 i catalina 2016-12-06.log

70 B catalina.2016-12-08.log

70 B eventiog xml

170 i hostmanager2016-12-06.log

70 B hostmanager2016-12-08.log

Modified

12/28/2016, 8:52:28 AM
12/6/2016, 11:22:27 PM
12/27/2016, 9:47:08 PM
12/7/2016, 12:03:24 AM
12/8/2016, 10:11:04 AM
12/8/2016, 10:10:54 AM
12/6/2016, 11:22:19 PM

12/8/2016, 10:10:45 AM

Size

17 KB
35 KB
2KB

Use old console
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Just to see some log files, click on eventlog.xml and it will give us the process-related
details:

& C | & httpsy//mypetdinic.scm.azurewebsites.net/D

m Cancel eventlog.xml

- kEvents>
- <Event>
- <System>
«Provider Name="HttpPlatformHandler"/>
<EventID>10@1</EventID>
<Level>@</Level>
<Task>0</Task>
<Keywords>Keywards< /Keywords>
<TimeCreated SystemTime="2016-12 T17:52:31Z"/>
<EventRecordID>25590671</EventRecordID>
<Channel>Application</Channel>
<Computer>RD@AB3IFF940631</Computer>
<Security/>
</System>
- <EventData>
<Data>Process "5176" started successfully and is listening on port '18012°.</Data>
</EventData>

</Event>
o <Event>
- <System>

<Provider Name="HttpPla
<EventID>1001</EventID>
<Level>@</Levels
<«Task»0</Task>
<Keywords >Keywards</Key
<TimeCreated SystemTim

rmHandler"/>

Click on Debug console and select CMD. Select the site folder. Here we can see many
directories, out of which wwwroot is a significant directory:

<« C | & hitps//mypetdiinic.scm.azurewebsites.net/ De

.../site + bLitems A @ =&

Modified Size
+Q 12/27/2016, 9:34:07 PM
0 12/27/2016, 9:47:08 PM
EX-] 12/27/2016, 9:25:50 AM
09 12/8/2016, 10-08:09 AM
70 B firstDeploymentManifest 12/8/2016, 10:08-11 AM TKB

Use old console
Kudu Remote Execution Console
Type 'exit® then hit 'enter’ to get a new CMD process.
Type 'cls’ to clear the console

Microsoft Windows [Version 6.2.9200]
(c) 2012 Microsoft Corporation. All rights reserved.

D:\home>
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Go to wwwroot and view the directory structure in it:

< C | @& httpsy//mypetclinic.sem.azurewebsites.net/DebugConsole @

Environment Debug console ~

../ROOT + 2items A @ A

Name Modified Size
70 B background png 12/8/2016, 11:22:11 PM 145 KB
70 B index jsp 12/6/2016, 11:22:11 PM 6 KB
vA

Use old console

D: \home>
D:\home\LogFiles>
D: \home\LogFiles\Application>

D: \home\LogFiles>
D: \home\LogFiles\kudu>
D: \home\LogFiles\kudu\trace>
D: \home\LogFiles\kudu>

In the command window available, we can execute commands such as 1s and touch.

Azure App Services (Kudu) — Process explorer

Click on Process explorer to get details on w3wp . exe and other properties:

& C | @ https//mypetclinic.scm.azurewebsites.net/ProcessExplore @ ¥

Environment Debug

Process Explorer

Find Handle...
Refre
name pid user_name total_cpu_time working_set private_memory thread_count properties profiling
w3wp.exe 6920 MyPetClinic <1s 1,428 KB 28,424 KB 21
Ew3wp.exe (B3 18408 MyPetClinic 11s 66,092 KB 109,932 KB 38
node.exe (B3 9580 MyPetClinic 4s 9,352 KB 64,436 KB 10
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To get log stream based on the events, go to the Kudu editor, click on Tools, and then click
on Log stream:

axl D :

& X | @ https//mypetclinic.scm.azurewebsites.net/a

2016-12-28T04:21:57 Welcome, you are now connected to log-streaming service.

2016-12-28T04:22:38 PID[18408] Information Request, Method=GET, Url=https://mypetclinic.scm.azurewebsites.net/daas/api/sessions/All/True,
Message="https://mypetclinic.scm.azurewebsites.net/daas/api/sessions/ALll/True’

2016-12-28T04:22:38 PID[18408] Information Message='Will use same 'JsonMediaTypeFormatter' formatter',
Operation=JsonMediaTypeFormatter.GetPerRequestFormatterInstance

2016-12-28T84:22:38 PID[18408] Information Messag: Sessions', Operation=DefaultHttpControllerSelector.SelectController
2016-12-28T04:22:38 PID[18408] Information Message='DiagnosticsExtension.Controllers.SessionsController',
Operation=DefaultHttpControllerActivator.Create

2016-12-28T04:22:38 PID[18408] Information Message='DiagnosticsExtension.Controllers.SessionsController’,
Operation=HttpControllerDescriptor.CreateController

2016-12-28T04:22:38 PID[18468] Information Message='Selected action 'Get(String type, Boolean detailed)'',
Operation=ApiControllerActionSelector.SelectAction

2016-12-28T04:22:38 PID[18408] Information Message='Parameter 'type' bound to the value 'All'',

Operation=ModelBinderParameterBinding. ExecuteBindingAsync

2016-12-28T04:22:38 PID[18408] Information Message='Parameter ‘detailed’ bound to the value 'True'’,
Operation=ModelBinderParameterBinding.ExecuteBindingAsync

2016-12-28T04:22:38 PID[18408] Information Message='Model state is valid. Values: type=All, detailed=True',
Operation=HttpActienBinding.ExecuteBindingAsync

2016-12-28T@4:22:39 PID[18408] Information Message='Action returned 'System.Collections.Generic.list 1[DiagnosticsExtension.Models.SessionDetails]'',
Operation=ReflectedHttpActionDescriptor.ExecuteAsync

2016-12-28T04:22:39 PID[184088] Information Message='Will use same 'JsonMediaTypeFormatter' formatter',
Operation=JsonMediaTypeFormatter.GetPerRequestFormatterInstance

2016-12-28T94:22:39 PID[18408] Information Message='Selected formatter='lsonMediaTypeFormatter', content-type="application/json; charset=utf-8'',
Operation=DefaultContentNegotiator.Negotiate

2016-12-28T04:22:39 PID[18408] Information Operation=ApiControllerActionInvoker.InvokeActionAsync, Status=200 (OK)

2016-12-28T04:22:39 PID[18408] Information Operation=SessionsController.ExecuteAsync, Status=200 (0K)

2016-12-28T@4:22:39 PID[18468] Information Response, Status=208 (0K), Method=GET,
Url=https://mypetclinic.scm.azurewebsites.net/daas/api/sessions/All/True, Message='Content-type='application/json; charset=utf-8', content-
length=unknown'

2016-12-28T04:22:39 PID[18408] Information Operation=JsonMediaTypeFormatter.WriteToStreamAsync

2016-12-28T84:22:39 PID[18408] Information Operation=SessionsController.Dispose

2016-12-28T04:22:5@ PID[6920] Information Redirecting: https://mypetclinic.azurewebsites.net/

In the next subsection, we will see site extensions available in Kudu editor.

Azure App Services (Kudu) — Site extensions

Azure App Services provide a facility to use a set of tools for extensions. As of now, there is
no site extension installed:

&« C | ® https//mypetclinic.scm.azurewebsites.net/S

Installed Gallery Search  Clear Restart Site

Site extensions can be installed from the Gallery.
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Click on Gallery and get more details on available site extensions:

<« C | ® hitps//mypetclinic.scm.azurewebsites.net/SiteExtensions/#gallery

Installed Gallery
Application Insights
Version 2.2.0

By Microsoft Corporation
This extension enables the Application Insights
monitoring on an Azure Website.

@
Site Replicator

Version 1.1.2
By David Ebbo, Elliott Hamai
A tool to replicate a site into other sites

Search

New Relic

Version 0.3.6

By New Relic

This extension adds the New Relic .NET Agent
to your Azure WebSite.

phpMyAdmin

Version 4.6.5.2

By The phpMyAdmin Project

phpMyAdmin is a free software tool written in
PHP, intended to handle the administration of
MySQL over the Web

Clear Restart Site

Azure Web Site Logs Browser

Version 1.7.2

By Amit Apple

Site extension to allow viewing of your website
log files on file system, Azure blob storage and
Azure table storage.

Composer

Version 0.3.3

By Cory Fowler

An extension which brings Composer support
to Azure Web App

To describe how to install site extensions and utilize them is not in the scope of this book,
and we are keeping it as a self-exercise.

Azure App Services (Kudu) — Autoheal

The Autoheal feature in Azure App Service helps us to observe, analyze, and mitigate
issues if Azure App Service or Azure Web Apps is not giving performance as it should.
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The Observe tab gives us average requests and average server errors in an existing state. If
we get any issues here then we can set rules and define actions to mitigate them:

IIMe B miteshsonil3outlook.onmic ¥ MITESH SONIE3@OUTLOOK COM . SIGNOUT

Select Web App v MyPetClinic Ee

Observe | Analyze | Mitigate

HostNames : mypetclinic.azurewebsites.net v

Mext Update in 4 Sec

Avg. Requests /sec Avg. Server Errors /sec

0.1 0

In the Analyze tab, we can get details related to Diagnostics, Event Viewer, Metrics, and
FREB Logs.

Diagnostics settings for web applications allow us to collect and analyze the Event Viewer
logs, take memory dumps of the process hosting your web application and analyze them for
errors, collect and analyze the HTTP logs, collect and analyze the PHP error logs, analyze
live PHP processes and generate a report for the process, thread and call stack information,
and analyze live node processes and generate reports for the process, thread, and call stack
information.
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The Event Viewer tab contains information regarding all the events related to the Azure
web application:

[HLiSas Y miteshsoni83outlook.onmic ¥ M\TEH.SONIEZ@OU‘FLODKCDM. SIGNOUT

Select Web App MyPetClinic o]

Observe | Analyze | Mitigate

e o

Events (refresh
LEVEL s+ DATE & TIME + EVENTID s+ SOURCE Py
Select Level » | | mmiddfyyyy - mm/dd/yyyy 1026|C Select Source v
0 Information 12/6/2016 6:33:12 PM 1001 HttpPlatformHandler
ﬂ Information 12/6/2016 5:52:54 PM 1001 HttpPlatformHandler
ﬂ Information 12/6/2016 5:52:31 PM 1001 HttpPlatformHandler
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The Metrics tab contains details about CPU/Memory Statistics, Http Statistics, and
Network Statistics based on the number of instances available to serve the Azure web
application:

MITEH.SONIE!@DU“.OOKCOM. ‘ SIGNOUT

orvecror [
NEED HELP? @

Select Web App v MyPetClinic .

RDODO3FFO3EETE

Cpu/Memory Sta

tistics

@ CPU Time(sec.)

Restart w3wp

Last 24 Hours ¥

@ Avo. Memory Working SetiMBytes)
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The following are Http Statistics:

[MLiZaleIAY miteshsoniBoutlook onmic ¥ MITEH,SDNIB]@OUHOGK(OM. ‘ SIGNOUT

NEED HELP? @

Select Web App v MyPetClinic .

Http Statistics

@ Http 2xx(Total) @ Hitp 2:xx(Total) @ Http 4xx(Total) @ Http 5xx(Total) @Avg. Response Tima(sec.)
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The following are Network Statistics:

[EllIatelAY miteshsonid3outlook.onmic ¥ MITEH.EONI&E@DLHIOOKCOM. ‘ SIGNOUT

NEED HELP? @

Select Web App ¥ MyPetClinic

Network Statistics

@ Bytes Received(MBytes) @ Eytes SentiMBytes) @ Local Bytes Read{MBytes) @ Local Bytes Written(MBytes)
@ Network Bytes Read(MBytes) @ Network Bytes Written(MBytes)

Now we are at the Autoheal junction.
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By default, Autoheal is off for Azure web application. Switch it on:

plizateldl miteshsoni83outiook onmic ¥ MITEH,SONISZ@OUTLOGKCGM. SIGNOUT

Select Web App v MyPetClinic £

Observe | Analyze | Mitigate

Autoheal OFF

Once we switch on Autoheal, we can configure Max Requests, Status Code, Slow
Requests, and Memory Private Set related configurations and then set the action.

What if we want to recycle an application automatically once it serves a specific number of
requests in a specific time interval?
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We can add a rule in Max Requests:

plizape il miteshsoniB3outiook onmic ¥

Select Web App v MyPetClinic fe]

Observe | Analyze | Mitigate

Autoheal m

Max Requests Status Code Slow Requests Memory Private Set

process automatically or log an event or Run a custom action.

Add new rule

MITESH SONIZ3@O0UTLOOK COM .

SIGNOUT

Action

Consider a scenario where you have a need to recycle your application automatically after it has served X number of requests in ¥ amount of time.
You know that it just doesn’t scale well after huge influx of requests in short amount of time. You want to detect this condition and recycle worker
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Provide details for Number Of Requests and Interval (Seconds) and click on the Add
button:

Select Web App v MyPetClinic

Add Max Requests rule

Number Of Requests :
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Click on the Update button to set rules for Azure web application:

[Ulz@pelyl miteshsoni@3outiock.onmic ¥ MITEH.SONISZ@DLHLOON.COM.

Select Web App v MyPetClinic o]

Observe | Analyze | Mitigate

Click on the Update button to set rules
for your Web App

Autoheal m ‘When you add new
rule - check if action is

set

Max Requests * Status Code Slow Requests Memory Private Set Action

Consider a scenario where you have a need to recycle your application automatically after it has served X number of requests in Y amount of time.
You know that it just doesn't scale well after huge influx of requests in short amount of time. You want to detect this condition and recycle worker
process automatically or log an event or Run a custom action.

Number Of Requests 1000

Interval (Seconds) : 1
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When we add a new rule, we need to set actions for it. We need to configure the actions to
be performed when these following triggers are hit with Action Execution Delay
(Seconds). We can take the actions, namely Recycle, Log Event, and Custom Action:

[ULizaIsld mitechsonid2outiook.onmic ¥ MITFSH.SONISZ@OU“.OON.COM.

®

Select Web App v MyPetClinic £
Observe | Analyze | Mitigate

Click on the Update button to set rules
for your Web App

Autcheal m

Max Requests * Status Code Slow Requests Memory Private Set Action

Configure the action to be performed when these triggers below are hit

Action Execution Delay (Seconds) 5

Select Action

Log Event A

© 2016 Microsoft

Terms of Use Privacy Statement Azure Agreement

What if we would like to get notifications when the Azure web application starts throwing
specific HTTP status codes, substatus code, or Win32 status codes?
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We need to provide inputs such as Number Of Requests, Status, SubStatus, Win32Status,
and Interval (Seconds):

ook onmic ¥ MITEH,SDNIB]CEDU'IIOGI’L(GM. ‘ SIGNOUT

NEED HELP @

rule - check if action is

Select Web App v MyPetClinic

set
Max Requests * Status Code * Slow Requests Memory Private Set Action

Consider a scenario where you would like to get notified of a situation when your web Web App starts throwing specific HTTP status codes, sub-
status code or win32 status codes. You can chose to recycle or simply log an event or Run a custom action.

Add new rule

Number Of Requests 10
404

SubStatus 3

Win32Status 0

w

Interval (Seconds) :

Terms of Use Privacy Statement  Azure Agreement 8 2016 Microsoft
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We can recycle, simply log an event, or run a custom action:

[Llizalell miteshsoni83outiock.onmic ¥ MITEH.SDNIEZ@UUTLOGILCGM.

Select Web App v MyPetClinic

Observe | Analyze | Mitigate

Click on the Update button to set rules
for your Web App

Autoheal m

Max Requests * Status Code * Slow Requests Memory Private Set Action

Configure the action to be performed when these triggers below are hit

Action Execution Delay (Seconds) 5

Recycle

Terms of Use  Privacy Statement Azure Agreement © 2016 Microsoft
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Once we set the action, click on Update to update the Autoheal settings in the Azure App
Service Support portal:

[els2aielAl miteshsoniddoutlook onmic ¥ MITESH,SONIEE@OUT[OO!ZCDM. SIGNOUT

Select Web App ¥ MyPetClinic o]

Autoheal settings have been updated!

In the next section, we will cover Azure Application Insights for Azure App Service
monitoring.
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Azure Application Insights for application
monitoring

In the Azure resource management portal, go to Azure App Services, select Azure web
application, and go to the MONITORING section; click on Application Insights.

Application Insights helps us to identify and diagnose issues in Azure web applications.
While we create Azure web application, we have the option to create Application Insights
associated with Azure web application; in case we haven't done it, then we can create a new
Application Insights resource too for our Azure web application:

App Services

mite )

= Add columns L) Rafrash

Subscriptions: Visual Studio Enterprise with D search (ctri+)
o MSDN - Don't see a subscription? Switch Application Insights
=z AP definition
] application Insights helps you detect and diagnose quality issues in your web apps and web services
- | ftems cone and helps you understand what your users actually do with it. Lear e
NAME ~
® Create new resource
MONITORING
MyPetclinic * New resource name * Location
= @ application Insights MyPetClinic v South Central Us v
V' Alerts
@ Select existing resource
Diagnostics logs Search...
Recently created resources
Log stream
@ No Application Insights resources that are unassociated with an App Service were found.
B Pprocess explorer
t K Metrics per instance (apps)
- W
3 A Metrics per Instance (App Ser...

3 Live HTTP traffic < “

Once the Application Insights resource is created, we can access it from the Azure web
application also. Let's try to check the availability of the Azure web application from
different regions.

Forrnoredebﬂb,gOtOhttps://docs.microsoft.com/enfus/azure/appl

ication-insights/app-insights-overview.
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Azure web applications monitoring

We have seen different types of log files in Kudu editor. Let's see them in the Azure portal.

Diagnostics logs

To enable or disable Diagnostic logs, we need to go to Azure App Services in the Azure
portal, click on the MyPetClinic Azure web application, and in
the MONITORING section, click on Diagnostic logs:

II MyPetClinic - Diagnostics logs
App Service

ectory)
D Refresh

Subscriptions: Visual Studio Enterprise with 2 search (Ctrl+7) Application Logging (Filesystem) @
YY) MSDN - Don't see a subscription? Switc

Cn

HH API definition Application Logging (Blob) @
e 1 items CORS m en
NAME ~ Web server logging @
. - MONITORING m Storage | File System
MyPetClinic

@ ication Insigh
= Application Insights Detailed error messages @

' Alerts m On

Diagnostics logs Failed request tracing @

On

Log stream

&l process explorer Download Iogs

- & @ &

X Metrics per instance (Apps) FTP/deployment username
- MyPetClinic\miteshs1 ]
o A Metrics per Instance (App Ser...
. » FTP
74 Live ATTR traffic " ftp://waws-prod-sn1-069.ftp.azurewebsite ‘
& -
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We can enable or disable different kinds of logs based on the need and environment:

App Services : I MyPetClinic - Diagnostics logs
itio u Ap e
H Save 9 Discard
Subscriptions: Visual Studio Enterprise with L Search (Ctri+) Application Legging (Filesystem) @
) MSDN - Don't see a subscription? Switc ~
drectories Gl o |
Filter by na API definition Level
0 1 items CORS | Error hd
NAME Application Logging (Blob) @
. MONITORING on
MyPetClinic nee
o o .
= Application Insights Web server logging ®

' Alerts off | Storage m

=
Diagnostics logs Detailed error messages @
@ o N
Log stream
Y Failed request tracing @

Wl process explorer o “

‘}( Metrics per instance (Apps)

]
w

{ Metrics per Instance (App Ser.. Download logs

FTR/deployment usermnarme

;o r -
K Live HTTP traffic MyPetClinic\miteshs1 &

Once changes are done, click on the Save button.
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Application events

We need to go to Azure App Services in the Azure portal, click on the MyPetClinic Azure
web application, and in the MONITORING section, click on Application events:

= D MyPetClinic - Application events

/'3 Search (Ctri+/)
LT
o Alerts Level Date Time « Eventld Source Computer
[ L] Diagnostics logs
[ Log stream O nio 120302016 1001 HttpPlatformHandler RDO003FF93EETE
04:27:16
- B8 process explorer
=
. Onic 120302016 1001 HittpPlatformHandler RDO003FFO3EETE
74 Metrics per instance (Apps) §
= 04:27:14
- 74 Metrics per Instance (App Ser.. Ocor 12302016 2303 W3SVC-WP RDO003FFI3EETE
"y . 04:25:59
7% Live HTTP traffic
130/ N 9
& X application evens Ocror ;}i ;g 2216 2303 W3SVC-WP RD0003FFI3EETE
o
t K FRER logs
o o 12292018 1001 HitpPlatformHandler RDO0D3FFI3EETE
" 15:31:49
) SUPPORAT + TROUBLESHOOTING
- .
.

Application events provides details on information or errors that have occurred in the
application life cycle.
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FREB logs

FREB logs are useful when we want a detailed level of logs step by step. Most of the time, it
will give details on which step Azure web application is finding issues for:

[‘ MyPetClinic - FREB logs

U

K Metrics per Instance (App Ser... =

b Created Date Url Verb App Pool Status Code Time Taken
¥ Live HTTP traffic
[
¥ Aapplication events
130f 1M / 9
. X FREB logs 12/30/2016 http:/iMyPetClinic__e070:80, GET MyPetClinic__e070 404 297
04:28:34
3
SUPPORT + TROUBLESHOOTING 12/30/2016 http:/iMyPetClinic__e070:80/ GET MyPetClinic__e070 404 656
Il 04:28:33
o Resource health
12/30/2016 hitps://MyPetClinic__e070-80/ GET MyPetClinic__e070 404 0
a ®  4pp Service Advisor 04:28:02
® X Failure History 12/30/2018 hitp-/MyPetClinic__e070:80/  GET MyPetClinic__e070 404 219
04:28:01
4 K Diagnostics s a Service
12/30/2016 https://MyPetClinic__e070:80/ GET MyPetClinic__e070 404 250
= K mitigate 04-28:00
MNew support request
=
® k »

Scroll horizontally, and we'll find the name of the detailed log file as well. Click on it and
we will get detailed step-by-step logs:

Ly -
H
o 12/30/2016 http:/iMyPetClinic__e070:80/ GET MyPetClinic__e070 404 297 fr000010.xml
04:28:34
12/30/2016 http:iIMyPetClinic__e070:80/ GET MyPetClinic__e070 404 656 fr000009.xml
= 04:28:33
= 12/30/2016 https://MyPetClinic__e070:80/ GET MyPetClinic__e070 404 0 fr000008.xml
- 04:28:02
=] 12/30/2016 http/IMyPetClinic__e070:80/  GET MyPetClinic__e070 404 219 000007 xml
04:28:01
L J
12/30/2016 https://MyPetClinic__e070:80/ GET MyPetClinic__e070 404 250 fr000006.xml
® 04:28:00
- 12/30/2016 https:/iMyPetClinic__e070:80/ GET MyPetClinic__e070 404 15 fr000005.xml
a5,
04:27:58
=
- 4
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The log shows Request Summary with Errors & Warnings too:

SVC1771393108/r00

C | @ hitps//mypetdlinic.scm.azurewebsites.net/api/vfs/LogFiles/

Request Diagnostics for GET http://MyPetClinic__e070:80/

- Request Summary |

Url  http://MyPetClinic__e070:80/ Site 1771393108
App Pool MyPetClinic__e070 Process 3812
Authentication anonymous Failure Reason STATUS_CODE
User from token 115 APPPOOL\MyPetClinic__e070 Trigger Status 404
Activity ID  {{ 3+ Final Status 404

Time Taken 297 msec

~ Errors & Warnings |

No
91, view tra(e

Event Module Name
MODULE_SET_RESPONSE_ERROR_STATUS httpPlatformHandler

ModuleName  httpplatformMandler
Notification EXECUTE_REQUEST_HANDLER
HitpStatus 404
HittpReason Not Found
HitpSubStatus 0
ErrorCode The operation completed successfully.
0x0)

ConfigExceptionInfo

See all events for the request

No. [EventName Details Time
1. [GENERAL_REQUEST_START Siteld="1771393108", AppPoolld="MyPetClinic_ 2070", Connld="1610613590", RawConnld="0", RequestURL="http://MyPetClinic__e070:80/", 04:28:33.347
"GET"
2. |PRE_BEGIN_REQUEST_START K TracingModule” 04:28:33.347
5. |PRE_BEGIN_REQUEST_END I TracingModule”, Notifi "NOTIFICATION_CONTINUE" 04:26:33.347
4. |PRE_BEGIN_REQUEST_START "Req le” 04:26:33.347
5. |PRE_BEGIN_REQUEST_END I ", Notifi "NOTIFICATION_CONTINUE" o 33.347
6. |PRE_BEGIN_REQUEST_START "IsapiFilterModule” 04:26:33.347
7. |FILTER_PREPROC_HEADERS_START 04:26:33.347
6. |FILTER_START il ="D:\Windows\Microsoft. NET' .0.30315\aspnet_fifter.dil” 04:26:33.347
9. |GENERAL_SET_REQUEST_HEADER ="Asp ", ="', Replace="true" o 33.347
10. [FILTER SET_REQ HEADER HeaderName="AspFilterSessionld:", HeaderValue="" 04:28:33.347 -

In the next section, we will see how to create a support request in Microsoft Azure portal.

Azure App Services support and troubleshooting

The Azure App Services SUPPORT + TROUBLESHOOTING section contains
the Resource health option that we covered earlier in this chapter.
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Resource health

Resource health shows the status of Azure web application and history also:

App Services

columns  {) Refresh

T refresh

Enterprise with
tion? Swit,

Subseriptions: Visual S
) MSDN - Don't see asu
directorie:

K Metrics per Instance (App Ser...
Filter by name...

XK Live HTTP traffic

@ 1 items
NAME ¥ application events
'y Lo
MyPetClinic # FREB logs
-
=
SUPPORT + TROUBLESHOOTING
L
Resource health
a R App service Advisor
@ ¥ Failure History
~ 'Y -
? 75 Diagnostics as a Service
= ¥ Mitigate
New support request
=
w

Resource health watches your resource and tells you if it's running as expected. Learn more

@ Available
The Web app is running normally

What actions can you take?

1. If you're having problems, use the Troubles

/30/2016, 10:15:00 AM @

tool to get recommended solutions

2. If you are experiencing problems you believe are caused by Azure, <

Failure History

SUPPORT + TROUBLESHOOTING also have Failure History that will tell us about
Availability and Request/Failures of Azure web application:

D MyPetClinic - Failure History

+)
L1}
- Datais
XK Metrics per Instance (App Ser... « < Previous 24 Hrs Next 24 Hrs >
XK Live HTTP traffic F—
© vailability
K Application events
[ ] 3 FaEB ogs - @ Organic Availability @ C
3 " Thu 05 36 AM Thu 08 23 AM Thu 1110 AM Thu 01 56 P Thu 04 43PM Thu 07 30 PM Thu 10 16 PM Fri 010
SUPPORT + TROUBLESHOOTING Time (UTC)
=
7 Resource health
2 R App Service Advisor Requests/Failures
L ] ¥ Failure History
@ Http Requests
4 K Diagnostics as a service 119.0,
" Thu 05 36 AM Thu 08 23 AM Thu 11 10 AM Thu 01 56 PM Thu 04 43 PM Thu 07 30 PM Thu 10 16 PM Friol0
as
2 K Mitigate Time (UTC)
New support request
|
[
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In the next subsection, we will create a new support request.

Support request

Often, we are in a situation where we don't know why Azure App Service is not running.
There may be different reasons and even after advance restart, if it is not working then we
may need to contact a Microsoft engineer for support. We can do it from Azure portal itself.

In SUPPORT + TROUBLESHOOTING, click on New support request.

In the Basics section, select Issue type, Subscription, Service (select Web App (Windows)
in our case), Resource — Azure web application in which we are facing issues, and the
support plan:

Y] MyPetCl... # _— B X New support request Basics Support options
Ay HELP RT

o

* |ssue type

- ' 1 i > Technical - Talk to us now
K Metrics per Instance (App Ser... =
- . Quick questions? Want to ask about a
Subseription service issue?
a . ;
Live HTTP traffic
© - Visual Studio Enterprise with MSDN (b38.. v B )
weet @AzureSup|
Application events * senvice
L X FRES logs Web App (Windows) v
= P
= * Resource /( Try recommended resources
SUPPORT + TROUBLESHOOTING MyPetClinic v
MyPetcl
e Try common solutions recommended by Azure
= Resource hazlth & No health issues identified xperts
a ® App service Advisor Expl .
xplore support options
. bmit 3 technical sUpport reguest f Get help from the Azure community.
‘ j\ Failure History To submit a technical support reguest for this -
subscription, you must upgrade to a paid support eck out recommended f
¢ 3 Diagnostcs as a senice plan. To upgrade or explore other support
options, see the info to the right.
2 K Mitigate

U Upgrade your support plan

C o sopport o e o s

technical support request.

New support request
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If support is not available, then we can upgrade the support plan to raise support request,
then we can add details related to the problem and contact information:

New support request — O X Basics
HELP + SUPPORT NEW SUPPORT REQUEST

O search (Ctri+/) * |ssue type
) 1 Basics > | |

K Metrics per Instance (App Ser... «

* Subscription

as o

7% Live HTTP traffic | |

K Application events * Service
L X FREB logs | |
- * Resource

SUPPORT + TROUBLESHOOTING MyPetClinic v
=

Resource health No health issues identified
@ W App Service Advisor * Support plan ®
. . Loading .. v

* “}( Failure History cading
? }( Diagnostics as a Service

C Ve
- #% Mitigate
o

New supponlrequest

- [ Nea ]
& B

Once we raise a support request, based on the plan and problem, Microsoft representatives
contact us and try to solve problems by suggesting solutions on mail or on call and by
desktop sharing.

We have covered different ways to monitor and manage Azure web application so we can
troubleshoot common problems and monitor Azure web application resources. In the next
section, we will cover how to make Azure web applications highly available.

Architecture of disaster recovery and high
availability of Azure web applications

Microsoft Azure traffic manager allows failover, performance, or weighted round robin
methods to determine how a request can be satisfied using Azure App Services. Traffic
manager applies the traffic routing method to each request and routing method decides
how that request will be served and by which endpoint. Endpoints are nothing but Azure
web application in our context. We have two Azure web applications so we can consider
them as our endpoint.
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In the Resource Management portal, the terms have been changed, as given here:

¢ The Load-balancing method is known as the Traffic-routing method now
¢ The Failover method is known as the Priority method

¢ The Round-robin method is known as the Weighted method

¢ The Performance method is known as the Performance method

To make Azure web application highly available, let's consider a scenario where our
PetClinic application is deployed in a different ASP.

If an ASP is created in a different region, then even if the Azure web application hosted in
another region goes down, we should be able to access the PetClinic application as it is
also hosted in another region.

Let's create an ASP in a different region than the existing Azure web application's ASP.

We need to make sure that both the ASPs have to be in the Standard
pricing tier to achieve high availability.

Web App - O X App Service plan New App Service Plan
app

Create a plan for the web app

Select a plan for the w

* App Service plan

" * App n i
PP name An App Service plan is the container for your app. The App Service plan settings will = EastUs-S1-Std
MyPetClinic-EU v ‘. determine the location, features, cost and compute resources associated with your
.azurewebsites.net app. * Location
* Subscription FastUS 2
Visual Studio Enterprise with MSDN v .. Create New
= * Resource Group @ + * priang tier
$1 Standard
- Crestensw (& Use exsting P ServicePlan915ae612-a073(51)
e eTutorialsWorld v South Central US Tinstances
= * App Service plan/Location 5
ServicePlan915ae612-a073(South...
=
Eﬂj Application Insights @ on m
Pin to dashboard
N T [ ok |
Automation options
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Once the ASP is created, create an Azure web application in the same ASP. Click on Create:

* App name

‘ MyPetClinic-EU v

.azurewebsites.net
* Subscription

Visual Studio Enterprise with MSDN v

* Resource Group @
Create new (8 Use existing

eTutorials\World v

* App Service plan/Location
EastlUS-51-5td(East US 2)

Application Insights @ on m

Pin to dashboard
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Deploy the petClinic web application to the newly created Azure web application using
VSTS:

Dashboards ~ Code  Work  Build 8 Release  Test

Builds  Releases Library Task Groups  Explorer

<

U o+ Definition*: PetClinic-EU &2
- e o Environments  Arifacts  Variables  Triggers ~ General Retention History
earch release definitions...
Release Definitions ) A save
All release definitions .
+ Add environment ~ + Addtasks | ~ Deploy Azure App Ser\ri:e, Version 3> Y (D)
ER t bscrip - ¢
Production non agen Azure subscription DevOps with Mi ™ ¢ Manage @
Deploy Azure App Service 5 a
2 /2 tasks enabled ey e e X App Service name MyPetClinicEU ~ ¢ @
0R | % Deploy to slot ®
‘WAR Converter **/*.war X
Trackyon WAR Converter virtual application -

@
Package or folder §(System DefaultWe .. (O
p File Transforms & Variable Substitution Options

» Additional Deployment Options

4 Output

App Service URL

@
@

4 Control Options
Enabled Ty
Continue on error
Always run
Timeout

0 @

© wore Information 2
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Check whether the application is deployed properly or not. This is our east US-based Azure
web application:

(&} @mypetchmc—eu.azurewebs'\tes‘nﬂ | 3

‘ ;) sprlng A HOME Q FIND OWNERS iE VETERINARIANS A ERROR

Welcome

Welcome to East US Store

P9

*

€ spring ...

Once we have the second Azure web application ready, we can create the traffic manager
and configure endpoints.
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Creating and configuring Traffic Manager with
endpoints

Select Traffic Manager profiles from the left-hand side menu bar. Click on +Add.
Enter Name, Resource group, and other details. Click on Create:

Traffic Manager profiles > Create Traffic Manager profile

Traffic Manager profiles # _— X Create Traffic Manager... — O X

mit (Default Di

o Add == columns ) Refresh

Subscriptions: Visual Studio Enterprise with * Name
il MSDM — Don't see a subscription? Switch —
directories PetClinic-Th W
trafficmanager.net
Eifter by name .
Fiter by name.. Routing method
& 0 items Performance v
NAME
* Subscription
-
No Traffic Manager profiles to display Visual Studic Enterprise with MSDN v
=
= * Resource group @
Create new  (® Use existing
L eTutorialsWorld| v
= * Resource group location @
[l
el
a

Pin to dashboard

Once the traffic manager profile is created, verify the Overview section. The Monitor status
is Inactive, the Routing method is Performance, and there are no endpoints in the given
list. Hence our first task should be to create an endpoint that will serve the request:
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Traffic Manager profiles # — X @ PetClinic-TM
Traffic rofile

efault Directory)

=k Add 22 columns  {) Refresh M Disable ) Refresh [ Delete

Subseriptions: Visual Studio Enterprise with Essentials ~

) MSDN - Don't see a subscription? Switch
DNS name
@ Overview petclinic-tm.trafficmanager.net
Status Monitor status
& 1 items H actity log Enabled Inactive
NAME Subscription name (change} Routing method
- M Access control (IAM) Performance
e b
@) Petclinic-TM N
& Tags I
¥ Diagnose and solve problems
NAME -~ STATUS -~ MONITOR ST... ™ TYPE -~ LOCATION -~
SETTINGS
=
& configuration Mo results
[54]
[

@ Endpoaints

— Properties
L ] 8 Locks
® A Automation script -

In SETTINGS, click on the Endpoints; it will open a pane. Click on +Add to add an
endpoint. Select Azure endpoint as Type, enter the name of the endpoint, select App
Service as Target resource type so we can select Azure web application as an endpoint:

R _ _ @) [j. ) mitesh.soni83@outlo... ()
Traffic Manager profiles > PetClinic-TM - Endpoints > Add endpoint p a8 @ MITESHSONIB3OUTLOOK (DE.. QP

A 0O X @ Add endpoint - B8 X

PetClinic-TM

== add ) Refresh

Searci ts Type @

Azure endpoint v
NAME -~ STATUS -~ MONITOR ST... ™ TYPE -~ LOCATION -~

* Name

No result
o results. [ central-us v]

Target resource type

| App Service v ‘

* Target resource
Choose an app service

Add as disabled
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Click on Target resource and select the first Azure web application that we created:

@ mitesh.soni83@outlo... ()

v , o @ @
Traffic Manager profiles  » PetClinic-TM - Endpoints > Add endpoint ) fe] e

* _ O X @ Add endpoint -\ x

PetClinic-TM

== add ) Refresh

Type®

ts

#Azure endpoint v
NAME ~  STATUS ~ MONITORST.. ™  TYPE ~  locAaTON  ~
* Name
Na results
[ central-us v]
Target resource type
‘ 4pp Service v ‘
* Target resource 5
MyPetClinic

Add as disabled

@ mitesh.soni83@outlo...

A . . 0 @ )
Traffic Manager profiles > PetClinic-TM - Endpoints > Add endpoint y 83 e———

# _ 0O x @ Add endpoint - o x

PetClinic-TM

== Add ) Refresh

Type®

ts

Azure endpoint
NAME -~ STATUS -~ MONITOR ST... ™ TYPE -~ LOCATION -~

* Name
Central-Us Enabled Checking endpe.. Azure endpoint  Seuth Central US
- gendp P o B [esstus v]

Target resource type

‘ App Service ~ ‘
* Target resource >
MyPetClinic-EU

Add as disabled
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Let's observe the status of Monitor status of the traffic manager profile and the status of the
endpoints in the Azure portal.

Here, Monitor status is CheckingEndPoints:

Traffic Manager profiles > PetClinic-TM

@ PetClinic-TM

Traffi file

M Disable C) Refresh [ Delete

Essentials ~

DNS name
& Overview vetclinic-tm. trafficmanager.net
Status Menitor status
=] Activity log Enabled CheckingEndpoints
Routing method
. i h MSE 2
=M Access control (LAM) th MSC Performance
& Tags 1
% Diagnose and solve problems
NAME - STATUS o~ MONITOR ST... ™ TYPE o~ LOCATION -~
SETTINGS
& configuration Central-Us Enabled CheckingEndpoint Azure endpoint South Central US
@ endpoints East-US Enabled CheckingEndpoint  Azure endpoint EastUs 2
Properties
n Locks

Automation script
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Once the status of the endpoint is verified, the Monitor status will be Online for the
endpoint:

Traffic Manager profiles » PetClinic-TM

@ PetClinic-TM
Ma 3

M Disable | ) Refresh [ Delete

~

M Search (Ctri+/) Esczentials A

DNS name
& Overview

petclinic-tm.trafficmanager.net

Manitor status

=1 Activity log Cnline
Routing method

;.‘. Access control (lAM) with MSDN Performance

0 Tags [ s 1

9 Diagnose and solve problems

NAME -~ STATUS o~ MONITOR ST... ™ TYPE -~ LOCATION -~
SETTINGS
& Confiquration Central-Us Enabled online Azure endpoint South Central US
@ Endpoints East-US Enabled CheckingEndpoint  Azure endpoint East US 2
Properties
&8 locks
= Automation script T

Visit the DNS name assigned to the traffic manager profile. As we have assigned the Azure
web application as endpoints, it will be redirected to the PetClinic application:

C | ® petclinic-tm.trafficmanager.net * O

‘ ;) Sprlng A HOME Q FIND OWNERS iE VETERINARIANS A ERROR

Welcome

Welcome to East US Store

& spring ...
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Verify both the endpoints in the Azure portal. Both are online now:

@ PetClinic-TM

0O ¢ b S S
J Search (Ctri+/)

@ Overview

=] Activity log

)

M Access control (LAM)
& Tags

7 Diagnose and solve problems

SETTINGS
& Configuration
& Endpoints

Properties

B Locks

Automation script

Traffic Manager profiles

> PetClinic-TM

M Disable
Essentials ~
rce group (change
orialsWao

Status

Enabled

ription name (change!

Subsc

Subscription 1D

O Refresh

M Delete

DNS name

Inic-tm.trafficmanager.net

Monitor status
Online
Reuting method
Performance

Search end

NAME ~ STATUS
Central-US Enabled
East-US Enabled

A

MONITOR ST... ™ TYPE -~ LOCATION -~

Online Azure endpeint South Central US

Cnline Azure endpoint Eastus 2

Now let's try to simulate failure by disabling the East-US endpoint and see whether
requests are automatically redirected to another endpoint or not.
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Go to the East-US endpoint and click

na 0 e e

o]
™

@ @ §

1)

o]
™

@ @ §

Traffic Manager profiles

M Disable ) Refresh

Subscription ID

> PetClinic-TM > East-US

@ Delete

arch er

NAME ~  STATUS
Central-Us Enabled
East-US Enabled

MONITORST... ™~ TYPE ~

Online

online

DNS name
etclinic-tm,

Monitor status
Online

Routing met
Performance

Azure endpoint

Azure endpoint

on Edit:

LOCATION ~

South Central US

EastUS 2

@ Delete

Monitor status
Online

Type

Azure endpaint

Target resource type

App Se

Target resource

mitesh.soni83@outlo... L
MITESHSONIS3OUTLOOK (DE.. QP

- 8 x

Traffic Manager profiles

M Disable ) Refresh

Status

Enabled

Subscription ID

> PetClinic-TM > East-US

@ Delete

NAME ~ STATUS
Central-Us Enabled
East-US Enzbled

MONITORST... ™~ TYPE ~

Online

online

DNS name

Monitor status
Online

Routing m
Perform

Azure endpoint

Azure endpoint

LOCATION ~

South Central US

EastUS 2

Hsave X Discard @ Delete

Status

BECLIEE Enabled

Monitor status
Online

Type
Azure endpoint
Target resource type

App Service

* Target resource

MyPetClinic-EU

mitesh.soni83@outlo... L
MITESHSONIS3OUTLOOK (DE.. QP

- 8 x
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Verify the Monitor status of the endpoint that we disabled:

Traffic Manager profiles > PetClinic-TM > East-US y @ (@ 2O
’ = MITESHSONIS3OUTLOOK (DE.. QP
N @ PetClinic-TM # _ O X
Traffic Manag rofile
M Disable {) Refresh [ Delete
Subscriptions: Visual Studio Enterprise with Essentials ~
) MSDN - Don't see a subscription? Switc
e ' name
Filter by name... @ Overview c-tm.trafficmanager.net
Status M tor status
1 items B Acivity log Enabled Online
NAME Routing method
- 2l Access control (IAM) Performance
=
@ PetClinic-TM & o .
=
=
¥ Diagnose and salve problems
NAME -~ STATUS -~ MONITOR ST... ™ TYPE - LOCATION -~
SETTINGS
= - -
& Configuration Central-Us Enabled Online Azure endpoint  South Central US
= i
5] Endpoints East-US Disabled Disabled Azure endpoint EastUS 2
Properties
&8 Locks
A sutomation script A

Now visit the traffic manager profile DNS again and check whether it is redirected to
another endpoint or not. Spot the difference in the HOME page:

C | @ petclinic-tm.trafficmanager.net | 3

‘ ;) Spl’lng A HOME Q, FIND OWNERS i€ VETERINARIANS A ERROR

Welcome

& spring ...

Try out other routing methods based on the need of an application as a self-exercise.
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Load testing using a URL-based test and
Apache JMeter

Once we have deployed our application in Azure App Services successfully, we can
perform load testing on Azure App Service or Azure Web Apps. Let's see how we can use
VSTS to perform testing.

URL-based test

In the top menu bar, click on Test and then click on Load tests. Let's create our first test in
VSTS and execute it:

PetClinic-EU v Dashboards Code Work  Build & Release  Test | &

TestPlans  Runs  Machines  Load test
Create and run high-scale load tests, analyze results — all using the browser! Learn more. During preview, this feature is available to all users (except Stakeholders). X

All load test runs State All Date last7days By All

+ New~ &)
No load test runs exist. See instructions below to get started. X
Search all load tests, begin typing to..
9]
4 Load tests
All load tests

Get started with cloud-based load testing

* Gain insights into your web application’s performance.
+ (Get an on-demand performance test lab within minutes
+ Scale up to high user loads from worldvide locations.
JM « Leverage 20,000 free virwual user minutes every month,
| + View rich results in the browser or perform offline analysis.

Choose one of the options below to create a load test.

HTTP archive Visual Studio webtest Apache JMeter URL

Accurately simulate u:

Create test Create test Create test Create test
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1. Click on +New and select URL based test:

Create and run high-scale load tests, analyze results - all using the browser! Learn more. During preview, this feature is available to all users (except Stakeholders)

A st runs
+ tewr V]
No load test runs exist. See instructions below to get started. x
# visual Studio test £
(]

+ HTTP Archive based test

+ URL based test R
'{J Get started

URL based test

th cloud-based load testing

+ Apache IMater test

* Gain insights into your web application's performance.
* Get an on-demand performance test lab within minutes
* Scale up to high user loads from worldwide locations.

® Leverage 20,000 free virtual user minutes every month.

rich results in the browser or perform offline analysis

Choose ane of the options below to create a load test.

©, / &

HTTP archive Visual Studio webtest Apache JMeter URL

2. Verify the HTTP method and URL:

Create and run high-scale load tests, analyze results — all using the browser! Learn more. Duning preview, this feature is available to all users (except Stakeholders).

<

Load
+ nNew~ [+]
Web Scenarios  Settings
£
M save 4 Import HAR file
« Load tests
A + acduaL
HTTP method URL
GET " httpsy//mypetclinic.azurewsbsites net/
PetClinic-WebSce... Request1
“ Headers
+ add

4 QueryString Parameters

+
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3. Click on Settings and provide inputs in different parameters based on need:

Create and run high-scale load tests, analyze results - all using the browser! Learn i

ore, During preview, this feature is available to all users (except Stakeholders),

<
Load test™: PetClinic-Test #
+ New~ (] 5
Vel Settings
e
W save L Import HAR file
4 Load tests
All load tests
R juration (minute 2
L pattern Constant v
-users 25
ip durat ds) 5
E - 60%, Chrome - 40% v
Sel he load
® Use automatica e jents
Geo-l East US 2 (Virginia) v
Use self-provisioned agents
Load te o
The o registered rigs f il testi
No ents to use

[
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4. Click on Save and click on Run test:

Create and run high-scale load tests, analyze results — all using the browser! Learm more. During preview, this feature is available to all users [except Stakeholders)

+ new~ V]

(=

Summary harts  Diagnostics ogs
4 Load tests

AVG. RESPOMSE TIME USER LOAD REQUESTS PER SEC FAILED REQUESTS
sec T users = T RPS T %
0 failed requests.
0 total requests
n more about metncs and criteria
Test settings
Load duration: 2 min Requested by:
Start time: Test: Test
End time: Location:

ERRORS

O errors

0 threzhelds violated

Run source:
Warmup duration
Agent cores:

5. Load testing is in progress:

Create and run high-scale load tests, analyze results - all using the browser! Le;

During preview, this feature is available to all users (except Stakeholders).

+ tew~ ]

00:00:48

4 Load tests
y t agnost Logs

N logs are available
PetClinic-Test
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6. Verify the complete test data as and when it is available in the VSTS portal:

Create and run high-scale load tests, analyze results — all using the browser! Learn more. Duning preview, this feature is available to all users {except Stakeholders)

© PetClinic-Test / PetClinic-Test (Run 1D: 1) / Running test
+ e G g
e e ] 0:01:02 / 00:02:0
- O abon
Summary
AVG. RESPONSE TIME USER LOAD REQUESTS PER SEC FAILED REQUESTS

2071 25 users 190.3res O

earn more about metrics and criteria

Test settings

ERRORS

.

Load duration: 2 min Requested by: MS Run source:
Start time: 1/1/2017 2:26:47 PM Test: P t Warmup duration:
End time: - Location: Agent cores:
7. Verify the final summary of URL-based test execution in VSTS:
Create and run high-scale load tests, analyze results - all using the browser! Learn mare. During preview, this faature is available to all users (except Stakeholders).
.
P ¢ @ PetClinic-Test / PetClinic-Test (Run ID: 1) / Completed
4 Export test to Visual Studic
Summary  Charts  Diagnosti
FAILED REQUESTS ERRORS

REQUESTS PER SEC

183.4?% Ou'g

0failed requests
22006 total requests

USER LOAD

2 5 users

AVG. RESPONSE TIME

132.2ms

sarn more about metrics and criteria

Test settings

Load duration: 2 min Requested by:
Start time: 1 Test: inic-Test
Location: usz

End time: 1/

Top 5 slowest pages

OE‘"'C"Z

0 thresholds violated

Run source:
‘Warmup duration:
Agent cores:

8. We will also get the Performance and Throughput charts after the test execution

in VSTS:
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@ PetClinic-Te

/ PetClinic-Test (Run ID: 1) / Completed
s Export test to Visual Studio

Summary  Charts  Diagnostics  Logs

Performance Throughput
120 120
100 100
80 80
3 3
= 60 = 60
= =
40 40
20 20 & —\
— 8
0 + —s 0
00:00:25 00:00:50 00:01:15 00:01:40 00:00:25 00:00:50 00:01:15 00:01:40
Avg. Response Time -4 Avg. Page Time User Load Pages/Sec -+ Requests/Sec User Load

9. Verify Tests and Errors related details too:

@ PetClinic-Test / PetClinic-Test (Run ID: 1) / Completed
w Export test to Visual Studio
Summary Charts Diagnostics  Logs
VY. nEapUIT LIE v mwy. s aye smne vt Luau | ‘ ragea ot v neyueses e uaEr Lwau
Errors Tests
120 120
100 100
80 80
5 ]
= 60 = 60
= =
40 40
20 20
0 0
00:00:25 00:00:50 00:01:15 00:01:40 00:00:25 00:00:50 00:01:15 00:01:40
Errors/Sec -+ Failed Requests/Sec User Load Tests/Sec -+ Avg. Test Time User Load

We have seen how the URL-based test can be performed on Azure web application. In the
next section, we will cover how to use Apache JMeter for load testing.
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Apache JMeter

In this chapter, we'll look into how to execute Apache JMeter testing. We will execute a load
test on the Petclinic application deployed on Azure App Services.

For more details on this topic, refer to http://jmeter.apache.org/userm
anual/.

Download Apache JMeter from http://jmeter.apache.org/. Start it and create a Thread
Group in Apache JMeter. Here, we mention number of users, ramp up period, and loop
count:

£ Apache JMeter (3.1 r1770033) — O =
File Edit Search Run Options Help

Delal oda MEEREIR Y LI
§ @ TestPlan H
b Thread Group Thread Group
m ‘WorkBench Name: |Thread Group ‘
‘| |comments:

Action to be taken after a Sampler error

® Continue ) Start Next Thread Loop ' Stop Thread _) Stop Test () Stop Test Now

Thread Properties
Humber of Threads (users): ‘50 |

Ramp-Up Period (in seconds): |1D |

Loop Count: [_] Forever |1D |

[] Delay Thread creation until needed
[] Scheduler

Scheduler Configuration

Duration {seconds)

Startup delay (seconds)

Start Time

End Time
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1. Right-click on the Thread Group and click on Add.
2. Select Sampler, and click on HTTP Request:

08 a

File Edit Search Run

& Apache Meter (3.1 F1770033)

Options

°d A

Help

MEEIDEE

[ 2

i e |

a Sampler error

¢ g TestPlan ||
&b Threa= 1 Thr
M \WorkBen| Sdd » Logic Controller »
Start Config Element  »
Start no pauses Timer »
Validate Pre Processors »
Cut Sampler »
Copy Post Processors ¥
i L3
Paste CHrlv Assertions
L3
Duplicate Cissninc | LiStener
Reset Gui Count: [] Foreve
Remove
elay Thread creati
scheduler
= eduler Configuratio
Merge tion (seconds)
Save Selection As... T T
Save Node As Image t Time
Save Screen As Image )
Time
Disable
Toaggle CHri-T
Help

Access Log Sampler
AJPM.3 Sampler
Bean Shell Sampler
Debug Sampler

FTP Request

() Stop Thread ' Stop Test (' Stop Test Now

HTTP Request
Java Request
JDBC Reguest
JMS Point-to-Point
JMS Publisher
JMS Subscriber
JSR223 Sampler
JUnit Request
LDAP Extended Request
LDAP Request

Mail Reader Sampler

s

05 Process Sampler
SMTP Sampler
SOAPIXML-RPC Request
TCP Sampler

Test Action
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3. Provide the Azure web application URL in the server name and select HTTPS

protocol:
£ PetClinic jmx (C:\Users\Mitesh\Desktop\PetClinic.jmx) - Apache JMeter (3.1 1770033, - B3
File Edit Search Run Options Help
Clelal°uul g[elel[+[-[=][v]p]®0 [*] o oA o ©
% g TestPlan
¢ G Thread Group H Request
Name: [HTTP Request |

9 /7 HTTP Request

Comments:

. Agaregate Report
&) worksench

Connect: |

[Basic | Advanced
| Timeouts (mil
{ | Response: |

web Server
[ |Port Humber: | 1|

Server Name or IP: [mypetciinic.azurewsbsites.net

HTTP Request
|mp|ememamn:|:|2| Protocol [http: |https Method: GET |+ Contentencoding:

Path: |
data for POST [ 8

tible headers

[] Rediect Auomatically [i] Follow Redirects [£] Usa KeapAliva [] Use

Parameters | Body Data | Files Upload |

Send Parameters With the Request:
Name: Value Encode? | Include Equals?
[ vetai_| Add from Clipboard || Delete [ pown |
Proxy Server
[s,ve. Name or P, [Port Number re— "

4. Execute the test and verify the result in Apache JMeter:

P a
9 40F Thread Group
¢/ HTTP Request
- Aggregate Report
¢ Agaregate Graph
¢ View Results in Table

W] workeench

# PetClinic jmx (C:\Users\Mitesh\Desktop\ PetClinic jmx] - Apache JMeter (3.1 1770033 - X
File Edit Search Run Options Help
Délal o du NEEIRREINDNOCNN P oA oo @
TestPlan
Aggregate Report
]

Name: [Aggregate Report

(Comments:

Write results to file / Read from file

|[ srowse.. | LogiDisplay only: []Errors [ Successes

Filename‘
Label | #Samples | Average | Median | 90%Line | 95%Line | 99%Line |  Min Max | Eror% | Throughput | Received K| SentKBlsec
HTTP Requ...| 500] 74| 288 1400 1447 1542 238 1660[ 0.00%|  31.4isec| 12379 5.07
TOTAL | 500/ 574 285 1408 1447 1542] 236/ 1660[ 0.00%|  31.4ised 123.79] 6.07

5. Add Aggregate Graph in the HTTP Request:
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;ezzmt‘ :75;";';" ;"n .{;)t\m;s Help o ) - X
EFECT] [Bla][+[=]*|[»]®] [%] p—
9 @ TestPlan A

9 %3+ Thread Group
9/ HTTP Request
. Aggregate Report
. Aggregate Graph
< View Resutts in Table
] worksench

Aggregate Graph i

Name: [Aggregate Graph

Comments:

Write results to file / Read from file

Filename | |[ seowse.. | Logisplay Only: [lErrors [ Successes | Configure

Label | #Samples | Average | Median | 90%line | 96%Line | 99%Line | Min |  Max | Emor% | Throughput [Received KB.| SentKE
HTTP Requ... | 500/ 574| 285| 1400| 1447 1542 236| 1660( 0.00%] 314/sec| 12379
TOTAL | 500/ 574 285 1400] 1447 1542] 236| 1660/ 0.00%] 314/sec 12379

Settings | Graph

Column settings

Save Graph Save Table Data | [] Save Table Head| _

verage WENEM [ | Median WEEEM | | 90% Line NN [ | 95% Line ] [ |99%Line MENEM [ |Min [0 [ max W

Columns to display:

Foreground color

Value font: Draw outlines bar?

Show number grouping? |v| Value labels vertical?

[y |0

[ Column label selection:

Title
Graph tite: |

Font:

ize: Styl

Graph size
Dynamic graph size  Width:

Height:

X Axis ¥ Axis (milli-seconds)

Max length of x-axis label: Scale maximum value:

[4]

<] I [

6. After the load test execution, verify the graph:

£ PetClinic jmsx (C <
File Edit Search Run Options Help

— x

Delale

G

L)

@) [+]-]

13

%]

»|

§ @ TestPlan
9 43> Thread Group
¢/ HTTP Request
. Agoregate Report
-, Agaregate Graph
< View Results in Table
W] workeench

fpoooe o A ors0 @)

Name: Aggregate Graph

(Comments:

Write results to file | Read from file

Filename ‘ ‘ ‘ Browse. ‘ Log/Display Only: [ | Errors [ | Successes Configure|

Label | #Samples | Average | Median | 90%Line | 9s%Line | 99%Line | Min |  max | Emor% | Throughput [Received KE.| SentkE
HTTP Requ... | 500 574 285 1409 1447| 1542 236 1660] 0.00%] 31.4/sec 123.79
TOTAL | 500] 574 285 1409] 1447] 1542 236 1660] 0.00%)] 31.4/sec] 12379

[ settings | Graph

Aggregate Graph

Williseconds

HTTP
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7. For more details, click on View Results in Table:

¢ PetClinic jmx (C:\Users\Mitesh\Desktop\ PetClinic jmx) - Apache JMeter (3.1 117 *

File Edit Search Run Options Help

Clela/aa = «x[cal +[-[+[r][n]0o % P oA 0w @
% g TestPlan ) .
¢ 405 Thread Group View Results in Table
¢ /¥ HTTP Request Name: [View Results in Table |
4 Aggregate Report Comments: |
e AgTR0at5 Braph Write results tofile / Read from file
. View Results in Table ) 3
N WorkBench Filename ‘ ‘ ‘ Browse. ‘ Log/Display Only: [ | Errors [ | Successes
Sample# |  StanTime | ThreadName |  Label  |Sample Time(ms Status Bytes |  SentBytes Latency Connect Time(ms)|
95| Thread Group 1-1|HTTP Reques 1427, 7| 1427| 11ﬁgt
02| Thread Group ;F TTP Reques| 1 7 1 1161)|=
25[Thread Group 1-1/HTTF Reques 7 [
3[Thread Group 1-3[HTTP Reques| 1 7 1 104
4|Thread Group _\: TP Reques 7|
1[Thread Group 1-4[HTTP Reques! 1 7 1 07
7|Thread Group 1-3[HTTP Reques 7
6[Thread Group 1-1/HTTP Requesi 2 7 2!
0[Thread Group 1-2[HTTP Regues! E‘ 7| 45
4|Thread Group 1-5|HTTP Request 1383 7| 1381| 110
26[Thread Group 1-4|HTTP Reques 53‘ 7 53
12| 14:55:56.733Thread Group 1-3|HTTF Request | 8¢ 4037| 19¢ 258
705|Thread Group F Reques 137 7 137 R
read Group TP Reques 7|
read Group TP Request 7
0[Thread Group TTP Reques 7
2|Thread Group TTP Reques 7
8 00[Thread Group TP Reques! 1427 7 1426 1142
9 q read Group 1-6HTTP Request 8 7 ﬁ' 0
20| 7.156(Thread Group 1-5[HTTP Request 61 7| 61| 0]
ﬁ 7.266|Thread Group 1-4[HTTP Reques! 89) 7 B8] o]
22 6 nﬂ‘ read Group 1-8|HTTP Reques! 1462 7 1462 1208
23 7.359| Thread Group 1-6{HTTP Reques ﬁ 7 63 0
24 7.327|Thread Group 1-7|HTTP Request 98] 7 97| 0]
25 7.418[Thread Group 1-5[HTTP Reques| 49] 7 49| |
26 6.298|Thread Group 1-8|HTTP Reques! 1382 7 1382 1127|
57 7 AR\ Thraad Cronn A-AIHTTE Ramias 19| 7 19 |
[] Scrol automatically? [] Child samples? No of Samples 500 Latest Sample 267 Average 574 Deviation 489
. i .
We can execute the Apache JMeter test in VSTS too. So, let's execute it:
1. Click on +New and select Apache JMeter test:
Create and run high-scale load tests, analyze results - all using the browser! Learn more. During preview, this feature is available to all users (except Stakeholders). X

Last 7days By Al

PetClinic-Test | E

=+ New~ (]
¢ © Runtest (n]
+ \Visual Studio test
®  Runid - Load Test Run Type Time Completed Duration(sec)  User Count
# HTTP Archive based test*
9 PetClinic-Test Visual Studio 29 minutes ago 120 25 MS East US 2 (Virgini

# URL based test

+ Apache IMeter test

| Creste Apache IMeter based load test

We will use the same JMX file that we have used earlier to load test the Azure web
application.
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2. Select Load duration and Load location as well. Click on Run Test:

Create and run high-scale load tests, analyze results — all using the browser! Learn more. During preview, this feature is available to all users (except Stakeholders).

<

Apache JMeter test

+ New ¥ O
P Test script Choose File | PetClinicjmx
If your app is not publicly available on the Internet, learn more about alternative solutions
4 Load tests
All load tests Supporting files Choose Files |No file chosen
PetClinic-Test
MNumber of agents 1 v
Load duration 1 minute v
Load location East US 2 (Virginia) v

All listeners that we have used earlier might not be supported in VSTS, so we will
remove all that are not relevant.

Issues with the test script

Create and run high-scale load tests,

Il users (except Stakeholders).

Errors (1)

4= New~ ¢

The test plan contains one or more listeners that are not
I recommended to be used when running a load test. Please
remove the following listeners from the test plan and try e about alternative solutions

4 Load tests again: View Results in Table

All load tests

PetClinic-Test

Close
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3. Execute the load test again:

Create and run high-scale load tests, analyze results — all using the browser! Learn more. During preview, this feature is available to all users (except Stakeholders). X
<
& PetClinic.jmx / PetClinicjmx (Run ID: 2) / Acquiring resources
o+ New~ ¢ | [ C ] S S
O Abort
yel
Summary a Diagnosti 9
4 Load tests g
All load tests z
PetClinic-Test
AVG. RESPONSE TIME USER LOAD REQUESTS PER SEC FAILED REQUESTS ERRORS
PetClinic.jmx
sec users RPS % O erro
0 failed requests 0 thresholds
0 total requests
Learn more about metrics and criteria
Test settings
Load duration: 1 min Requested by: MS Run source:
Start time: Test file: PetClinicjmx Warmup durati
:

4. Verify its execution status in VSTS:

Create and run high-scale load tests, analyze results - all using the browser! Learn more, During preview, this feature is available to all users (except Stakeholders)

00:00:53 / O

PetClinicjmx

metrics and criteria

Test settings

1 min
1/1/2017 3:06:44 PM

Load duration:
Start time:
End time:

linic.jx (Run
Frer | O sk
>
O abort
« Load tests
Summary hart Jiagnostic
el AVG, RESPONSE TIME USER LOAD REQUESTS PER SEC

Location:

FAILED REQUESTS

MSs
PetClinicjmsx
EastUS 2

ERRORS

USA

Run source:
Warmup duration:
Bgent cores: 2
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5. Go to the MyPetClinic Azure web application and click on Overview to get the
metrics details. Observe the number of requests:

) . . o) [? o) mitesh.soni83@outlo... ()
App Services > MyPetClinic > Metric €52 eSS OUTIOoK D G

A _ O X Metnc - 08 X

M

[7 Browse M Stop %3 swap () Restart [ Delete +Add alert # Edit chart

ws-prod-sn1-069.ftp azurewebsites... Http 2xx, Hittp 3:x¢ and 5 more metrics past hour
name
_prod-zn1-063 fip.azurewsbsite,

:
G

) Subscriptio FT

Monitoring 8

Http 2xx, Http 3xx and 5 more metrics past hour

L t 4
2K
0K 0K .
a 8K 2445 PM
REQUESTS HW’ SERVER ERRORS HTTP 404 H"[ 403 H_T 401
] &
2516K 0
4K
[#'9]
il
2K METRIC AVERAGE MINIMUM MAXIMUM TOTAL
-
S Hitp 2ux 79.16 0 127k 443k
- 2150 § _
HTTP 200 HTTP 310¢ anm WTTP 404 Hitp 3ux 370.14 0 1041k 2073k
® 442 20 73 K 0 o ’ : o
> K »

Now we are at the end of our journey. With monitoring, troubleshooting, and load testing,
we are ending our journey.

[390]



Continuous Monitoring in Cloud Platform

Summary

Continuous TES / Git: Continuous Cloud Continuous Continuous
Development Source Code Integration Resources Delivery Monitoring /
+ Eclipse IDE Repository + Build + Azure Web + Release Load Testing
+ Eclipse and Definitions Apps Definitions - Apache [Meter
Repository » App Service - Approval based . VSTS
Integration Environment Release
Security
Configuraticns

Visual Studio Team Services (Automation — Continuous Integration and Continuous

Release) and Microsoft Azure App Services (Cloud Computing - PaaS)

In this chapter, we covered basic Azure App Service monitoring, basic troubleshooting,
Kudu editor, traffic manager for load balancing using Azure App Service endpoints, URL-
based tests in VSTS, load testing with Apache JMeter, and executing Apache JMeter tests
from VSTS.

So, in this book we covered continuous integration, continuous delivery, Microsoft Azure
App Services (PaaS) to deploy our sample JEE-based application, basic monitoring and
troubleshooting available in Azure, and load testing available in VSTS.

Every new beginning comes from some other beginning'’s end
- Seneca
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converting, to .zip file Trackyon task used 288
.zip file

.war file, converting Trackyon task used 288

A

Agile Manifesto
about 60
URL 60
agile
overview, in VSTS 59
Apache JMeter
about 383
load testing, used 377
reference link 383
URL 383
used, for load testing 377
App Service Environment (ASE)
about 186,208,209, 210, 320
and non-ASE, comparing 259
ASP 228,229, 230, 231, 232, 235, 236, 237
Azure Web Apps, configuring 237, 238, 239
configuring 211, 214, 215, 216,217,218
Creating 211,214,215,216,217,218
front end compute resource pools 209, 218,
219,220,221, 222
NSG 244, 245,246,247, 248, 249
three worker compute resource pools 209, 223,
224,225,226,227
Virtual Network 239, 241, 242
virtual network 243
App Service Plan (ASP) 36, 38, 39, 189, 228,
229,230,231,232,235,236, 237
App Services
about 19, 20, 22, 24

Index

reference link 21

references 155, 163

supporting 361

troubleshooting 361
Application Insights

about 27, 28

for application, monitoring 356
Application Lifecycle Management (ALM) 203
Application Platform as a Service (aPaaS) 14, 17
Application Request Routing (ARR) 167
Autoheal 342, 355
automated testing

unit test, execution 121
automation

building 273

continuous release 298

releasing 273

Trackyon task, used for converting war file to .zip

file 288

autoscaling, Microsoft Azure

about 41

by CPU percentage 44

by performance rule 45

by schedule 45

horizontal scaling 42

manually 43

vertical scaling 41
Azure Active Directory (Azure AD)

about 25,178

URL 25, 27
Azure calculator

reference link 37
Azure Web Apps

about 155

accessing, with RBAC configuration 177

Application events 359

application, deploying 297



ASP 189 configuring, in VSTS 104

backups 189 Continuous Delivery (CD) 48, 253, 262, 320
configuring 237, 238, 239 continuous deployment 262
console 206 Continuous Integration (Cl) 9, 92, 93, 94, 320
creating 155 continuous monitoring 321
custom domains 200 continuous release 297
Diagnostic logs 357 custom domains
disaster recovery, architecture 364 in Azure Web Apps 200
FREB logs 360 references 201
high availability, architecture 364
locks 204 D
managing, tasks 187 deployment credentials management
monitoring 176, 321 for FTP 174
properties 188 DevOps
restoring 198 about 14
scaling 184 overview 15,16
scaling down 185 PaaS 17, 18
scaling in 186 Diagnose and solve problems 322
scaling out 186 disaster recovery
scaling up 185 architecture, of Azure web applications 364
security scanning 203 dynamic IP
SSL certificates 201 restriction, for filtering traffic 257
troubleshooting 321
VNets 201 E
Azure Eclipse
URL 155 integration, with TFS in VSTS 66
B reference link 67, 70
environment
blob storage 25 with release tasks 302
build definition
creating, for VSTS project 94, 95, 96, 97, 98, F
29, 1_00 front end compute resource pools 209, 218, 219,
executing 115
. . 220,221,222
build execution FTP

continuous feedback 123 deployment credentials management 174

C G

Cloud Computing

bout 10 11 Git project
abou ! managing, in VSTS 127
basics 10,11
Cloud Deployment Models 10 H

Cloud Service Models 11

Community Cloud 10

continuous build integration
build definition, executing 115

high availability
architecture, of Azure web applications 364
HTTP

[393]



redirection, to HTTPS on Azure Web Apps 254 Microsoft Azure SQL Database 24

HTTPS Microsoft Azure Storage
HTTP redirection, on Azure Web Apps 254 about 24
Hybrid Cloud 10 blob storage 25
file storage 25
I queue storage 25
Infrastructure as a Service (laaS) table storage 25
about 11 Microsoft Azure subscription
versus PaaS 13 configuring 262
Infrastructure as Code (IAC) 92 Microsoft Azure Web Apps 19, 20, 24
P Microsoft Azure
restriction, for filtering traffic 257 App Service Plan (ASP) 36, 38, 39
autoscaling 41, 42
J concepts, overview 31

regions 31, 33

JEE application
PP Resource groups 33, 34

overview 66

K N

network security groups (NSG)

Kudu
about 209, 244, 245, 246, 247, 248, 249
about 334 figuring, in ASE subnet 251, 253
oty S st 1
LogFiles 338

non-ASE

Process Explorer 340
P and ASE, comparing 259

reference link 334

site extensions 341 P
L Platform as a Service (PaaS)
. about 11
load testing licati 0
URL-based test, used 377 application 1

benefits 17, 18

Cloud Computing 10

Cloud Computing, basics 10, 11
DevOps, overview 14, 15, 16

locks
CanNotDelete lock 204
ReadOnly lock 204

M in DevOps 17, 18
overview 10
marketplace roles 17, 18

about 145
reference link 152
Microsoft Azure Services
App Services 19, 20, 22, 24

versus laaS 13
Private Cloud 10
programming language
setting, for configuration of web application 163

Application Insights 27, 28 Proof of Concept (POC) 155
Microsoft Azure SQL Database 24

Microsoft Azure Storage 24 Q

overview 19

Traffic Manager 28, 29 queue storage 25

[394]



R

regions, Microsoft Azure
about 31, 33
references 32
release tasks
environment, creating 302, 308, 310
pre-approval, before application deployment 312,
316
Resource groups, Microsoft Azure 33, 34
Resource Manager (RM) 270
Role-Based Access Control (RBAC)
about 177
configuring, for secure access of Azure Web
Apps 177

S

Software as a Service (SaaS) 11
Spring project
reference link 66
SSL certificates
Azure Web Apps 201
reference link 201

T

table storage 25
task catalog 145
Team Foundation Server (TFS)
Eclipse, integration in VSTS 66
Team Foundation Version Control (TFVC) 48
three worker compute resource pools 209, 223,
224,225,226,227
Tinfoil Security
about 203
reference link 203
Trackyon task
used, for converting .war file to .zip file 288
Traffic Manager
about 28, 29
configuring, with endpoints 369
creating, with endpoints 369
performance method 30
priority method 29
weighted method 29
troubleshooting, App services

[395 ]

Failure History 362

resource health 362

support request 363
troubleshooting, Azure Web Apps

Activity log 334

Advanced Application restart 326

Application Insights, for monitoring application

356

CPU consumption 330

Diagnose and solve problems 322

HTTP live traffic 324

Kudu 334

memory consumption 330

metrics per instance 325

monitoring 357

resource health 323

U

unit test

execution, for automated testing 121
URL-based test

about 377

used, for load testing 377
User Acceptance Testing (UAT) 171

\'

Virtual Networks (VNets)
about 201, 239, 241, 242, 243
reference link 203
Visual Studio Team Services (VSTS)
about 9, 47, 48, 91
account, creating 49
agile, overview 59
configuration 56
continuous build integration, configuring 104
Eclipse, integration with TFS 66
Git project, managing 127
references 66
URL 49
user management 56
VSTS project
build definition, creating 94, 95, 96, 97, 98, 99




W configuration, with setting programming language
163
web application



More from the Author

Here are some books authored/being authored by Mitesh Soni with Packt Publishing:

Jenkins Essentials

Continuous Integration - setting up the stage for a DevOps
culture

Mitesh Soni DevOps for Web Development

1=V 0)o 1R (T AN/ B | Achieve the Continuous Integration and Continuous
Development Delivery of your web applications with ease

Achieve the Continuous Integration and Continuous
Delivery of your web applications with ease

L] Packt>




Mitesh Soni

DevOps
Bootcamp

Afast-paced guide to implement DevOps with ease

LT] Packt>

DevOps Bootcamp

A fast-paced guide to implement DevOps with ease




	Cover
	Copyright
	Credits
	About the Author
	Acknowledgment
	About the Reviewer
	www.PacktPub.com
	Customer Feedback
	Table of Contents
	Preface
	Chapter 1: Microsoft Azure – Cloud Platform and Services
	What we will cover in this book
	Overview of PaaS and Application PaaS
	Cloud computing and its basics
	Comparison – PaaS and IaaS

	Overview of DevOps

	Role and benefits of PaaS and aPaaS in DevOps
	Overview of Microsoft Azure Service
	App Service – Microsoft Azure Web Apps
	Data and storage
	Application Insights
	Traffic Manager

	Overview of concepts related to Microsoft Azure
	Regions
	Resource groups
	App Service plans
	Autoscaling
	Scale instances manually
	Scale instances by CPU percentage
	Scale instances by schedule and performance rule


	Summary

	Chapter 2: Getting Started with Visual Studio Team Services (VSTS)
	Introduction to VSTS
	Creating a free account on VSTS
	Configuration and user management in VSTS
	Overview of agile in VSTS
	Overview of a sample JEE application
	Eclipse integration with TFS online in VSTS
	Summary

	Chapter 3: Continuous Integration with VSTS
	Overview of continuous integration
	Creating a build definition for VSTS project
	Configuration of continuous build integration in VSTS
	Executing build definition

	Unit test execution for automated testing
	Continuous feedback on build execution
	Managing the Git project in VSTS
	Task catalog and marketplace
	Summary

	Chapter 4: Continuous Development with Microsoft Azure Web Apps
	Creating Azure Web Apps
	Configuring Web Apps with programming language specific settings
	Deployment slots – development, QA, UAT, staging, and production
	Deployment credentials management for FTP
	Azure Web Apps monitoring
	Configuring role-based access for secure access of Azure Web Apps
	Scaling Azure Web Apps
	Scaling up and down
	Scaling in and out

	Basic tasks to manage Azure Web Apps
	Microsoft Azure Web Apps properties
	Microsoft Azure Web Apps – App Service plan
	Azure Web Apps backups
	Azure Web Apps restore
	Azure Web Apps custom domains
	Azure Web Apps SSL certificates
	Azure Web Apps networking
	Azure Web Apps security scanning
	Azure Web Apps locks
	Azure Web Apps console

	Summary

	Chapter 5: Azure App Service Environments
	Overview of ASEs
	Creating and configuring ASEs
	ASEs – front end pool
	ASEs – worker pools
	ASEs – app service plan
	ASEs – configuring Azure Web Apps
	ASEs – virtual network
	ASEs – network security groups
	Configuring NSG in ASE subnet


	Enforcing HTTP redirection to HTTPS on Azure Web Apps
	Filtering traffic by IP and dynamic IP restrictions
	Comparing ASE and non-ASE (Azure Web Apps) 
	Summary

	Chapter 6: Continuous Delivery to Azure Web Apps and ASE Using VSTS
	Overview of CD and continuous deployment
	Configuration of Microsoft Azure subscription
	Build and release automation
	Trackyon task to convert a .war file into a .zip file
	Continuous release – deploying the application in Azure Web Apps

	Environment with release tasks
	Pre-approval before application deployment

	Summary

	Chapter 7: Continuous Monitoring in Cloud Platform
	Overview of continuous monitoring
	Azure Web Apps troubleshooting and monitoring
	Diagnose and solve problems
	Azure App Services – Resource health
	Azure App Services – HTTP live traffic
	Azure App Services – Metrics per instance
	Azure App Services – Advanced Application restart
	Azure App Services – CPU and memory consumption
	Azure App Services – Activity log

	Kudu
	Azure App Services – LogFiles
	Azure App Services (Kudu) – Process explorer
	Azure App Services (Kudu) – Site extensions
	Azure App Services (Kudu) – Autoheal

	Azure Application Insights for application monitoring
	Azure web applications monitoring
	Diagnostics logs
	Application events
	FREB logs

	Azure App Services support and troubleshooting
	Resource health
	Failure History
	Support request


	Architecture of disaster recovery and high availability of Azure web applications
	Creating and configuring Traffic Manager with endpoints

	Load testing using a URL-based test and Apache JMeter
	URL-based test
	Apache JMeter

	Summary

	Index
	More from the author



